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ABSTRACT OF THE DISSERTATION
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Scientific applications are increasingly using neural networks (NNs) at the edge as a
fundamental tool for advancing fields such as particle physics and materials science. As the
scientific instruments used in these experiments become more advanced, they produce a lot more
data (e.g., 40 TB/s) than before. As a result, scientists are relying on edge NNs, which have more
capabilities than traditional algorithms, to process the data. To process data quickly enough,
these scientific edge NNS have unique requirements. They must (1) be heavily quantized and
(2) execute fully on chip. Even more so, these scientific NNs often operate in high radiation
environments (1000 x that of space). My thesis focuses on using hardware-software co-design to

create efficient, fault-tolerant computer architectures for NNs that execute fully on chip so that

Xix



they meet the strict latency and throughput requirements laid out by these scientific experiments.
I defend the following thesis statement: On-chip neural network inference introduces unique
hardware-software codesign challenges and opportunities for building efficient, fault-tolerant
neural network architectures. I provide evidence for my thesis in three parts: (1) codesigning
residual NNs for efficient inference, (2) scaling up lookup-table NNs, and (3) codesigning
fault-tolerant edge NNs. My thesis provides insights and tradeoffs that will help scientists better

run their NNs on specialized hardware such as FPGAs and ASICs to advance research in their

fields.
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Chapter 1

Introduction

As scientific instruments become more advanced, they produce an increasing amount
of data. For example, the High-Luminosity Large Hadron Collider (HL-LHC) at CERN is
expected to generate up to hundreds of terabytes of data per second in the coming years [61].
Processing this immense amount of data in real-time is crucial for scientific research, but
traditional algorithms often fall short in advancing the latest research. As a result, scientists are
looking to neural networks (NNs) as a potential solution [61, 81]. NN are typically built in
a brute force way, where researchers add more and more parameters to increase performance,
scaling them out to enormous sizes, e.g., GPT-3 has 175 billion parameters, which amounts
to 350 GB of data when stored with float16 precision [29]. However, this is not practical
when data is coming in at rates of several TB/s because current computer architectures cannot
execute such enormous NN in time without being extremely expensive and impractical. As
a result, researchers in these scientific fields are building edge NNs that can be executed on
a machine within the computation budget (O(ns)) allowed by the massive data rate. This has
several implications for the computer architectures that must run these edge NNs. In order for
the hardware to meet these extreme low-latency requirements, we must perform inference fully
on-chip.

To perform on-chip inference quickly, designers rely on hardware-software codesign with

custom or reconfigurable logic. Hardware-software codesign involves designing the hardware and



software together to achieve a more efficient design compared with the traditional methodology
of designing software for a fixed hardware architecture. By codesigning the hardware and
software together, designers can optimize the hardware architecture for the specific software
workload, and vice versa, leading to improved performance, energy efficiency, and resource
utilization. Oftentimes, hardware-software codesign is the most efficient way to meet the extreme
requirements of scientific applications [81].

In hardware-software codesign, the desirable objectives are power, performance, and
area (PPA). The goal is usually to minimize power and area (also known as resource utilization)
while maximizing performance (e.g., maximizing throughput or minimizing latency), but in most
cases tradeoffs across PPA must be made. Due to the extreme data rates, the PPA objectives
for scientific applications are often severely constrained. For instance, the encap concentrator
(ECON-T) ASIC [81] executes an autoencoder at the LHC that must complete inference in 25 ns
within a 4 mm? area and 95 mW power budget. Additionally, the ECON-T ASIC operates inside
the LHC, which is an extremely high radiation environment, causing hardware failures every
15 seconds [200]. This makes reliability an additional design objective because the hardware
must be able to tolerate faults and continue to operate correctly within the existing constraints,
extending the PPA tradeoff space to include reliability, which we call PPAR. Considering PPAR
is especially crucial to achieve fast and reliable on-chip inference for scientific applications.
Fitting an efficient and resilient hardware design within the available resources on-chip is
difficult because there are often design decisions for one objective that may conflict with another.
Using off-chip resources could help designers balance PPAR more easily, but the extreme latency
requirements of scientific applications often make accessing off-chip resources infeasible, forcing
designers to fit everything on-chip.

Why on-chip inference? Given the extreme bandwidth and latency requirements of many
scientific machine learning tasks [61, 197], on-chip memories such as flip-flops (FFs) and block
random access memories (BRAMs) are often the only kinds of memory with both the bandwidth

and latency capable of meeting these constraints. To demonstrate, we present Fig. 1.1. We chart
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Figure 1.1. Many scientific and edge NNs must process incoming data at a high rate, requiring
on-chip inference to process the data at least as fast as it arrives [27, 61, 197]. This leads to
extreme low-latency and high-bandwidth requirements.

several scientific and IoT NNs according to their memory bandwidth for reading NN weights and
the latency they achieve on field-programmable gate arrays (FPGAs) and application-specific
integrated circuits (ASICs), focusing first on latency on the x-axis and memory bandwidth on
the left y-axis. For example, the LHC sensor NN requires 80 GB/s memory bandwidth since
it loads 2000 one-byte weights every 25 ns. This NN has bandwidth requirements that exceed
the capabilities of DRAM (assuming DDRS5’s 50 GB/s bandwidth noted by the green horizontal
dashed line). It is therefore infeasible to access weights off-chip from DRAM. As a result, the
LHC sensor NN must rely on on-chip memory technology such as BRAM (red dashed line)

and FFs (blue dashed line), which have significantly higher bandwidth at the expense of smaller



Table 1.1. On-chip memory storage, i.e., BRAMs and FFs, offers significantly more bandwidth
and speed, making it the ideal option for our high-bandwidth, low-latency benchmarks [102].
The tradeoff, however, is total capacity, as these on-chip options can only store megabytes of
data as opposed to DRAM’s gigabytes.

DRAM BRAM FF
Latency 10-100ns 1-1.4ns 1-1.4ns
Bandwidth 10s GB /s TB/s 100sTB/s
Total capacity GBs MBs  100s KBs

memory capacity (Tab. 1.1).

Next, let us focus on latency on the x-axis and compute performance (in operations/s) on
the right y-axis to understand the diagonally charted lines. To start, we make some assumptions.
First, we assume the NN for each task are fully connected and the weights are one byte wide, as
scientific benchmarks often work with fully connected layers that are heavily quantized, meaning
their weights are represented with reduced precision, e.g., 8-bit integer, compared with the typical
32-bit floating point. Also, these NNs process data with batch size 1, as data is usually streamed
in one sample at a time. Second, we assume these NNs execute on a performant FPGA, e.g., a
Xilinx VU13P, using 5000 digital signal processors (DSPs) operating at 200 MHz, performs
1 TOP/s. Third, we assume that with one-byte weights and 1 TOP/s, we can handle 1 TB/s of
bandwidth at a compute performance of 1 TOP/s. Based on these assumptions, consider a model
with 10 MB of weights (the diagonal pink line). Executing this model at a latency of 10~s
requires 1 TOP/s with a memory bandwidth of 1 TB/s (left y-axis). From these assumptions,
we can project how much compute performance and memory bandwidth a 10 MB model needs
to run at different latencies. We also project the compute and bandwidth for a 100 KB model
(purple diagonal line) and a 50 MB model (red diagonal line). Assuming that on-chip storage
can only store a maximum of 50 MB of weights, we shade the region of this chart where on-chip
inference is required in red. The floor is the maximum DRAM bandwidth and the ceiling is the
50 MB model’s memory bandwidth and compute performance.

As such, NN implementations that fall in this shaded region must be executed with



weights fully on-chip, as demonstrated by the LHC sensor and LHC pixel sensor NNs. NN
implementations that reside outside this region can instead rely on off-chip memory, e.g., the
Anomaly Detection IoT NN.

Many of these scientific NN implementations will likely become more bandwidth-
intensive as scientific instruments continue to advance. This implies that the NNs charted
in Fig. 1.1 will continue to move up and to the left. Thus, on-chip NN inference will persist and
become more crucial, and we must design for it by carefully balancing PPAR.

Balancing PPAR for extreme scientific applications is a challenging task. It often requires
designers to make tradeoffs between the different PPAR design objectives, such as reducing
latency at the cost of increased area or reducing area at the cost of worse reliability. My thesis
aims to ease the burden of codesigning for PPAR by providing insights and tools to help designers
navigate the complex design space of on-chip NN inference for scientific applications. A key
insight behind my thesis is that the requirement of on-chip inference is not necessarily a hindrance
in the design process. While designers cannot merely deploy large and highly accurate NNs fully
on chip, edge NN, albeit small, are still often over-parameterized. This over-parameterization is
often crucial for edge NN to train to a good accuracy [76], but also opens the door to unique
hardware-software codesign challenges and opportunities for building efficient and fault-tolerant

architectures for NN inference at the edge.

1.1 Key Challenges

There are many challenges to codesigning NN for on-chip inference. Hardware-software
codesign is difficult because it requires knowledge of both NNs and computer architecture.
Determining what kind of NN is best for the task, how best to quantize it, what kind of hardware
architecture to use, how to map the NN to the hardware architecture, and how to determine the
resilience of the NN are all questions that must be answered during the design process. When

considering all the variables involved in designing hardware with the NN in mind and vice versa,



the design space explodes.

NN innovations can be costly to hardware. NN innovations help NNs train to reach
higher accuracy but can be costly to hardware. For example, residual connections (also known
as skip connections) [86] connect the outputs of one layer to the inputs of a later layer to solve
the vanishing gradient problem; however, this comes at the cost of additional hardware resources
and memory bandwidth for the intermediate outputs. As such, to deploy an NN with skip
connections on-chip efficiently, designers must look to hardware-software codesign to redesign
the NN and hardware architecture together, reducing the hardware costs of skip connections
while maintaining the accuracy benefits they provide. NN innovations are often developed
without the hardware in mind, and how to resolve this issue leads to the next challenge.

Hardware-software codesign requires expertise in both hardware and software. To
meet the extreme constraints on PPAR for scientific applications, it is in the designer’s best
interest to have expertise in both hardware and software. This way the designer can maximize the
capabilities of both the hardware and software to achieve nanosecond latency or build a design
within the resource constraints. This is a challenge for many scientific researchers without a
computer science or engineering background. A goal of this thesis is to provide insights and tools
for scientists to use to help them navigate the complex design space of on-chip NN inference.

The design space is large. When considering all the design parameters for both hardware
and software, the design space becomes exponentially large, making it difficult to explore and
find optimal solutions. Design space exploration (DSE) is a crucial step in the hardware-software
codesign process, as it allows designers to evaluate different design options and make informed
decisions about the tradeoffs between different design parameters. A challenge in DSE is how to
explore the design space efficiently. If we tighten the DSE loop seen in Fig. 1.2, we can arrive at
a good design more quickly. One approach is to make it easier to build a good design from the
outset. A crucial part of the DSE loop is evaluating the design against PPAR. This evaluation
can be time-consuming, especially when evaluating the reliability of an edge NN. Making the

evaluation process quicker or more informative is thus desirable so that designers can iterate on
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Figure 1.2. The Design Space Exploration (DSE) loop. DSE has four key steps: (1) choose
PPAR objectives, (2) build a design, (3) evaluate the design against PPAR, and (4) repeat from
step 2. Easing the burden of building the design and evaluating it will help designers arrive at an
efficient design faster.

their designs faster.

Evaluating NN resilience is time-consuming. The common way to evaluate the reliabil-
ity of an NN to faults is to conduct a fault injection (FI) campaign. An FI campaign simulates a
fault in software or hardware and runs a number of inputs through the NN to assess performance.
This process repeats until the campaign is complete as determined by the researcher. To get
a complete picture of an NN’s resilience to faults in its parameters, researchers must inject a
fault, e.g., flip a bit in a parameter, and evaluate its effect for every single parameter bit. This
is computationally intensive because it requires simulating a vast number of faulty scenarios,
particularly given the thousands to millions of parameters and operations in an NN. It is not
immediately obvious which parameter bits would be more or less likely to be sensitive to faults.
Even a common intuition that bits with higher significance, e.g., the most significant bit (MSB),
would be more sensitive to faults does not always hold true, as I will show later in the thesis

(Chapter 6). A goal of this work is to demonstrate to what extent this intuition does not hold and
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Figure 1.3. My work takes a top-down (software-first) and bottom-up (hardware-first) approach
to explore the design space for on-chip neural network inference. My hardware-first work focuses
on building efficient NN hardware architectures without sacrificing accuracy. My software-first
work introduces new tools and algorithms for analyzing the fault sensitivity of edge NNs.

to provide a more informed way to conduct FI campaigns that can help designers evaluate the

reliability of their NNs more quickly and with more insights.

1.2 Thesis

In this dissertation, I argue that hardware-software codesign is crucial for building
efficient and fault-tolerant architectures for on-chip NN inference for scientific applications.
I defend the following thesis statement: On-chip neural network inference introduces unique
hardware-software codesign challenges and opportunities for building efficient, fault-tolerant
neural network architectures. 1 explore my thesis through both bottom-up (hardware-first) and
top-down (software-first) approaches, as seen in Fig. 1.3.

The bottom-up approach focuses on building efficient NNs and hardware architectures

for on-chip inference. I focus on finding methods of building more resource-efficient NNs while



maintaining their accuracy. In Tailor and AmigoLUT, I introduce training algorithms that reshape
the NN topology in ways that map them more resource-efficiently for field-programmable gate
arrays (FPGAs). FPGAs have unique resource types such as lookup tables (LUTs), flip-flops
(FFs), digital signal processors (DSPs), and block random access memories (BRAMs). How to
best use them for on-chip inference heavily depends on the architecture used to implement the
NN. Based on the architecture, Tailor and AmigoLUT introduces methods for reducing resource
usage without completely sacrificing accuracy.

The top-down approach focuses on building software FI tools and algorithms to help
designers better evaluate the reliability of their edge NNs to faults. It tackles the problem of
how to efficiently evaluate the fault tolerance of edge NNs, as many prior works have introduced
methods that work best on NNs represented in floating point. This is not the case for many edge
NNs, as they are heavily quantized to less precise data types like fixed point. In FKeras and
PrioriFI, I leverage the Hessian, which is a matrix of second derivatives that has been show to
capture how well the NN’s parameters respond to perturbations [208], to analyze the sensitivity
of edge NNss to faults. FKeras uses the Hessian to rank a NN’s parameter bits from approximately
most to least sensitive to faults, guiding FI campaigns to inject faults in the most sensitive bits
first. PrioriFI improves on the shortcomings of FKeras by using the results of prior Fls as a

heuristic to guide future Fls to better target the more sensitive bits.

1.3 Insights

My thesis leverages three key insights: (1) edge NNs, despite being small, are over-
parameterized and can be redesigned to better fit the hardware constraints of on-chip inference;
(2) edge NNs can be analyzed using the Hessian to provide insights into its sensitivity to faults
and guide the design of more fault-tolerant architectures; and (3) bit-level monotonicity is not a
reliable heuristic for guiding FI campaigns.

Edge NNs are usually over-parameterized, creating opportunities for efficient re-



designs. This is not a shortcoming of the edge NN designer, but more so a side effect of effectively
training edge NNs to reach good accuracy. In general, NNs are often over-parameterized, mean-
ing they have more parameters than necessary to achieve high accuracy [76]. Even edge NNs
are over-parameterized, because it is usually a necessary step during training to provide the
NN with the “necessary scaffolding” to learn the task at hand. It is up to the designer to find
ways to redesign the edge NN and its hardware architecture together to be more efficient while
maintaining accuracy. Figuring out how to reduce the unnecessary parameters is difficult. There
are many ways, such as pruning, quantization, knowledge distillation, and neural architecture
search, but it is not always clear which method is best for a given NN and hardware architecture.
Tailor uses knowledge distillation to reduce the extra parameters introduced by skip connections.
AmigoLUT takes a more clever approach of breaking up one large over-parameterized LUT NN
into an ensemble of smaller, i.e., less over-parameterized, LUT NNs. The smaller LUT NNs
work together to fill the gaps in each other’s performance, improving accuracy without resource
usage exploding, which is a common problem with the large LUT NNs.

When evaluating the resilience of edge NNS, it is important to consider methods for
gaining insights into its sensitivity without solely relying on time-consuming FI campaigns. If
there were a way to analyze the sensitivity a priori, designers could use this information to guide
their FI campaigns to be more efficient, e.g., by targeting the more sensitive bits first. This way
they can avoid spending time injecting faults into insensitive bits. My thesis demonstrates that
the Hessian is useful for analyzing the fault sensitivity of edge NNs. The Hessian is a matrix
of second derivatives that has been shown to capture how well the NN’s parameters respond
to perturbations [208]. Previously, the Hessian has been used in the edge NN space to provide
insights into how to quantize an NN [56, 207, 208], demonstrating that it effectively captures
perturbations from quantization. I demonstrate that the Hessian can also be used to capture
perturbations from faults, providing a way to rank NN parameter bits by their sensitivity to faults.
In FKeras and PrioriFI, I use this ranking to guide FI campaigns to inject faults in the most

sensitive bits first, which can help designers evaluate the reliability of their NNs more quickly,
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tightening the DSE evaluation loop.

Prior work on evaluating NN resilience has often relied on the intuition that bits with
higher significance, e.g., the MSBs, are more sensitive to faults, which is known as bit-level
monotonicity; however, my dissertation shows that bit-level monotonicity is not a reliable
heuristic for guiding FI campaigns. Bit-level montonicity seems like it would hold because
flipping more significant bits should result in larger changes in magnitude for a given parameter.
Flipping the MSB should result in a larger change than flipping the second MSB. Yet, this is
not always the case due to other NN operations downstream. For instance, the commonly used
ReLU activation function does not behave strictly monotonically, leading to non-monotonic
behavior when flipping NN parameter bits [40]. Chapter 6 provides detailed evidence for this.
One goal of my dissertation is to steer designers away from relying on bit-level monotonicity
when evaluating the fault tolerance of their edge NNs. While it provides a reasonable first-order
approximation, its inefficiencies are not worthwhile when they can be avoided with FI algorithms

like Chapter 6’s PrioriFI.

1.4 Contributions

In this dissertation, I make several contributions to building efficient and fault-tolerant
architectures for on-chip NN inference.

Chapter 2: Background. I review some background for understanding the rest of the
thesis, including NN quantization, various on-chip computer architecture designs, and how prior
work has studied NN fault tolerance.

Chapter 3: Altering Skip Connections for Resource-Efficient Inference. Tailor
introduces a hardware-aware training algorithm that alters skip connections to be more resource-
efficient for on-chip inference while maintaining accuracy. NNs use skip connections to improve
training convergence. However, these skip connections are costly in hardware, requiring extra

buffers and increasing on- and off-chip memory utilization and bandwidth requirements. In

11



this chapter, I show that skip connections can be optimized for hardware when tackled with a
hardware-software codesign approach. I argue that while a NN’s skip connections are needed for
the NN to learn, they can later be removed or shortened to provide a more hardware efficient
implementation with minimal to no accuracy loss. Tailor’s hardware-aware training algorithm
gradually removes or shortens a fully trained NN’s skip connections to lower their hardware
cost. A key insight is that shortened skip connections that skip over only one NN layer have
the unique on-chip opportunity to be implemented with more efficient memories such as shift
registers instead of BRAMs.

Chapter 4: Greater than the Sum of its LUTs: Scaling Up LUT-based Neural
Networks with AmigoLUT. AmigoLUT [199] introduces the idea of using ensemble learning
on lookup table (LUT) NNs to scale up accuracy without exponentially increasing resources.
Lookup-table NNs achieve extremely high throughput and low latency inference by implementing
NN as lookup tables (LUTs), achieving inference latency on the order of nanoseconds. Since
LUTs are a fundamental FPGA building block, LUT-based NNs efficiently map to FPGAs.
LogicNets (and its successors) form one class of LUT-based NNs that target FPGAs, mapping
neurons directly to LUTs to meet low latency constraints with minimal resources. However,
it is difficult to build larger, more performant LUT-based NNs like LogicNets because LUT
usage increases exponentially with respect to neuron fan-in (i.e., number of synapses x synapse
bitwidth). A large LUT-based NN quickly runs out of LUTs on an FPGA. I introduce Tailor
to address this issue by creating ensembles of smaller LUT-based NN that scale linearly with
respect to the number of models. Tailor improves the scalability of LUT-based NNs, reaching
higher throughput with up to an order of magnitude fewer LUTs than the largest LUT-based
NNG.

Chapter 5: FKeras: A Sensitivity Analysis Tool for Edge Neural Networks. FKeras
introduces a sensitivity analysis tool for edge NN that uses the Hessian to provide an approximate
ranking of the parameter bits from most to least fault-sensitive as a way to guide FI campaigns

to stop early and find more sensitive bits faster. Edge computation often requires robustness to

12



faults, e.g., to reduce the effects of transient errors and to function correctly in high radiation
environments. In these cases, the edge device must be designed with fault tolerance as a primary
objective. FKeras is a tool that helps design fault-tolerant edge neural networks that run entirely
on chip to meet strict latency and resource requirements. FKeras provides metrics that give a
bit-level ranking of neural network weights with respect to their sensitivity to faults. FKeras
includes these sensitivity metrics to guide efficient fault injection campaigns to help evaluate the
robustness of a neural network architecture. I use FKeras to analyze a NN’s fault tolerance to
consider alongside its accuracy, performance, and resource consumption. The results show that
the different NN architectures have vastly differing resilience to faults.

Chapter 6: PrioriFI: More Informed Fault Injection for Edge Neural Networks.
PrioriFI improves on the algorithm introduced in FKeras by initially using the Hessian ranking
and then using prior FI results as a heuristic to guide future FIs to better target the more sensitive
NN bits. In this chapter, I analyze the shortcomings of the common intuition that bits with
higher significance, e.g., the MSBs, are more sensitive to faults. This is also known as bit-level
monotonicity. I demonstrate that bit-level monotonicity does not always hold. PrioriFI overcomes
these shortcomings by using prior FI results as a heuristic, avoiding the pitfalls of assuming
bit-level monotonicity to find highly fault-sensitive bits first. With PrioriFI, designers can quickly

evaluate different NNs and better co-design fault-tolerant edge NN systems.
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Chapter 2

Background

My thesis builds on several techniques in the field of hardware-software codesign for
efficient and resilient edge NN computing. In this chapter, I describe NN quantization, an
important method found in most edge NN implementations to fit NNs within its given resource
constraints—the remaining chapters presuppose a knowledge of quantization. I also review a
few different computer architectures for implementing edge NNs with ultra low latency and high
throughput, specifically on field-programmable gate arrays (FPGAs), which I target in Chapter 3

and Chapter 4. Finally, I review prior work on NN fault tolerance.

2.1 Quantization

Quantization is defined as reducing the precision used to represent neural network
parameters, usually from » bits to m bits, where n > m. There is unique opportunity to achieving
efficient inference with quantization because hardware such as FPGAs and ASICs can be
configured to use any kind of numerical representation such as floating point, fixed point, integer,
and even custom data types. Thus, the goal with NN quantization involves not only reducing the
number of bits but also converting the original numerical representation to a less precise data
type that is cheaper to implement in hardware. Doing so makes it is possible to achieve efficient,
real-time inference. For example, a common case in NN quantization involves starting with

32-bit floating point representation (since that is generally what is used to train NNs on GPUs)
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and converting it to 8-bit integer representation. This is desirable because integer arithmetic
is less complex than floating point arithmetic and thus faster to compute. With fewer bits to
compute and a cheaper numerical representation, executing an 8-bit integer NN significantly
lowers latency, energy consumption, and resource utilization.

The primary challenge with quantization, however, is maintaining the NN’s high accuracy
post quantization. When reducing the precision of the network, the NN is effectively losing
information it learned during training. This presents the main trade-off involved with quantization:
precision vs. accuracy. A reasonable expectation is that we trade accuracy for lower precision to
achieve smaller models that can fit in hardware; however, sometimes this is not the case.

NNs are often over-parameterized and can thus afford to lose precision with minimal to
no loss in accuracy [77]. Since one of the primary overarching goals in NN quantization is main-
taining accuracy, we are not particularly wedded to quantizing weights such that their quantized
values are as close to their floating point counterparts as permitted by the quantization scheme.
We want to quantize the weights in a way that maintains the network’s overall classification
accuracy. In fact, trying to minimize the distance between the floating point and quantized weight
representations does not directly translate to maintaining classification accuracy because of the
over-parameterization of neural networks [82, 139]. Therefore, the over-parameterization wrin-
kle presents opportunities to reduce precision in clever ways without any cost to accuracy—at

times, quantizing a NN even improves its accuracy.

2.1.1 Representing Numbers on Machines

In this section, we review how data types are used to represent data, and more specifically
real numbers, on machines. We detail how floating point and fixed point data types work because
a common quantization scenario involves quantizing floating point to integer/fixed point. It is
important to go into detail on the inner workings of floating point and fixed point to understand
the costs and benefits of using them with respect to hardware.

Since data on computers is represented in binary, the machine needs to know how to
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interpret the binary, i.e, as a character, string, integer, etc. T his is the primary function of data
types. Several standards have been developed to dictate how we should use binary code to
represent different kinds of data. For instance, the ASCII standard defines a correspondence
between natural numbers and individual characters, like letters, numbers, punctuation, etc. The
same needs to be done for representing real numbers.

While integers have a straightforward correspondence to binary values, representing real
numbers in binary is much more complex. There are several considerations to be made. For
instance, how precise we want our real number representations to be, i.e., how many decimal
places that should be accounted for. It is so complex that there is an IEEE standard for how real
numbers should be represented as well as how arithmetic on this real number representation
should work—IEEE Standard 754, also known as IEEE floating point. Since there are infinitely
many real numbers and only so many bits that can be allocated for representing each number
on machines, we can actually view representing real numbers on computers as a quantization
problem itself because we are reducing the precision of the reals [77].

There are two main ways of representing real numbers: floating point and fixed point.
Floating Point

The idea behind floating point is to represent numbers in scientific notation, n x 2™,
wherein we need only keep track of n and m in our representation [30]. IEEE floating point

defines a floating point number n as

n=(—1)xmx2E (2.1)

where
* s1is the sign bit, O for positive and 1 for negative,

* m is the mantissa, also called the significand, which defines the precision, and
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exponent field

(8 bits)
sign bit mantissa field
(1 bit) (23 bits)

Figure 2.1. IEEE single-precision floating point bit fields. The binary of a floating point value is
broken up, from least significant to most significant bit, into 23 bits for the mantissa field, 8 bits
for the exponent field, and 1 bit for the sign bit.

 E is the exponent, which determines the range.

A floating point number encodes the sign bit, mantissa, and exponent in its binary
representation. In single precision floating point—the most common precision used for NN
training on GPUs—, 32 total bits are given, in which 8 bits are allocated for the exponent, 23
bits are allocated for the mantissa, and 1 bit is allocated for the sign bit, as seen in Figure 2.1.
Depending on the value in the exponent field, there are three ways to interpret the values encoded
in the exponent and mantissa bit fields (the sign bit is always interpreted as 0 or 1): 1) normalized

values, 2) denormalized values, and 3) special values.

Normalized Values
When the exponent field E is neither O (all zeroes) nor 255 (all ones), we are working

with normalized values. In this case, the bit fields are interpreted as follows:

* E = x— Bias, where x is the unsigned integer actually stored in the exponent bit field, and

Bias is 28 — 1 = 255 (since we are given 8 exponent bits). Thus, —254 < E < 255.

* m =1+ f, where f is the fractional binary value actually stored in the mantissa bit field.
By fractional, we mean O < f < 1. Essentially, f is the fractional number to the right of

the radix point. Thus, 1 <m < 2. We implicitly add 1 to gain an extra free bit of precision.
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Based on these definitions, we compute normalized values n from the bit fields as

n=(=1)"x(1+4f)x 252> (2.2)

As seen in Equation (2.2), the floating point number is effectively scaled based on the
value x stored in the exponent field. This allows the radix point to “float” to various positions in

the binary value as needed, providing floating point with a large range and thus more precision.

Denormalized Values
When the exponent field E is all zeroes, we are working with denormalized values. In

this case, the bit fields are interpreted as follows:
e E = 1 — Bias, where Bias is still 28 — 1 = 255, so E = —254.

* m = f, where f is the fractional binary value stored in the mantissa bit field, as in the

normalized value case.

Based on these settings, we compute denormalized values m from the bit fields as

n=(—1)"x fx27%* (2.3)

Special Values
When the exponent field E is all ones, we represent special non-numerical values. For
completeness, we include these special values. The value is determined by the bits residing in

the mantissa bit field:
* m = 0. Depending on the sign bit, this value is —oo or +-oco.
* m# 0. This is NaN, also known as Not a Number.

Based on Equations (2.2) and (2.3), we see that there is extra arithmetic on fractional

binary values involved with floating point values. Even though much of this arithmetic has been
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integer field

(7 bits)
sign bit mantissa field
(1 bit) (24 bits)

global fixed exponent E = 24

Figure 2.2. Example 32-bit fixed point format, where, from least significant to most significant
bit, 24 bits are chosen for the mantissa, 7 bits are chosen for the integer, and 1 bit is for the
sign bit. The value of the global fixed exponent depends on the number of bits allocated for the
mantissa. In this case, there are 24 mantissa bits, implying that the global fixed exponent is 272,

optimized, there is still an overhead cost that needs to be paid when using floating point values;
case in point, a floating point unit is required, making floats significantly more expensive to
compute in hardware than say integers, which have no such overhead. Moreover, there are as
many normalized values (n > 1) as there are denormalized values (0 < n < 1), meaning floating
point numbers are non-uniformly spaced. There are many more values represented between
0 and 1 such that floating point has higher precision for values that lie in this range. This has
many implications for quantization when quantizing from floating point to integer. For instance,
if a network has many high-precision values between 0 and 1 and relies on this precision, this

presents an extra challenge for quantizing to a less precise data type like integers.
Fixed Point

Fixed point is similar to floating point in that it is also encoded using a sign bit and a
mantissa, but it uses a single global fixed exponent value that is shared across all fixed point
values. Since the exponent is fixed, there is no need to store it in the binary, and the remaining
bits are allocated as the integer field. Figure 2.2 depicts an example 32-bit fixed point value
that is broken up into 24 mantissa bits, 7 integer bits, and 1 sign bit. The global exponent
effectively places the radix point at a fixed position; hence, “fixed point.” The shared exponent

is also referred to as a global scaling factor and is typically a power of 2, so that the scaling
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multiplication can be implemented using bit shifts [49]. Based on the fixed point definition in
Figure 2.2, given 24 mantissa bits, the global scaling factor is 2724,

Depending on the application, we might want more or less precision in our fixed point
values. For instance, Vivado High-Level Synthesis defines a fixed point data type for its FPGA
synthesis called ap_fixed< 7,1 > that allows users to choose the fixed point format, where T is
the total number of bits allocated for the fixed point number and / is how many integer bits are
allocated [1]. Since the global exponent is fixed and is based on how many bits are allocated to
the mantissa, there is a trade-off involved in choosing 7" and /. Fewer integer bits means there
is more bits left for the mantissa, implying high precision but a small range. More integer bits
means there are fewer bits left for the mantissa, leading to low precision but a larger range.

Fixed point is typically used in embedded systems that cannot afford to have a floating
point unit but still need some precision in their computations [49]. Without a floating point unit,
the fixed point bit fields are all interpreted as integers (as opposed to fractional binary values
like the floating point mantissa is), which are much cheaper to compute on. To explain how this
works, let us walk through an example. Based on the fixed point format depicted in Figure 2.2,
let us encode % Since our value is a fraction, we do not need any integer bits, so this field is all
zeroes. For the mantissa field, given 24 bits and a global exponent of 2724, we store the integer
5,592,405 in the mantissa field because 5592405 x 272* ~ 1. This can be derived for any real
number fraction r and m mantissa bits, where the corresponding fixed point mantissa value is
|7-2™| [62]. As such, to determine based on the sign bit, integer field, mantissa field, and global

exponent the fixed point value n, we compute

n=(—1°x{I+mxE) (2.4)

where s is the sign bit, / is the integer encoded value, m is the mantissa encoded value, and E is

the global exponent. Although this equation looks similar to the floating point equations, note
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that all of the values are integers and E is typically a power of 2, so all the computation can be
performed using integer arithmetic and bit shifts, which is significantly cheaper than floating

point arithmetic.

2.1.2 Quantization Example

To quantize a value, we must follow a quantization function that systematically maps

high precision values to low precision values.
Quantization

A common quantization function Q(r) maps a floating point value r to an integer by way

of

O(r)=Int(r/S)—Z (2.5)

where S is a floating point scaling factor and Z is an integer zero point [77]. By zero point, we
mean Z is the integer value that represents O in our quantization scheme, which could be O or
another value. In our scope of quantizing NN for efficient inference, r is either a weight or
activation. The Int(-) function assigns the scaled r to an integer, typically via rounding. The
rounding function can be as simple as round-to-nearest or something more complex, as seen in
[94, 139]. In this case, Q(r) is an example of uniform quantization because all of our r input
values are scaled by the same value S, implying that the distance between quantized values
is equally spaced and thus uniform. It is possible to define non-uniform distances between

quantized values, which is known as non-uniform quantization; however, this is out of scope.

Choosing a Scaling Factor
Choosing a scaling factor in a way that minimizes accuracy loss is non-trivial. The

scaling factor plays a large role in quantization because, as previously discussed, the scaling
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factor determines the distance between quantized values, i.e., the step size. The scaling factor is

defined as

= gb__ol‘ 2.6)

where 3 is the upper bound and « is the lower bound of the range of quantized values, and b is
the quantization bit width. [, B8] is also known as the clipping range.

Determining the clipping range is known as calibration. When @ = —f3, we are employ-
ing symmetric quantization. Using symmetric quantization means the zero point Z is 0, which is
computationally less expensive at inference time, especially since the quantization function is
now merely Q(r) = Int(r/S). While symmetric quantization is more inexpensive, it can occur at
the cost of accuracy, in particular for NNs that have an imbalance in their weights or activations.
This is apparent in NNs that use ReLLU activations, a common activation function, that results
in only non-negative activation values. In response, we can select a clipping range such that
o # — P that better reflects the imbalance of our weights and/or activations. This is known as

asymmetric quantization. More information on calibrating clipping ranges can be found in [77].
Dequantization

To go from the quantized value to its original real value, we use a dequantization function,

which does the reverse of the quantization function. Dequantization is defined as

F=S-(Q(r)+2) 2.7

Note that 7 is not guaranteed to equal the original value r because Q(r) employs a rounding

function. The bias introduced by the rounding function introduces some error that is lost and
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Figure 2.3. How to quantize a pre-trained model via either Quantization-Aware Training (QAT)
or Post-Training Quantization (PTQ) [77]. Calibration data can be either a subset of training
data or a small set of unlabelled input data. Refer to Section 2.1.2 to review calibration.

cannot be recovered by the dequantization function. !

2.1.3 Quantization Procedures

While it is possible to train a quantized NN from scratch, the majority of research
has shown that starting with a pre-trained model to be more effective at minimizing accuracy
loss when quantizing a NN. There exists two main methods of quantizing pre-trained NNs:
quantization-aware training (QAT) and post-training quantization (PTQ). QAT involves quantiz-
ing a NN and then retraining it so that it has a chance to adjust and learn according to the newly
quantized values. Sometimes a sufficient amount of training data is not readily available, so we
use PTQ, which entails quantizing a NN without any extra training. Figure 2.3 gives an overview

of QAT and PTQ.
Quantization-Aware Training

Quantization-Aware Training involves retraining a model with quantized parameters so

that it can learn and correct any quantization bias that often results from rounding errors. To

'Some quantization work has focused on accounting for this rounding error by introducing bias into the NN’s
parameters [64, 216].
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perform QAT, we typically
1. quantize the weights,

2. perform a forward training pass through the model using floating point inputs and activa-

tions,
3. perform a backward pass through the quantized model using floating point gradients,
4. update the weights using the floating point gradients, and proceed back to step (1).

until the NN converges.

Regarding step (3), we note that the weights are quantized using a quantization function
like the one defined in Equation (2.5), which is non-differentiable. Thus, it is necessary to
approximate the gradient. A popular heuristic used for this approximation is called the Straight-
Through Estimator (STE) [19]. The STE approximates the non-differentiable parts of the
quantization function using the identity function. While it is not clear why the STE works, it has
been empirically shown to be effective, except for extreme bit widths (e.g., quantizing to 1-bit
binary values).

In addition to correcting the quantization bias in weights, other quantization parameters
can be learned during QAT, such as the clipping range o and f as defined in Equation (2.6). For
instance, Parameterized Clipping Activation (PACT) [43] learns the activation clipping ranges
for each activation layer during QAT.

The main trade-off of the high accuracy afforded by QAT is the long training time, e.g.,
hundreds of epochs, and the associated computational retraining cost. Moreover, a sufficient
amount of training is required to prevent ove-fitting. Nevertheless, this long training time is often
worth it for models that will be deployed for long periods of time, wherein the hardware and

energy efficiency gains more than make up for the retraining cost.
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Post-Training Quantization

QAT not possible when the training data is too sensitive or unavailable at time of
deployment. At times like these, Post-Training Quantization is an attractive option for fast
quantization. Oftentimes, PTQ uses a small set of calibration data, such as unlabeled input
data, to help with choosing the best quantization parameters, e.g., scaling factor. In the past,
Post-Training Quantization penalized all quantization errors equally, which is less than ideal
because some quantization errors contribute more to altering classification than others. As a
result, researchers turned towards QAT to fix the error introduced by quantization by retraining
the entire model, as previously discussed. Recently, however, people have been revisiting PTQ
in an attempt to quantize in a smarter way when there is limited data available.

To apply PTQ to a NN, we typically
1. calibrate the quantization parameters based on any available calibration data, and then
2. quantize the model.

When there is a lack of training data and fast quantization is needed, PTQ is usually the
best option. This is often at the cost of achievable precision in that at least 4 bits are required
[140]. Even with 4 or more bits, PTQ tends to be less accurate than QAT, so it is the less popular

option because with the same bit precision, QAT achieves higher accuracy.

2.2 Computer architectures for edge NNs

There are a few main approaches to implementing edge NNs fully on chip that are studied
in this dissertation: dataflow-style architectures, 2D processing element (PE) array-style, and
LUT-based architectures. In this section, I review these styles of architecture that target ASICs
and FPGAs, though I primarily target FPGAs in Chapter 3 and Chapter 4. FPGAs are a desirable
target for edge NN accelerators because they can be configured to use any arbitrary bitwidth

datatype [99], fully exploiting the benefits of quantization to minimize resource utilization and
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latency. The main cost is programmability, as FPGAs are notoriously more difficult to program

than CPUs and GPUs. Yet, this is worth it if efficiency is a top priority.

2.2.1 2D PE Array-style Architectures

The most popular architecture for NN accelerators tends to involve a 2D array of PEs. In
fact, many industry accelerators feature a 2D PE array-style architecture, including the Google
TPU [98], Amazon’s Inferentia [9], and Meta’s MTIA [66]. The 2D PE array-style architecture is
popular because it can be used to implement a wide variety of NNs. Although a given accelerator
may only target say convolutional NNs, users can run a wide variety of convolutional NNs on
the same accelerator. This is unlike the dataflow-style architecture, which must be specially
designed for only one specific NN. Thus, they sacrifice some programmability and flexibility
for more generalized support. The 2D PE arrays feature efficient data reuse and are optimized
for dense matrix multiplications, the main computational workload in many NNs [4]. Most
2D PE array architectures that have been introduced over the years differ in their data reuse
pattern, such as input, output, row, and weight stationary [4]. Prior work has introduced its
accelerator architectures to be deployed as ASICs, such as DaDianNao [37], ShiDianNao [59],
Eyeriss [38], whereas other work has focused on reconfigurable FPGA-based implementations

such as Caffeine [214] and CGRA4ML [4].

2.2.2 Dataflow-style Architectures

The dataflow-style architecture dedicates resources to each layer of the NN, spatially
laying out the NN across the hardware. This way we can stream the data through the layers,
pipelining the execution of the NN layers through the dataflow style and achieving high through-
put and low latency [102]. This architecture is commonly used in FPGA-based NN accelerators
such as FINN [191] and hls4ml [60]. Spatial dataflow-style architectures trade resources for
performance, as precious resources are dedicated per layer.

FINN [191] was developed by Xilinx Research Labs in 2017 and targets NNs quan-
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tized to ultra low bitwidths such as binary NNs. Such low bitwidths allow FINN to compute
batchnorm-activations using a thresholding unit, saving significant resources and speeding up
computation [191]. Additionally, when targeting binary NNs, FINN implements the dot products
(the core computation behind matrix-vector multiplications found in NNs) using XNOR and
popcount operations. FINN combines these two optimizations in its Matrix-Vector-Threshold
Unit (MVTUs), forming the core computation unit of the architecture. The MVTUs can also be
folded to save resources, decreasing parallelism by reusing the same MVTUs across multiple data.
FINN has led to much follow-on work, expanding the kinds of NN it supports and optimizing
its architecture further [7, 21, 23, 97, 99, 103, 164].

hls4ml [60] was developed by high energy physicists in 2018 to make building edge NN
accelerators for physics experiments more accessible to scientists. Since hls4ml was created to
target physics experiments that have strict latency and throughput requirements, it also uses a
dataflow-style architecture to achieve high performance. hls4ml’s strength is its usability because
its Python framework for building NN accelerators is easy to use. It exposes a “hardware knob”
called reuse factor that users can tune to trade some performance for lower resource utilization,
similar to folding in FINN. With a reuse factor of 1, hls4ml fully unrolls all multiplications in
each NN layer, fully parallelizing computation. With a reuse factor of k, hls4ml reuses the same
hardware for k multiplications, reducing parallelism by a factor of k and thus saving resources
at the cost of super-linearly increasing latency. Latency increases super-linearly because extra
control logic is needed to manage time sharing the reused hardware, which also makes FPGA
routing more complex. hls4ml has been improved on over the years, as computer scientists and
high-energy physicists have worked together to expand its NN support and further optimize its

performance [3, 63, 74, 85, 147, 175].

2.2.3 LUT-based NN Architectures

The LUT-based NN architecture has inspired a growing field of research that uses LUTSs

as the fundamental basis to implement NNs on FPGAs. LUTs are a desirable target because
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they are one of the main resources featured on FPGAs. Even more, they eschew the need for
arithmetic units, replacing multiply-accumulate operations with lookups, which is significantly
more efficient in terms of latency and throughput. This is particularly desirable for edge NNs
that have nanosecond-level latency requirements. The primary challenge with LUT-based NN
architectures is that their resources grow exponentially with respect to the number of LUT inputs,
which makes it difficult to scale up the model size by increasing the number of parameters.
This is an issue because larger models tend to be more accurate, making it difficult to achieve
high accuracy with LUT-based architectures. Recent work has sought to address this issue by
improving the expressiveness of the LUTs, which allows for fewer LUTs to be used to achieve
higher accuracy, thus improving scalability.

LUTNet [195] uses LUTs as the fundamental inference operator to implement NNs on
FPGAs. LUTNet seeks to improve binary NNs’ reliance on XNOR operations by replacing
them with more expressive, learnable K-LUT Boolean operations. While LUTNet improves
NN resource efficiency on FPGAs, the number of parameters in LUTNet scales exponentially
with respect to the number of LUT inputs, making it difficult to improve accuracy by increasing
model size through parameter count.

Weightless NNs (WNNs5s) are another class of LUT-based NN [8, 133, 177, 178]. WNNs
consist of neurons, but they do not use weights to determine how they respond (i.e., they are
weightless). WNN neurons are made up of logical LUTs that represent Boolean functions. WNN
neurons concatenate their inputs, which form an address they use to perform a lookup in the
associated LUT. WNNs learn by starting with an N-input, 2"-output LUT that contain 1-bit
entries initialized to all zeroes [177]. Then for each training input that has a value of one, it flips
the associated LUT entry to one. These logical LUTs can then be mapped to FPGA physical
LUTs via a logic synthesis tool. WNNs suffer from exponential scaling with respect to the
number of LUT inputs as well as difficulty in generalizing to unseen input data, as they primarily
memorize patterns [177]. Recent work, such as differentiable WNNs (DWNs) [17] improve

WNN generalization by making them differentiable so that they learn connections between LUTs
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rather than using fixed random setups.

LogicNets [190] and NullaNet [143, 144] fully encapsulate a neuron’s operation within a
logical LUT. Given a trained quantized NN, LogicNets feed all possible quantized inputs to a
neuron and captures the quantized outputs it computes, while NullaNet does so in a lossy manner.
These inputs and outputs are then enumerated in a logical LUT and then implemented as physical
LUTs by a logic synthesis tool.

PolyLUT [10], PolyLUT-Add, NeuraLUT [11], and NeuraLUT-Assemble [12] are suc-
cessors of LogicNets. Each method improves the accuracy of LogicNets by attempting to capture
more complex functions within the logical LUT. PolyLUT learns a NN that is a piece-wise
polynomial function whereas NeuraLUT encapsulates an arbitrary NN within a logical LUT.
PolyLUT-Add [119] sums smaller PolyLUT logical LUTs together to build larger, more com-
plex LUTs. NeuraLUT-Assemble assembles smaller sub-neural networks to improve neuron
connectivity, which is a common issue in LUT-based NN that leads to accuracy loss. NeuraLUT-
Assemble also introduced skip connections into its design to improve training. These designs
improve the scalability of LogicNets because fewer logical LUTs are needed to achieve higher
accuracy, leading to fewer physical LUTs and lower latency.

Kanele [90] is a recent LUT-based architecture that maps Kolmogorov-Arnold Networks
(KANSs) to FPGAs. KANs learn one-dimensional splines with fixed domains as edge activations,
which can express a variety of functions and map well to FPGA LUTs. Kanele introduces its own

quantization and pruning techniques to further improve its latency and throughput on FPGAs.

2.3 Fault tolerant neural networks

In this section, we review how faults manifest, how prior work has evaluated NN resilience
in both software and hardware, and how researchers have protected their NNs and associated

hardware from faults.
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2.3.1 How faults manifest

Particles such as protons and heavy ions cause Single Event Effects (SEEs) when they
hit hardware, which can be destructive or non-destructive [46]. Destructive SEEs permanently
change how a device operates. For example, stuck-at faults create a permanently stuck bit in a
memory element, such as a register. Non-destructive SEEs temporarily change the state of a
device. For instance, single event upsets cause “soft” errors that a device reset or rewrite can
resolve [46]. SEEs often manifest as a single bit flip or multiple bit flips (e.g., two or more upsets
affecting adjacent memory cells known as a multi-cell upset [132]). It is possible for a single

particle strike to cause multiple bit flips.

2.3.2 Resilient NN Evaluation

Much work has been done to evaluate the resilience of NN to faults both at the software
and hardware levels [5]. A popular approach is known as a fault injection campaign, which
simulates a fault in software [40, 111, 126, 130, 142, 145, 159] or hardware [69, 159] and
runs a number of inputs through the NN to assess performance. This process repeats until
the campaign is complete based on statistical models [162, 163], specialized fault injection
algorithms [40, 200, 201], and so on as determined by the researcher. Fault injection campaigns
are computationally intensive because they require simulating a vast number of fault scenarios,
particularly given the thousands to millions of parameters and operations in a neural network
(NN) [185]. These campaigns can either be performed at the software or hardware level. In
addition, researchers have used heuristics and ML modeling to understand a NN’s resilience at
the software level as well as physical irradiation at the hardware level, e.g., shooting neutron
beams at an FPGA [5, 132]. Each approach has its tradeoffs.

Software-level analysis is usually faster than hardware-level analysis, but it assesses
many faults at an abstract level and misses (or even mischaracterizes) the behaviors of certain

faults [108]. Although hardware-level analysis can evaluate faults at a finer granularity, it is often
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slow and difficult to scale up. Recent work has sought to bridge the gap between the two [88, 108],
and our project seeks to contribute on this front even further, in particular with respect to edge
NNs accelerators targeting ASICs and FPGAs. Many past works have focused on faults in CPUs
and GPUs that are application-agnostic or take a security-driven approach [108, 116, 138, 193],
but with the proliferation of edge Al accelerators, we will focus on the challenges unique to the

edge, such as its strict resource and latency constraints.
Software-level evaluation

Prior work has proposed techniques to accelerate fault injection [40, 69, 129, 130, 200].
However, many of these studies focus on NNs that depend on off-chip memory, which is
less commonly used in edge applications with strict latency and throughput constraints [202].
These studies assume a NN’s weights are fully protected by error correction codes (ECC) or
parity. As a result, they primarily examine faults in NN activations while overlooking faults in
weights [15, 40, 113].

Researchers have also introduced heuristic approaches to estimate NN fault sensitivity
based on properties such as gradients [44, 127, 169], statistical fault injection [162, 163], and
error propagation behavior [170]. Because heuristics are inherently lossy, they generally offer
lower accuracy than full FI campaigns but are substantially more efficient, effectively trading
some accuracy for improved speed.

In addition, ML models have been proposed to predict which bits in an NN are most
likely to cause faulty outputs [36, 186, 187, 215]. These approaches derive fault-relevant features
from NNs and train ML models using a relatively small set of labeled ground truth data to
identify vulnerable components. Although these methods achieve reasonable accuracy, they are

costly to scale, as a separate ML model must be trained for each new NN under evaluation.
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Hardware-level evaluation

Researchers evaluate the resilience of NN hardware at different levels of abstraction,
including microarchitectural simulation [35, 111], HLS [104], RTL [73, 75, 101, 161, 166], gate
level [157], and physical irradiation [5, 132, 180]. Some frameworks [42, 210] even enable
injecting faults at many different levels of abstraction. One unique aspect of studying faults
in FPGA-based NN accelerators is that faults can manifest in the configuration random access
memory (CRAM), where the bitstream resides, and in the design itself [14, 158, 188]. Faults in
the CRAM will have drastically different ramifications compared with faults in the design only.
As researchers inject faults at lower levels of abstraction, they are able to mimic faulty behavior
more accurately. But this comes at the cost of longer fault injection times and significantly more
faulty scenarios. For instance, an RTL design contains billions of fault injection locations when
considering the permutations of every location and cycle at which to inject a fault [166]. Even
more, experiments involving physical irradiation are particularly expensive and complex, where
depending on the irradiation settings, e..g, how many neutrons per cm?, only a few hundred
events are observed [42, 71]. In order to gain more data and form a more accurate picture, many

days of irradiation may be needed, increasing the cost of the experiment.

2.3.3 NN Fault Mitigation

Mitigations exist at the transistor, circuit, architecture, and/or algorithmic level. Circuit-
level mitigations are the most energy efficient, according to [41]. But implementing circuit-level
mitigations seems prohibitively expensive/difficult because DSE is not usually making design
decisions at the circuit level. We only have control at the architectural level and above—other
than selecting which off-the-shelf platform that features different kinds of transistor/circuit
hardening already.

Prior research has explored a variety of strategies to protect NNs and optimize those

protection mechanisms. Some proactive methods at the algorithmic level, such as fault-aware
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training [22, 149, 150, 174, 213], enhance resilience by training a NN’s weights to better
tolerate faults. One method occurs during compile time, reducing the number of registers
used for certain functions, reducing the overall critical area exposed to faults [71, 72]. Other
techniques take a more reactive approach at the architecture or algorithmic level, including dual
modular redundancy (DMR) and TMR [81, 179], selective DMR/TMR [22, 75, 105, 129], error
correction [75], and activation clipping [39, 91, 121].

Activation clipping is a particularly appealing low-cost solution. It works by profiling
the model to determine the expected numerical range of activations and then constraining any
activation that falls outside this range due to hardware faults. This technique is especially
effective for float32 NN, given the wide dynamic range of float32 representations. However, its
benefits are diminished in quantized models, which are most commonly featured at the edge,

since quantized data types such as int8 inherently restrict activation ranges [129].
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Chapter 3

Tailor: Altering Skip Connections for
Resource-Efficient Inference

In this chapter, I present Tailor, a hardware-aware training algorithm that alters skip
connections to be more resource-efficient for on-chip inference while maintaining accuracy. This
chapter provides insights on how to use NN training techniques such as knowledge distillation
to massage an NN’s topology to better map to its target architecture and hardware, in this case

dataflow and 2D PE array-style architectures for FPGAs.

3.1 Introduction

Convolutional neural networks (NNs) often rely on skip connections—identity functions
that combine the outputs of different layers—to improve training convergence [86, 192]. Skip
connections help mitigate the vanishing gradient problem [20, 78] that occurs when training
large CNNs, which helps increase the network’s accuracy. Skip connections allow NN to have
fewer filters/weights than architectures that lack skip connections [86], such as VGG [173].

However, skip connections are generally detrimental to hardware efficiency. They have
an irregular design that is ill-suited for hardware acceleration. This is due to their long lifetimes,
which span several NN layers, increasing memory utilization and bandwidth requirements. This
is particularly true in ResNets [86], which introduced skip connections that spanned across five

layers: two convolutions, two batch normalizations (BNs), and a ReLU activation [79, 141] (see
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Figure 3.1. Neural networks with traditional skip connections, like ResNet (a), have inefficient
hardware implementations because the skip connection data must be preserved in memory during
five layers of computation. This irregular topology increases memory resources and bandwidth.
A more regular topology with reduced skip connection lifetimes would use fewer resources.
Tailor achieves this by shortening skip connections (b) or by eliminating them completely (c).
Skip connections are in red.

Fig. 3.1a). The skip connection involves minimal computation—it is either the identity or a 1 x 1
convolutional layer for scaling—but it extends the necessary lifespan of the input data. Thus, we
must store skip connection data for the duration of time needed to compute the five NN layers.
In total, a model’s skip connection data accounts for ~10% of its memory bandwidth either on
or off chip. Buffering skip connections on chip increases on-chip memory utilization, whereas
moving them off chip not only increases off-chip memory bandwidth but also requires extra
control logic for scheduling [123, 124].

Optimizing skip connections requires careful hardware-software codesign. Skip connec-
tions are crucial for model convergence; naively removing them to reduce hardware resources
leads to low accuracy [136, 211]. Instead, we must codesign how the model is (1) trained and (2)
implemented in hardware to achieve a model that is both accurate and resource-efficient.

We develop Tailor, a codesign method that gradually alters a NN’s skip connections during
training to produce a highly accurate and resource-efficient NN. Our results in Sec. 3.4 show that

Tailor can remove or shorten skip connections to achieve topologically regular NNs (Fig. 3.1b
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and 3.1c) that substantially reduce hardware resources, reduce memory bandwidth, and increase
performance with minimal to no accuracy loss.

Tailor takes an existing pre-trained model and reduces the hardware complexity of its
skip connections with minimal to no accuracy loss. Moreover, Tailor exploits the flexiblity of
the FPGA architecture to customize the skip connection memories, which is not possible on a
GPU or CPU. Tailor accomplishes this dynamically during retraining in one of two ways: (1)
SKIPREMOVER removes the skip connections altogether (Fig. 3.1¢) to eliminate all associated
hardware complications or (2) SKIPSHORTENER shortens each skip connection by splitting it
into multiple shorter ones (Fig. 3.1b).

We evaluate Tailor’s applicability and benefit on ResNets [86, 87] and QuartzNets [106]:
two important classes of NNs that contain skip connections of varying lengths. We also
study implementing skip connections with an on-chip, dataflow-style FPGA architecture using
hls4ml [3, 63] and a 2D array of multiply-accumulate processing elements. Tailor reduces
resource utilization of hls4ml architectures by up to 34% for BRAMs, 13% for FFs, and 16% for
LUTs. Tailor increases the performance of 2D array architecture by 30% and reduces memory
bandwidth by 45%.

Tailor’s hardware-software codesign approach reduces hardware complexity and re-

sources by altering skip connections dynamically during retraining. Our contributions are:

* the Tailor software methodology of removing or shortening skip connections from existing

NNs with minimal to no loss in accuracy,

* the Tailor hardware designs that exploit FPGA-specific architecture optimizations, which
are not possible on GPU/CPU, to produce less resource-intensive skip connection imple-

mentations,

» experiments demonstrating that SKIPSHORTENER and SKIPREMOVER models are im-
plemented more efficiently with better performance and resource utilization than their

traditional skip connection counterparts,
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* and public release of the Tailor hardware-software codesign framework [2].

3.2 Background

3.2.1 Removing Skip Connections

While skip connection removal has been studied before [52, 114, 136, 211, 212], prior
work is lacking in several ways: (1) preliminary work [136, 211, 212] only studies shallow
models (up to 34 layers); (2) Li et al. [114] do not remove all of the skip connections in the
models they evaluate; (3) Ding et al. [52] and Li et al. [114] both have limited architectural
evaluations (e.g., GPU & mobile) that do not consider the highly customized skip connections
memories enabled by FPGAs; and (4) Ding et al. [52] require starting with an entirely new NN
topology whose skip connections are removable.

Monti et al. [136] start with a standard ResNet and introduce a new training method. This
method uses an objective function that penalizes the skip connections and phases them out by
the end of the training. This technique has only been applied to smaller ResNets (18 to 34 layers)
with a small decrease in accuracy between 0.5 and 3%.

Zagoruyko and Komodakis [211] also develop a method for removing skip connections
in a NN. They replace skip connections with Dirac parameterization, creating a new NN called

DiracNet. The Dirac parameterization is shown in Eq. 3.1,

DiracNet [211]: y = o/(x+ Wx) 3.1)

ResNet [86]: y =x+ 6(Wx), (3.2)

where o (+) is the nonlinear activation function, W is the layer weight matrix, x is the layer input,
and y is the layer output. For ease of comparison with ResNets, Eq. 3.2 is simplified to show
only one convolutional layer. In fact, skip connections in ResNets hop over more than one
convolutional layer, while in DiracNets, the identity mapping is over one single convolutional

layer. Therefore, the weights and the identity mapping of the input can be folded because
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x+Wx = (I +W)x. This change requires DiracNets to widen the NN layers in the ResNets
that they started with. The authors showed that their technique could be used to create models
with up to 34 layers. Although it works for shallower models, DiracNets show a decrease in
accuracy between 0.5% and 1.5% compared to ResNets. In contrast, SKIPREMOVER eliminates
skip connections without widening the layers in the NN and does not need to make this accuracy
tradeoff.

Li et al. [114] develop residual distillation (RD), which is a modified knowledge dis-
tillation framework. RD starts with a ResNet as the teacher and a plain CNN without skip
connections as the student. Unlike standard knowledge distillation, RD passes the teacher’s
gradients to the student during training. This differs from Tailor because RD starts with a
student model without skip connections, whereas Tailor gradually modifies a model’s skip
connections every few epochs during training without sharing gradients. Moreover, while RD
removes all skip connections from models evaluated on simpler datasets like CIFAR-10 and
CIFAR-100 [107], it fails to remove all skip connections in its ImageNet evaluation, leaving 18%
of them in the network, which is a costly choice. In our ImageNet evaluation (see Sec. 3.4.1),
our SKIPREMOVER method removes all skip connections with minimal accuracy loss.

Ding et al. [52] introduce a new model architecture RepVGG, which trains using 3x3
convolutional layers that are each skipped over by both a 1x1 convolution and an identity
connection. At inference time, these connections can be re-parameterized into the parameters of
the 33 convolutional layers. While RepVGG is more accurate than our SKIPREMOVER model,
it requires starting from their specialized training model architecture. This is costly to developers
who have already trained a model with skip connections on their dataset. Similarly, transferring
a pre-trained RepVGG model to a new dataset via transfer learning can be time-consuming
given the many different methods [151, 198, 219] to evaluate. As such, Tailor is ideal for these
developers because it modifies the skip connections of an existing pre-trained model to be more
resource-efficient with minimal to no accuracy loss. Developers can leverage the training they

have already done and need not start from scratch with a brand new RepVGG architecture.
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3.2.2 Simplifying Skip Connection Hardware

ShuffleNet [122], DiracDeltaNet [205], and DenseNet [93] simplify skip connections by
making them concatenative, i.e., they concatenate, rather than add, the skip connection data to
the output of a layer. Concatenative skip connections take advantage of the fact that spatially
consecutive memory accesses are typically faster than random accesses. This concatenation and
off-chip data movement is possible using a simple controller (e.g., DMA engine).

Tailor uses two techniques to simplify the skip connection hardware. SKIPREMOVER
eliminates all logic and memory needed for a skip connection, making them less expensive
than concatenative skip connections. Careful retraining allows skip connection removal in
smaller networks with no degradation in accuracy. For larger networks, SKIPSHORTENER
shortens the additive skip connections. By reducing their lifespans, the hardware implementation
requires fewer resources. SKIPSHORTENER is not necessarily simpler than ShuffleNet [122]
or DiracDeltaNet [205]. However, these concatenative skip connections have only been eval-
uated on image classification and object detection tasks. In our work, we demonstrate our
SKIPREMOVER and SKIPSHORTENER methods on multifarious NNs and classification tasks,
namely image-classifying ResNets of varying depths, DNA-basecalling QuartzNet-5 x5, and
automatic-speech-recognizing QuartzNet-10x5. With respect to DenseNet [93], SKIPSHORT-
ENER ResNets use much less memory and bandwidth because DenseNet relies on significantly
more skip connections throughout its NN. Given a NN with L layers, DenseNet needs the
memory and bandwidth to execute L(L + 1)/2 concatenative skip connections, compared with
SKIPSHORTENER ResNets” mere L skip connections. With so many more skip connections,
DenseNet is more expensive for hardware than SKIPSHORTENER ResNets.

Finally, all these techniques simplify skip connection hardware from the outset, building
their models with modified skip connections and then training them from scratch. Tailor differs
because its hardware-aware training method dynamically alters the skip connections every few

epochs during training, taking advantage of what the NN has learned with skip connections.
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Thus Tailor allows the NN to gradually adapt to shortened skip connections (SKIPSHORTENER)

or none at all (SKIPREMOVER).

3.3 Tailor

Skip connections are important for training (to provide good accuracy), yet complicate
implementation (requiring additional hardware resources and reducing performance). Tailor
modifies skip connections to make their hardware implementation more efficient. Tailor uses a

retraining method that gradually alters the network, resulting in little to no loss in accuracy.

3.3.1 Hardware Design

Fig. 3.2 shows three hardware implementations for NNs with traditional, shortened, and
no-skip connections. The implementations correspond to accelerators produced by hls4dml—
a tool that translates Python models into high-level synthesis code [60]. hls4ml creates a
separate datapath for each layer and performs task-level pipelining across the layers. The layers
communicate using FIFOs (AXI streams). Everything encapsulated by a dashed line resides
in one pipeline stage. The inputs are fed into the architecture using a stream, and the results
are given as an output stream. The weights are all stored on-chip, and all the internal results
are stored on-chip. We evaluate each of these designs on FPGA later in Sec. 3.4.2 along with
another style of architecture using a 2D array of processing elements. Tailor allows us to trade
off between accuracy, performance, and resource usage through co-design of the neural network
using hardware-aware training.

Fig. 3.2a shows the hardware needed to implement a single ResNet’s skip connection.
Note that in all of the designs shown in Fig. 3.2, we fuse the batch normalization parameters with
the kernel, as is commonly done [96]. To be low latency and high throughput, the design uses
task-level pipelining (i.e., the HLS dataflow pragma) for each NN layer, or a small grouping of
layers, and streams the data between each dataflow stage using first-in first-out buffers (FIFOs).

Since FIFOs can only be read from once, skip connections complicate the design. We must
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Figure 3.2. The hls4ml hardware architectures for traditional, shortened, and no skip connections.
hls4ml pipelines each layer as is common for latency-critical tasks in resource-constrained
environments [3, 63]. The three architectures correspond to a ResNet implemented with a
traditional skip connection (a), shortened skip connections (b), and no skip connections (c). Note
that we combine the batch normalization parameters with the kernel, as is commonly done [96].

spend a dataflow stage on cloning the skip connection data from its input FIFO into two other
FIFOs so that it can be read twice for its two datapaths. The first path goes through a collection
of convolutional and ReLLU layers, and the second stores the data in a FIFO exclusive to skip
connections (skip FIFO). Once the data has gone through the first path, we read from the skip
FIFO to perform the addition to complete the skip connection’s identity function. As such,
implementing a skip connection on chip requires several extra FIFOs for handling the skip
connection data, and this in turn increases on-chip memory resource utilization.

Ideally, we would eliminate the skip connections. As seen in Fig. 3.2b, without skip
connections, we cut the number of dataflow stages in half (no more Clone, Add, or ReLU stages)
and use less than half of the requisite FIFOs compared with Fig. 3.2a. All we need to do is pass
the data through the convolutional and ReLLU layers. This reduces resource utilization by up to

16% (see Sec. 3.4.2).
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It may not be possible to remove the skip connections because they are essential for
training convergence. In these cases, shortening the skip connections can simplify their hardware
implementation. Fig. 3.2c shows a modified network with shortened skip connections such that
each skip connection’s lifespan resides within a single dataflow stage. We do not need additional
dataflow stages to clone skip connection data. The shorter lifespans allow the shortened skip
connections to be stored in shift registers, which can be implemented using the more abundant
FFs as opposed to BRAMs, which is used in the traditional skip connection’s hardware design. In
this way, we exploit the short skip connections’ lifetimes and use simpler, more efficient hardware
memories to implement them (see Sec. 3.4.2). As such, we achieve a similar architecture to the
version without skip connections (Fig. 3.2b), and similarly reduce resources spent on additional
dataflow stages and FIFOs in Fig. 3.2a. SKIPSHORTENER is thus more resource-efficient than
the traditional skip connection design. In fact, SKIPSHORTENER provides a tradeoff between the
SKIPREMOVER and traditional designs because it uses more resources than SKIPREMOVER but
less than the traditional one (see Sec. 3.4.2). But as we later show in Sec. 3.4.1, SKIPSHORTENER
maintains accuracy in cases where SKIPREMOVER accuracy drops off. Thus, SKIPSHORTENER
allows for design space exploration to balance accuracy and resource usage.

When used with hls4ml, Tailor reduces resource consumption without changing the
performance. This is a consequence of hls4ml’s dataflow design; the resources we remove are
not on the critical path—they are operating in parallel to the critical path. A dataflow design
uses task-level pipelining, so reducing the resources spent on stages not on the critical path does
not help or hurt overall throughput. Based on our Vivado co-simulation results, the clone stage
executes in microseconds while the convolutional layer executes in milliseconds, an order of
magnitude difference. Therefore, removing the clone buffer (Fig. 3.2b) or implementing it more
efficiently (Fig. 3.2c) will not affect the overall dataflow latency because its latency is an order
of magnitude less than the convolution’s latency. This means Tailor’s resource reductions do not
increase or decrease latency or throughput for this architecture style, as later shown in Tab. 3.7.

Another prevalent style of FPGA CNN architectures instantiates a 2D processing element
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(PE) array and iteratively programs the convolutions and other operations onto that PE array.
We call this style of computation a Reconfigurable DNN Architecture. Fig. 3.3 provides an
example architecture used in our experiments. We build this architecture using DeepSoCFlow .
Following the taxonomy described in [100], the reconfigurable DNN architecture is a 2D array of
processing elements that optimally perform standard convolution and matrix multiplication with
high data reuse. The dataflow is primarily output stationary while prioritizing maximal weight
reuse and also reusing inputs to an extent. The engine performs fixed-point computations, where
the input, weight, and output bit widths are adjustable as synthesis parameters, along with the
number of rows and columns of processing elements. The weights rotator prefetches the weights
of the next iteration into one block of on-chip memory while the other bank delivers weights,

rotating them hundreds of times for maximal data reuse. The Pixel Shifter shifts perform vertical

Thttps://github.com/abarajithan11/deepsocflow
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convolution. Partial sums are shifted to the PE on the right to compute horizontal convolution.
The results are streamed out through the output DMA to the off-chip memory. The runtime
controller would perform the residual addition, quantization, and activation on the processing
system side while the engine computes the next iteration. Our implementation uses the ARM
processor available in the Zynq chip. FPGAs without processors could instantiate a softcore
processor to perform the controller runtime operations.

The Tailor optimizations have different effects on the Reconfigurable DNN architecture
as compared to hls4ml architecture. The Reconfigurable DNN architecture computes skip
connections by loading input data from off-chip memory and performing the required operations
upon it (addition, convoluation) Thus, unlike in hls4ml, removing a skip connection does not
change the architecture; instead it changes how computations are mapped to that architecture.
Skip connection removal eliminates the need to fetch the skip connection data and perform the
associated convolution and addition operations. This increases the overall performance as we

describe in Sec. 3.4.

3.3.2 Hardware-aware Training

It is difficult to modify a NN’s skip connections without reducing accuracy. Naively
removing all skip connections before or after training a NN is detrimental to its accuracy. Instead,
Tailor consists of two training algorithms, SKIPREMOVER and SKIPSHORTENER, that gradually
alter a NN’s skip connections on the fly—removing or shortening them every few epochs—in
order to make them resource-efficient. Gradually altering the model during training tempers the
performance drop of removing or shortening the skip connections, yielding minimal to no loss in
accuracy as well as significant advantages in the hardware implementation, as described above.

Tailor’s iterative learning approach finetunes the altered NNs using a compression method
known as knowledge distillation (KD) [89]. KD distills the knowledge of a larger, more complex
NN (the teacher) into a smaller, simpler NN (the student). While the student model is training, it

compares its output to the teacher model’s output and thus learns from the teacher to perform
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Figure 3.4. Three iterations in the SKIPREMOVER and SKIPSHORTENER algorithms as applied
to a ResNet. In this example, skip connections are altered every o epochs and o |n. Each pill
block represents a set of convolutional, BN, and ReLU layers, and the skip connections are in
red. .Z is the KD loss function defined in Eq. 3.3. Only the student model is used for inference.

better. KD provides impressive results for compressing NNs for various applications [134, 167,
181]. In traditional KD, the teacher model is already trained, and the student model is trained to
match the teacher’s behavior by replicating its output. The student achieves this by training with

a loss function

L =(1-B)9(L,s)+BA(t,s) (3.3)

where ¢ and 7 are distance functions, s and ¢ are student and teacher output vectors respectively,
¢ is the correct label vector, and B is a tunable parameter [89].

With this idea in mind, both SKIPREMOVER and SKIPSHORTENER start with two
identical pre-trained NNs with traditional skip connections, where one serves as the teacher and
the other serves as the student. During the retraining stage, SKIPREMOVER removes a given skip

connection every few epochs. SKIPSHORTENER takes a similar iterative approach and, every
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few epochs, splits a given skip connection into multiple shorter ones. The skip connections are
removed or shortened starting from the first skip connection encountered in the NN (from the
input) to the last.

Fig. 3.4 visualizes both SKIPREMOVER’s (Fig. 3.4a) and SKIPSHORTENER’s (Fig. 3.4b)
training algorithms for a ResNet-style NN. During training, we remove (SKIPREMOVER) or
shorten (SKIPSHORTENER) one of the student’s skip connections every o epochs. If n is divisible
by a (as in Fig. 3.4), then at epoch n, the student has had n/a skip connections altered, and we
are viewing the next two skip connections to be modified in the student model: the (n/ct) + st
and (n/a)+ 2nd. At epoch n+ «, the (n/o) + st skip connection is altered (removed under
SKIPREMOVER or split into two shorter skip connections under SKIPSHORTENER). The NN
then trains for & epochs so that the student model can improve its weights given the latest model
topology. Afterwards, at epoch n+ 2a, the (n/a) + 2nd skip connection is similarly altered.
During the entire skip modification retraining process, the student uses the KD loss function .
defined in Eq. 3.3 to learn from the teacher and the true labels. The teacher’s model topology and
weights remain fixed during training. Once all skip connections have been altered, the student
model continues training under KD for the remaining number of training epochs as defined by
the user. Only the student model is used for inference.

Tailor is novel because it dynamically transforms skip connections every few epochs
during training. This is an instance of hardware-aware training because the skip connec-
tion are slowly altered specifically to reduce hardware resources, as previously discussed in
Sec. 3.3.1. The gradual skip connection alterations allow the NN to take advantage of what it has
learned with skip connections, so that it can dynamically adapt to shortened skip connections
(SKIPSHORTENER) or none at all (SKIPREMOVER). Alg. 1 describes Tailor’s hardware-aware

training process.
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Algorithm 1: HARDWARE-AWARE TRAINING

N QA B R W N -
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21
22
23
24

set alter // REMOVE or SHORTEN
let ov = how often to modify a skip connection
teacher = pre-trained model
student = pre-trained model
let current-skip = student’s first skip connection from the input side
let current-layers = all layers skipped by current-skip
Function SkipRemover (current-skip):
// see Fig. 3.4a
remove current-skip
return student model’s next skip connection from the input side
Function SkipShortener (current-skip, current-layers):
// see Fig. 3.4b
Split current-skip into /en(current-layers) skip connections
current-skip = student model’s next skip connection from the input side
current-layers = student’s next layers skipped by the new current-skip
return current-skip, current-layers
for i in epochs do
if i#0andi mod a =0 then
if alter == REMOVE then
| current-skip = SkipRemover (current-skip)
else if alter == SHORTEN then
current-skip, current-layers = SkipShortener (current-skip,
current-layers)

end

train student using Eq. 3.3
end

save the student model
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3.4 Results

We evaluate Tailor on two popular kinds of NNs that rely on skip connections:
ResNets [86] and QuartzNets [106]. We study the effects of Tailor on model accuracy, quantiza-

tion, and hardware resource utilization.

3.4.1 Training results

To evaluate how Tailor affects a NN’s accuracy, we train ResNets and QuartzNets of
varying depths using our SKIPREMOVER and SKIPSHORTENER algorithms in PyTorch [154].
The ResNets range from 20 to 110 layers and are trained on the CIFAR-10 [107], CIFAR-
100 [107], and SVHN [146] datasets. We also evaluate ResNet50, which has a different skip
connection topology than standard ResNets, on the ImageNet dataset [51]. The QuartzNets
span between 29 and 54 layers. Their structure is determined by the number and lifetimes
of their skip connections. For instance, a QuartzNet-10x5 has 10 skip connections that each
have a lifetime of 5 sets of layers. We train a QuartzNet-5x35 on the Oxford Nanopore Reads
dataset [172], a DNA basecalling task. We also train a QuartzNet-10x5 on the LibriSpeech
dataset [152], an automatic speech recognition (ASR) task, which converts speech audio to text.
ASR tasks are assessed using word error rate (WER), which measures the percent of words that
the model predicted incorrectly. In all of our ResNet and QuartzNet-10x 35 training experiments,
we set o = 3 in Alg. 1, so skip connections are removed or shortened every three epochs. For
QuartzNet-5x5, we set o = 1 instead because it trains better this way. For the ResNets, we set
¢ and 2 in Eq. 3.3 to categorical cross entropy and mean-squared error, respectively, and set
B = 0.35. For the QuartzNets, we set Eq. 3.3’s parameters similarly, except for ¢, which we
set to connectionist temporal classification loss, which is used to train difficult tasks involving
sequence alignment (like DNA basecalling and ASR). Note that in our training results, “Baseline”
refers to the unmodified NN counterpart with conventional skip connections.

Fig. 3.5 shows that SKIPREMOVER works well for ResNet-44 and smaller, at times

48



94

715 —e— Baseline 97.50{ —*— Baseline
75.04 = SkipRemover = SkipRemover
< < ' --x- SkipShortener S 97.25{ ~*- SkipShortener
> 92 X >
; ‘; 72.5 ;
k4 o 70.0 o 97.00
59 5 59675
o= | g7 el
O —e— Baseline O 67.5 O
< y = SkipRemover < 65.0 < 96.50 e
88 -~ SkipShortener . 96.251 «
8 20 32 44 56 110 20 32 44 56 110 20 32 44 56 110
ResNet Depth ResNet Depth ResNet Depth
(a) CIFAR-10 (b) CIFAR-100 (c) SVHN

Figure 3.5. Top-1 accuracy of SKIPREMOVER and SKIPSHORTENER ResNets of increasing
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connections.
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Figure 3.6. Accuracy results for ResNets whose skip connections are all altered before training
(apart from SKIPREMOVER and SKIPSHORTENER) on CIFAR-10. “From scratch” means

training with randomly initialized weights without KD. “KD only” means training without
dynamic skip alterations.

even outperforming its baseline (traditional skip connection model). However, its accuracy
drops as the number of layers increases. This indicates that shallower NNs do not need skip

connections for these classification tasks, but they become more necessary for deeper networks.

SKIPSHORTENER mostly outperforms the baseline on all three datasets, even on deep models.

Ablation Studies

We also perform ablation studies in which we remove key parts of Tailor to understand
why they are critical to minimizing accuracy loss. One key part of SKIPREMOVER and SKIP-

SHORTENER is the dynamic skip connection removal/shortening that occurs every few epochs
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Table 3.1. Top-1 accuracy of ResNet-50 on the ImageNet dataset. *RD [114] only removes 82%
of the skip connections.

Model Accuracy (%)
ResNet-50 75.85
No skips (from scratch) 58.36
No skips (KD only) 69.40
Residual distillation (RD)* [114] 76.08
RepVGG-A2 [52] 76.48
SKIPREMOVER 75.36

during training under KD. We thus take away this dynamic model alteration by first altering
the NN to have either no skip connections or shortened skip connections. These pre-modified
NNs are then trained under KD only. Another key part of SKIPREMOVER and SKIPSHORTENER
is KD. We evaluate how skip-less and shortened-skip NNs perform without KD, training from
randomly initialized weights (i.e., from scratch).

For ResNets trained on CIFAR-10, SKIPREMOVER and SKIPSHORTENER usually yield
better results than either normal training or using KD-only on a statically pre-modified network
on CIFAR-10 per Fig. 3.6a and Fig. 3.6b. The difference between all of the approaches in the
figures is minimal for smaller models, but it becomes more apparent as NN depth increases.
For instance, skip-less ResNet-110 under regular training yields an accuracy of 26.02% versus
SKIPREMOVER, which achieves an accuracy of 90.68%, a 64.66% difference. SKIPREMOVER
marginally outperforms regular training and KD-only on smaller skip-less models, but performs
much better in comparison as the networks deepen. SKIPSHORTENER also generally performs
better than the other two approaches for shortened skip models. Regular training mostly lags
behind both KD and SKIPSHORTENER for shortened skip models.

For ResNet-50 on ImageNet, we only apply SKIPREMOVER because it uses an irregular
skip connection architecture known as a “bottleneck block” to reduce the number of param-
eters [86]. This block has a skip connection spanning three layers: a 1x1 convolution, then

a 3x3 convolution, then another 1x1 convolution (Fig. 3.7a). This irregular topology is not
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Figure 3.7. Comparing Tailor’s ResNet-50 skip removal method with residual distillation
(RD) [114] and RepVGG [52]. The dashed portions are only used during training and are later
removed, leaving the final inference NNs, indicated by bolder lines. Note that Tailor (b) removes
skip connections from a pretrained ResNet-50 (a). RD does the same but uses a modified KD
method that does not remove the 1x1 convolution addition (c). RepVGG starts training from a
different NN topology altogether (d).

optimal for SKIPSHORTENER because it requires the majority of the shortened skip connections
to pass through extra downsampling 1x 1 convolutions to match the activation tensor shapes,
significantly increasing the number of model parameters. As such, for ResNets with bottleneck
blocks, like ResNet-50, we recommend SKIPREMOVER. As seen in Tab. 3.1, SKIPREMOVER
incurs a 0.49% accuracy loss compared to the traditional ResNet-50. Compared to prior work
such as RD [114] and RepVGG [52], SKIPREMOVER has slightly lower accuracy (at most 1.12%
accuracy difference)?.

Nevertheless, SKIPREMOVER has two advantages compared with these methods. First,

Ding et al [52] introduce RepVGG models of varying depths. We compare against RepVGG-A2 because it is
about the same size as ResNet-50.
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Table 3.2. Top-1 accuracy of QuartzNet-5x5 on the Oxford Nanopore Reads dataset.

Model Accuracy (%)
QuartzNet-5x5 95.107
No skips (from scratch) 94.475
No skips (KD only) 94.863
SKIPREMOVER 95.086
Shortened skips (from scratch) 95.019
Shortened skips (KD only) 95.016
SKIPSHORTENER 94.902

SKIPREMOVER removes all skip connections from ResNet-50, whereas RD only removes 82% of
them. RD does not remove the 1x 1 convolution addition used for downsampling (see Fig. 3.7¢c),
which is particularly detrimental. In our experiments on hls4ml architectures, Vivado HLS
estimates that ResNet-50’s large 1x1 convolution skip connection consumes as many resources
as the layers it skips over, effectively doubling resource consumption for that skip connection
block. Although Vivado HLS has a tendency to overestimate the actual place-and-route (P&R)
resource utilization, these estimates demonstrate that performing the 1x1 convolution is a
nontrivial task that significantly affects resource consumption. Second, SKIPREMOVER removes
the skip connections from an existing pre-trained model, whereas RepVGG requires developers
to adopt a new model topology (see Fig. 3.7d). If developers do not already have a model on
hand, RepVGG is a better option. However, if developers already have a ResNet trained for their
specific dataset, it is advantageous to use SKIPREMOVER if they can afford a small accuracy loss.
This prevents starting from scratch with RepVGG, which could require extensive hyperparameter
tuning. Even finetuning a pre-trained RepVGG model to a new dataset using transfer learning is
time consuming, as it is unclear which of the many methods [151, 198, 219] would work best.
Instead, SKIPREMOVER allows developers to take advantage of their existing work and achieve
a more resource-efficient model.

For QuartzNet-5 x5, the SKIPREMOVER model performs the best—only 0.021% from

the baseline (Tab. 3.2). These results all have high accuracy likely because DNA basecalling is
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Table 3.3. Word error rate (WER) of QuartzNet-10x5 on LibriSpeech dataset. This includes
clear (“dev-clean”) and noisy (“dev-other”) audio samples. “— indicates the model failed to
converge.

dev-clean dev-other
Model WER (%) WER (%)

QuartzNet-10x5 5.56 16.63
No skips (from scratch) — _
No skips (KD only) — —

SKIPREMOVER — —

Shortened skips (from scratch) 6.40 17.68
Shortened skips (KD only) 7.14 19.95
SKIPSHORTENER 7.86 21.16

an easier sequence alignment task (only four classes) and the model is more than sufficient. For
a harder ASR task like LibriSpeech, QuartzNet-10x 5 fails to converge without skip connections.
Since the model must translate audio samples to text, the audio samples can be noisy, making
ASR harder. LibriSpeech, in fact, divides its test samples into “dev-clean” for clearly spoken
samples and “dev-other” for noisy samples. With such a challenging task, it is not possible
to remove the skip connections (like with DNA basecalling). Nonetheless, QuartzNet-10x5
performs well under SKIPSHORTENER, as it is within 2% of the baseline WER (Tab. 3.3).
For both QuartzNet-5x5 and -10x35, the best performing shortened skip connection model
was one whose skip connections were shortened first and then trained from scratch. While
SKIPSHORTENER has minimal accuracy loss for both QuartzNets, we recommend training a
model with shortened skip connections from scratch for this task.

Overall, SKIPREMOVER and SKIPSHORTENER perform better than either training on
randomly initialized weights or training with KD only. For harder tasks like ASR though,
training a shortened-skip model from scratch is a better choice. Nevertheless, the success of

SKIPREMOVER and SKIPSHORTENER lies in augmenting KD with dynamic skip alterations.
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3.4.2 Hardware Results

We first quantize ResNets ranging from 20 to 56 layers deep to see how Tailor’s accuracy
fares under reduced precision. We then evaluate Tailor’s effects on hardware resources and
latency by performing a case study on ResNet-20-style skip connections implemented using the
hls4ml architecture, i.e., the designs illustrated in Fig. 3.2. We select this style of skip connection
because it is the fundamental building block of ResNets that range from 20 to 110 layers. In our
case study, we vary the bit precision and number of filters to see how Tailor scales up. Based on
how Tailor’s resource reductions scale, designers can understand how Tailor extrapolates to their
own hardware designs. We report latency as well as P&R resource results on the Alveo U200
FPGA accelerator card (part no. xcu200-fsgd2104-2-¢). For end-to-end application results,
we evaluate the benefits of Tailor on two different styles of CNN architectures. The first uses
the hls4ml tool to generate architectures. The second is the Reconfigurable DNN Engine—a 2D

array of processing elements. Both styles of architectures are described in Sec. 3.3.1.

Quantization

The parameters of a hardware-accelerated NN are typically quantized from floating-point

to fixed-point precision [34, 137, 205].
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Figure 3.8. Quantized accuracy results for 8-bit and 4-bit fixed point using Brevitas.

Quantizing deep NNs with minimal accuracy loss is a largely manual and time-consuming

task [76]. We use Brevitas [153] to quantize our SKIPREMOVER and SKIPSHORTENER ResNets
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with depths of 20 to 56 from 32-bit floating-point (float32) to 8-bit and 4-bit fixed-point pre-
cision on the CIFAR-10 dataset. We modified Tailor’s hardware-aware training algorithm
where the teacher continues to use floating-point representation whereas the student is quan-
tized. This results in the student undergoing quantization-aware training. In Fig. 3.8, we find
that SKIPSHORTENER ResNets consistently outperform traditional ResNets under Brevitas
quantization-aware training by 0.5%. SKIPREMOVER ResNets start to suffer from the lack of
bits as they get deeper, with accuracy dropping to random classification for ResNet-56. But,
Brevitas is only one of dozens of ways to quantize neural networks [56, 76, 137, 196], so it
may be the case that a SKIPREMOVER ResNet-56 requires a different method of quantization to

achieve a quantized accuracy similar to its float32 counterpart.
FPGA Evaluation

Our first study looks solely at one ResNet block. The second study performs an end-to-
end implementation of ResNet8 and ResNet50.

For our case study on a ResNet skip connection blocks (see designs in Fig. 3.2), we
evaluate Tailor at ap_fixed<8,3> and ap_fixed<16, 6> precisions using the hls4ml architecture.
Under both bitwidths, we increase the number of filters for all designs from 16 to 32 to 64. This
way, we can understand how Tailor scales with the number of filters. We use hls4ml [63] to
translate these hardware designs into Vivado HLS, targeting the Alveo U200 FPGA accelerator
card. hls4ml uses task-level pipelining (i.e., HLS dataflow) for each NN layer, or small group
of layers and streams data between dataflow stages using FIFOs. hls4ml also exposes a knob
known as reuse factor, which determines how often multipliers are reused in a design. To fairly
compare our designs as the number of filters increases, we fix the reuse factor to 576. We then
synthesize our designs to report P&R resource utilization as well as co-simulation latency results.
Lastly, we run the designs on the U200 to verify correctness.

Under 8-bit precision, we find that both SKIPREMOVER and SKIPSHORTENER reduce

resources. Tab. 3.4 summarizes our P&R results. Since our model uses 8-bit precision, we
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Table 3.4. Place-and-route resource utilization of a skip connection block as the number of filters
increases for (8,3) precision on an Alveo U200. SKIPREMOVER reduces LUT and FF usage,
whereas SKIPSHORTENER trades an increase in FFs for a decrease in LUTs. T = Traditional, R
= SKIPREMOVER, S = SKIPSHORTENER.

LUT FF DSP | BRAM
T R S T R S T/R/S | T/R/S

16 0,984 8,482 9,764 | 8,654 7,841 8916 0 18.5
32 19,566 16,512 18,993 | 16,183 14,506 16,489 0 36.5
64 42,688 36,882 42,121 | 31,124 27,815 31,850 0 82

—e— Traditional
31 SkipRemover /'

# filters

& | —+— skipShortener S 1.0
= =
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2_
1-/ 0.5
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Number of filters Number of filters
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Figure 3.9. Percent resource utilization of a (8, 3) skip connection block at various filter sizes
on an Alveo U200. DSPs and BRAMs remain the same across the three designs, so they are
not shown. SKIPREMOVER and SKIPSHORTENER LUT and FF reductions scale linearly, as
expected.

see that all of our models exhibit low DSP usage and higher LUT and FF utilization. This
is because Vivado HLS maps multiplications on datatypes that are less than 10 bits to LUTs
instead of DSPs, as noted by [3, 205]. It is possible to pack two 8-bit weights into a DSP [68],
but this is out of scope and orthogonal to the effects Tailor has on hardware. Furthermore,
all of the traditional and Tailor designs use the same amount of BRAMs with respect to the
number of filters because here the BRAMs are used solely for on-chip weight storage, which
does not differ across design. Nonetheless, SKIPREMOVER decreases LUT usage by up to 16%
and FF usage by up to 11% compared with the traditional design (Fig. 3.10). These resource
savings represent the extra hardware needed to implement a skip connection and subsequently

the resources saved. As previously mentioned in Sec. 3.3.1, the extra dataflow stages that carry
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Figure 3.10. Resource utilization normalized to the traditional design of a (8,3) skip connection
block at various filter sizes. DSPs and BRAMs remain the same across the three designs,
so they are not shown. SKIPREMOVER and SKIPSHORTENER LUT and FF reductions scale
proportionally, as expected.

out a skip connection are no longer necessary. More importantly, SKIPREMOVER’s savings
scale linearly as the number of filters increases from 16 to 64 (Fig. 3.9). SKIPSHORTENER’S
resource reductions present a tradeoff, increasing FFs by 2% in exchange for decreasing LUTs
by 3% (Fig. 3.10). SKIPSHORTENER lowers LUT utilization because the lifespan of each skip
connection lasts only one dataflow stage instead of the traditional two. This means we need
not spend extra logic on the dataflow stages needed to copy the skip connections to buffers that
last longer than one stage. However, since the shortened skip connection now fully resides in
a single dataflow stage (previously described in Fig. 3.2¢), this requires some extra FFs. This
represents the tradeoff SKIPSHORTENER provides at 8-bit precision: some extra FFs for fewer
LUTs. These resource tradeoffs also scale linearly as the number of filters scales up, as seen in
Fig. 3.9.

We find more dramatic resource reductions when we look at our 16-bit designs. Tab. 3.5
summarizes our P&R results. In contrast with our 8-bit designs, at higher precision, our designs
rely more on DSPs and BRAMSs. This time the BRAMs are used not only to store weights on
chip but also to implement the FIFOs that connect the dataflow stages. Therefore, as we tailor
the dataflow stages according to each design (e.g., SKIPREMOVER or SKIPSHORTENER), the

BRAMs now also reflect these changes. At its best, SKIPREMOVER lowers LUTs by 11%, FFs
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by 13%, and BRAMs by 13%. Without a skip connection to implement, SKIPREMOVER uses
fewer resources than the traditional design. The DSPs remains unchanged because they are used
solely for the convolutional layers” multiplications and not the skip connection, which is also the
case for SKIPSHORTENER.

Similar to the 8-bit designs, SKIPSHORTENER presents a resource tradeoff—this time
trading a small increase in LUTs (at most 1%) for decreases in FFs and BRAMs. In the
best case, SKIPSHORTENER reduces LUTs by 1%, FFs by 4%, and BRAMs by 34%. While
SKIPSHORTENER uses fewer LUTs than the traditional case for 32 filters, SKIPSHORTENER
pays about a 1% increase in LUTs for 16 and 64 filters in exchange for decreases in FFs and
BRAMs. This small disparity is likely an artifact of the heuristics Vivado P&R uses to allocate
resources. Again, these resource tradeoffs and savings are possible because the shortened skip
connections can be implemented within a single dataflow stage due to its reduced lifetime.
Tab. 3.6 shows that the lifetime of each shortened skip connection is a little less than half the
lifetime of the traditional one. With shorter lifetimes, we find that the SKIPSHORTENER’s skip
connections’ FIFOs can now be implemented using shift registers instead of BRAMs, which is
what the traditional design still uses (Tab. 3.6). Shift registers are much more efficient memories
compared to BRAMs. As such, it is advantageous to hardware designers to consider how
SKIPSHORTENER provides opportunity to implement skip connections with a more efficient
memory architecture like shift registers. This leads to 30-34% fewer BRAMs than the traditional
design, even as the number of filters scales up. While in this case SKIPSHORTENER uses fewer
BRAMs than SKIPREMOVER does, SKIPSHORTENER offsets this difference by using more FFs
than SKIPREMOVER does. For both SKIPREMOVER and SKIPSHORTENER, resource utilization
(and the associated reductions) scale linearly, as seen in Fig. 3.11.

Tailor does not affect latency for hls4ml architectures. As seen in Tab. 3.7, for each
number of filters, all designs exhibit the same latency, according to co-simulation on an Alveo
U200. The slight decrease in latency as the number of filters scales is due to an increase in DSPs

and a higher degree of parallelism. As discussed in Sec. 3.3.1, hls4ml designs pipeline their tasks.
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Table 3.5. Place-and-route resource utilization of a skip connection block as the number of
filters increases for (16,6) precision on an Alveo U200. SKIPREMOVER reduces resources
across the board, whereas SKIPSHORTENER trades an increase in LUTs for a decrease in FFs
and BRAMSs. T = Traditional, R = SKIPREMOVER, S = SKIPSHORTENER.

LUT FF DSP BRAM
T R S T R S T/R/S T R S

16 14,733 13,320 14,933 | 17,044 14,935 16,438 12 60.5 525 42.5
32 28,498 25,330 28,184 | 32,923 28,747 31,764 | 48 124 108 84.5
64 55,699 50,074 55,720 | 64,564 56,263 62,252 | 192 | 267.5 2355 2035

# filters
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Number of filters Number of filters Number of filters
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Figure 3.11. Percent resource utilization of a (16,6) skip connection block at various filter sizes
on an Alveo U200. SKIPREMOVER and SKIPSHORTENER resource reductions scale linearly, as
expected.

The convolutions’ multiplication tasks dominate the overall dataflow latency. The tasks that
SKIPREMOVER eliminates and SKIPSHORTENER implements more efficiently, namely the skip
connection cloning and addition stages, have significantly lower latency than the convolutions
and are thus not on the critical path. The throughput thus remains the same.

By shortening skip connections, we reduce their lifespans, which provides an opportunity
for simplifying their hardware implementation specifically for hls4ml architectures. However,
shortening skip connections is not beneficial for all architectures. As seen in Tab. 3.8, shortening
skip connections is worse for both GPU and CPU because doing so increases off-chip memory
accesses. These extra accesses lower throughput by 5% on GPU and 2% on CPU. On FPGAs with
hls4ml architectures, however, we can modify the architecture to take advantage of shortened skip
connections, reducing resource consumption without negatively affecting throughput (Tab. 3.8).

We performed two studies to understand how Tailor performs for end-to-end imple-
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Figure 3.12. Resource utilization normalized to the traditional design of a (16, 6) skip connection
block at various filter sizes. The SKIPREMOVER and SKIPSHORTENER resource savings scale
proportionally as the number of filters scales up.

Table 3.6. FIFO depths of a single skip connection hardware design at 16-bit precision.
SKIPREMOVER has no skip connections, so it has no skip connection FIFOs.

Hardware Design FIFO Depth FIFO Implementation
Traditional 69 BRAM
SKIPREMOVER 0 —
SKIPSHORTENER 1st skip 33 Shift Register
SKIPSHORTENER 2nd skip 34 Shift Register

mentations of ResNet models. The first is ResNet8 from MLPerf Tiny that was designed in
hls4ml [18, 27]. The second is ResNet50 implemented on the Reconfigurable DNN architecture.

The ResNet8 model targets the Alveo U200. It uses 16-bit fixed-point representation
with six integer bits. The reuse factor for the layers was hand-tuned to 72, which directly affects
the resource usage and latency of the layers. The reuse factor is one of the more important knobs
for design space exploration in hls4ml and is often hand-tuned to maximize resource usage of
the platform while optimizing the overall network performance.

Tab. 3.9 shows the resource usage results for the ResNet8 model with skip connections,
with shortened skip connections, and without skip connections. Removing the skip connections
has clear benefits across all the resources. Shortening the skip connections reduces BRAMs
while increasing LUTs and FFs. Both the shortened skip connections and the removed skip
connections models show improved accuracy over traditional skip connections. In all cases,

the latency remains the same, requiring 304,697 cycles running at 100 MHz (approximately
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Table 3.7. Latency co-simulation results of a skip connection block at (8,3) and (16, 6) precision.
The latency for the Traditional, SKIPREMOVER, and SKIPSHORTENER designs are the same for
each number of filters because they all rely on task-level pipelining that reuses multipliers at the
same rate (576 ).

Latency (ms)

# filters Traditional/SKIPREMOVER/SKIPSHORTENER
16 23.38
32 23.05
64 22.39

Table 3.8. Normalized throughput of a ResNet20. The GPU and CPU both were run with
batch size = 64, whereas FPGA was run with batch size = 1. Throughput is normalized
column-wise to the top entry. GPU = 1080Ti. CPU = AMD Ryzen 9 5900X. FPGA = Alveo
U200. SKIPREMOVER increases GPU and CPU throughput because it decreases off-chip
memory accesses. SKIPSHORTENER, however, decreases GPU and CPU throughput because it
increases off-chip memory accesses. For a fully on-chip, dataflowed FPGA architecture, neither
SKIPREMOVER nor SKIPSHORTENER have any effect on throughput.

Model GPU CPU FPGA
Traditional skip connections 1x Ix 1x
SKIPREMOVER 1.11x 1.03x 1x
SKIPSHORTENER 0.95x 0.98x 1x

3ms/inference).

Our second full model case study implemented a Reconfigurable DNN architecture on the
ZCU102 development board which contains a Zynq UltraScale+ MPSoC. The Reconfigurable
DNN array is configured to have 7 rows x 96 columns for a total of 672 of processing elements
(PEs) that support 8-bit inputs and 8-bit weights. Each PE contains a multiplier and an accu-
mulator implemented using DSPs on FPGA fabric. Input pixels and weights are streamed into
the engine as AXI-Stream packets. Images are processed in batches of 7, to increase the reuse
and reduce memory accesses. The Reconfigurable DNN architecture was synthesized, placed &
routed at a clock frequency of 250 MHz on a ZCU102. The architecture with 7 x 96 = 672 PEs
used 49057 LUTs (18%), 81446 flip flops (15%), 114 BRAMs (13%), and 1344 DSPs (53%) on
the FPGA fabric.
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Table 3.9. MLPerf Tiny ResNet8 model implemented using hls4ml with skip connection, with
shortened skip connections, and without skip connections.

With SKkip Connections Shortened Skip Connections Without Skip Connections

Accuracy (%) 87.39 87.93 87.62
LUTs 158609 165699 144206
FFs 196012 204914 181768
DSP48s 1083 1083 1043
BRAMs 173 158.5 156

We implemented a ResNet50 model with and without skip connections on a 672-element
Reconfigurable DNN architecture running on the ZCU102. Tab. 3.10 shows the performance of
ResNet50. Removing the skip connections largely benefits the performance due to the removal of
the 1 x 1 convolution blocks. Removing the skip connections also removes those layers, which
no longer need to be scheduled on the PE array. The results are much better performance in
terms of all metrics: approximately 30% increases in FPS and latency and approximately 45%

decrease in memory accesses.

Table 3.10. ResNet50 performance with and without skip connections on the Reconfigurable
DNN architecture. The architecture has 672 processing elements and runs on the ZCU102
development board at 250 MHz.

With skip connections Without skip connections

Accuracy (%) 75.85 75.36
Frames per second (FPS) 28.69 37.47
Time per image (s) 0.035 0.027
Latency (s) 0.244 0.187
Memory access per image (Mb) 140.95 92.71

3.5 Discussion

With these results in hand, designers can now consider which accuracy versus resource
tradeoffs they are willing to make during the hardware-software codesign process.
SKIPREMOVER provides minimal accuracy loss while reducing resource consumption

and increasing performance—a win-win scenario. As seen in Sec. 3.4.1, SKIPREMOVER ResNet-
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50 is only 0.49% less accurate than the baseline on ImageNet. But, SKIPREMOVER is less
effective on deeper NNs (such as QuartzNet-10x5 and ResNet-110). In fact, QuartzNet-10x5
fails to converge when trained under SKIPREMOVER. For such deep NNs trained on difficult
tasks like ASR, skip connections are instrumental in training convergence [86]. By removing
skip connections, we expect and see a degradation in accuracy for deeper NNs. This degradation
is not as drastic for other tasks. For instance, ResNet-110 still converges when trained using
SKIPREMOVER, but it is 3.72% less accurate on CIFAR-10 and 9.61% less accurate on CIFAR-
100, compared to the original baseline model. We propose this tradeoff between NN size and
SKIPREMOVER performance as an additional consideration during design space exploration.
In response, SKIPSHORTENER is more suitable for deeper NNs when SKIPREMOVER is less
effective. SKIPSHORTENER maintains accuracy comparable to its original skip connection
models and reduces resource requirements by up to 34% compared to the traditional skip
connection model.

Based on our hls4ml evaluation, designers can extrapolate to their own designs because,
as we have shown in Fig. 3.9 and Fig. 3.11, the resource usage and savings scale linearly as the
number of filters grows. We have also shown that at the higher 16-bit precision, Tailor provides
significant resource reductions, so if designers need more precision, Tailor’s savings will follow.
If they need lower 8-bit precision, SKIPREMOVER still manages to lower the 8-bit designs’
LUTs by 16% and FFs by 11%. Even SKIPSHORTENER decreases LUTs by 3% despite a 2%
increase in FFs, though these smaller resource savings are offset by its overall higher accuracy
performance compared with SKIPREMOVER. As a result, it is up to the designer to consider how

to best apply Tailor’s codesign methods given their accuracy and resource requirements.

3.5.1 Theoretical Understanding

Prior work investigated why skip connections are so helpful to ResNets. Veit et al [192]
argue that ResNets behave like ensembles of smaller subnetworks that vary in depth and allow

the NN to train and converge more easily. Li et al [115] and Yao et al [208] show that introducing

63



skip connections make the NN loss landscape to be much smoother and have less nonconvexity.
They show that naively removing these skip connections causes an explosion of nonconvexity in
the loss landscape, which makes training significantly more difficult. We confirm these results in
our ablation studies (Sec. 3.4.1), as accuracy indeed drops when skip connections are removed
naively. With both KD and SkipRemover, we see an improvement in accuracy. Since the student
is trying to mimic the teacher’s outputs, it is possible that the teacher’s outputs guide the student
in such a way that prevents the loss landscape from becoming less smooth. Theoretical work
from Lin et al [118] has proven that a ResNet with one-neuron hidden layers is a universal
approximator. This work suggests that adding more neurons to the hidden layers creates an
over-parameterized ResNet. Since stochastic gradient descent performs better in the presence
of over-parameterization, having more neurons per hidden layer increases training efficiency,
making it easier to converge. This work also argues that a ResNet is essentially a sparse version
of a fully connected NN because the identity skip connections create simpler paths within the
ResNet, which was similarly posited by Lin et al [118]. Given that CNNs and ResNets have
both been proven to be universal approximators [118, 155], this implies that there exists a set
of parameters for a CNN that can mimic a ResNet such that they equal the same function. It is
mainly easier to find a well performing ResNet because Lin et al [118] showed that one-neuron

hidden layers is sufficient for a ResNet to be a universal approximator.

3.5.2 Future Work

In our work, Tailor has taken removing and shortening skip connections to their extremes:
it either fully removes or fully shortens all the skip connections in a NN. It would be worthwhile
to understand the accuracy versus resource utilization tradeoff under less extreme cases, e.g.,
removing only half of the skip connections. It would also be interesting to mix SKIPREMOVER
and SKIPSHORTENER together to try and recover accuracy in the instances when SKIPREMOVER
fails. These approaches may help address SKIPREMOVER’s scalability issues and strike a

balance between SKIPSHORTENER’s high accuracy and SKIPREMOVER’s resource savings and
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performance improvements.

3.6 Summary

Tailor introduces two new methods, SKIPREMOVER and SKIPSHORTENER, that alters
NNs with skip connections dynamically during retraining to fit better on hardware, achieving
resource-efficient inference with minimal to no loss in accuracy. With SKIPREMOVER, NNs
no longer need to rely on skip connections for high accuracy during inference. With SKIP-
SHORTENER, we retrain NNs to use shorter skip connections with minimal to no loss in accuracy.
Shortening skip connections is beneficial for hardware architectures generated by the hls4ml
tool as it reduces the skip connection lifetime. We demonstrate FPGA resource consumption
reductions of up to 34% for BRAMs, 13% for FFs, and 16% for LUTs. We show that Tailor is
also valuable for optimizing 2D PE array architectures. SKIPREMOVER increases performance
by 30% and decreases memory bandwidth by 45%. Designers can decide which accuracy versus
resource tradeoffs offered by SKIPREMOVER and SKIPSHORTENER are suitable to their design
requirements. As a result, Tailor is another tool in the hardware-software codesign toolbox for
designers to use when building customized accelerators.

Chapter 3, in part, is a reprint of the material as it appears in ACM Trans. Reconfigurable
Technol. Syst. 17, 1, Article 11 (March 2024). The work in this chapter was done in collaboration
with Gabriel Marcano, Vladimir Loncar, Alireza Khodamoradi, Abarajithan G, Nojan Sheybani,
Andres Meza, Farinaz Koushanfar, Kristof Denolf, Javier Mauricio Duarte, and Ryan Kastner.

The dissertation author was the primary investigator and author of this work.

65



Chapter 4

Greater than the Sum of its LUTSs: Scal-
ing Up LUT-based Neural Networks with
AmigoLUT

In this chapter, I present AmigoLUT, which introduces the idea of using ensemble
learning on LUT NNss to scale up accuracy without exponentially increasing FPGA resources.
The goal of ensemble learning is for “the whole to be greater than the sum of its parts,” suggesting
that when the individual models work together as a whole, it is better than any one individual
model. In this case, I want the ensemble of LUT NN to be greater than “the sum of its LUTs.” 1
study several methods for training LUT NNs to work together as an ensemble. Curiously, the
best method combines the models of the ensemble by summing the outputs of the LUT NN to

achieve resource-efficient inference.

4.1 Introduction

Machine learning has become increasingly prevalent in areas such as high-energy physics,
cybersecurity, and autonomous vehicles [61, 81, 125, 190, 202]. Many of these domains require
extremely high throughput and low latency. For example, at the CERN Large Hadron Collider
(LHC), the Compact Muon Solenoid experiment [182] runs particle collision experiments that
generate data rates of ~40 TB/s, which physicists need to compress in real time (<25 ns) to

lower the data bandwidth to a level that their system can handle [61, 81].
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Recently, lookup-table-based neural networks (NNs) such as LogicNets [190] and Neu-
ralLUT [11] have sought to meet this demand for ultra low-latency, high-throughput NNs. For
instance, LogicNets achieve efficient computation by carefully mapping neurons to lookup tables
(LUTs), a fundamental building block of field-programmable gate arrays (FPGAs). This makes
LUT-based NNs efficient, yielding high throughput and low latency implementations while
sacrificing some accuracy compared with dense NNs.

However, it is challenging to create more accurate LUT-based NNs because LUT usage
increases exponentially ((2")) with respect to neuron fan-in (i.e., » = number of synapses
x synapse bitwidth). As such, LUT-based NNs must be heavily quantized and very sparse to
efficiently map to FPGA LUTs, which are 6 inputs or less. LUT-based NNs have a fundamental
tradeoff between input size and LUT size because LUT size increases exponentially with input
size. The standard method of improving NN accuracy [29, 148] by increasing NN depth, width,
and neuron fan-in fails for LUT-based NNs because they quickly run out of the available LUTs
on an FPGA due to exponential scaling. As a result, scaling up LogicNets by increasing NN
size and density presents a poor tradeoff because we get minimal accuracy increase at the cost of
exponential increases in LUT usage as well as decreases in throughput.

Previously, researchers have increased model accuracy through ensemble learning (en-
sembling) [54, 84, 165, 206, 217]. Ensembling increases model accuracy by having multiple,
weaker NNs work together to make a decision. The idea behind ensembling is that the whole is
greater than the sum of its parts; by having multiple NNs work together, we can achieve better
performance than any one model individually. Prior work [28, 67] often forms ensembles of
many small and weak models to promote diversity in the decision each model makes (i.e., they
must disagree with each other to an extent [183]). Otherwise, if all the models always agree
with each other, then there is no benefit to combining them together. Through this “diversity
of thought,” the ensemble can make a better decision as a group. Since LUT-based NNs are
constrained by neuron fan-in, they must be extremely sparse and quantized to avoid an explosion

in LUT usage, sacrificing some accuracy and making them relatively weak NNs. As a result,
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LUT-based NNs are good candidates for ensembling.

Our work AmigoLUT! creates ensembles of smaller LUT-based NNs to improve accuracy,
scaling up performance linearly with respect to the number of models rather than exponentially
with respect to neuron fan-in. Although AmigoLUT does not achieve higher accuracy or lower
LUT usage than recent state-of-the-art work [17, 119], our results show that, for certain lower
accuracy benchmarks, AmigoLUT increases throughput and reduces LUT usage by over an order
of magnitude. Thus, the goal of this chapter is to demonstrate the great potential of scaling up
LUT-based NNs with ensembling.

How to apply ensembling to LUT-based NN effectively presents many challenges: (1)
which ensembling method should we use for LUT-based NNs? (2) how can we analyze their
ensemble performance? (3) how can we implement these ensembles on FPGAs efficiently?
Although many ensembling methods have been introduced over the years [206, 217], it is not
immediately clear which one would work best on LUT-based NNs and why. Few ensembling
studies have been completed on NNs that are both extremely sparse and quantized let alone
LUT-based NNs [176, 203, 218]. Moreover, how to map LUT-based NN ensembles to FPGAs
while minimizing the resource overhead needed to combine the ensemble members together is
non-trivial.

In this chapter, we tackle these challenges by evaluating three fundamental ensemble
learning methods: averaging [217], bagging [28], and AdaBoost [67]. We study how Logic-
Nets [190], PolyLUT [10] and NeuraLUT [11] ensemble together on two high-energy physics
datasets [61] and the MNIST image classification dataset [109]. From our results, we find that
averaging performs the best. We then analyze our ensemble learning results using diversity and
disagreement metrics. We introduce a new diversity plot for visualizing ensemble diversity to
understand why averaging is the best. Finally, we introduce an open-source tool AmigoLUT?, a

hardware-friendly ensemble learning framework for LogicNets, PolyLUTs, and NeuraLUTs that

““Amigo” means “friend” in Spanish.
Zhttps://github.com/KastnerRG/amigolut
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minimizes ensemble resource overhead when implementing ensembles on FPGAs.

Our primary contributions are: (1) evaluating various ensemble learning methods on
LUT-based NNs such as LogicNets, PolyLUT, and NeuraLUT (2) analyzing ensembles using
novel diversity plots and disagreement metrics to better understand their performance, and (3)
introducing AmigoLUT, an ensemble learning framework that efficiently maps ensembles of

LUT-based NNs to FPGAs.

4.2 Background & Related Work

This section reviews relevant background on ensembling and related work on LUT-based

NNss.

4.2.1 Ensembling

Ensembling has been studied in the fields of statistics and machine learning for decades,
and it has shown notable improvements in performance [28, 67, 84, 217]. While there are
many ensembling methods to choose from, we start with three seminal ensembling methods:
averaging [217], bagging [28], and AdaBoost [67]. The goal of each method is to promote
diversity among the ensemble members so that together they can make a decision better than any
one model could individually.

Averaging involves taking the average of the outputs of all ensemble members. Averaging
introduces diversity by randomly initializing each ensemble member’s weights differently,
training them independently or dependently. In our work, we randomly initialize each model’s
weights differently and backpropagate the averaged outputs of the ensemble through each model,
training the models dependently together as one.

Bagging, an abbreviation of bootstrap aggregating, involves randomly sampling the
training set with replacement to create a unique training set per ensemble member, which is then
each trained independently. These unique training sets introduce diversity into the ensemble

because each ensemble member trains on different distributions of the data. The ensemble
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members’ outputs can be combined in many ways, but in our work, we average the outputs.

AdaBoost is a subclass of boosting [217], which is an ensembling method that trains each
ensemble member sequentially, where each model’s performance informs how the subsequent
model will be trained. AdaBoost, or adaptive boosting, achieves this by assigning weights to
each training sample, starting with equal weights. AdaBoost uses these weights to randomly
sample from the training set. As each model trains, the weights of the training samples are
adjusted based on how the model performs on them. The samples with poor performance are
assigned higher weight so that they are sampled more frequently when the next model trains.
This way, each subsequent model targets training samples that the previous models performed
poorly on, in an effort to “boost” each other’s performance. To combine the ensemble’s outputs,
AdaBoost weights each model based on its performance, computing a weighted average of each
model’s outputs to produce the final output.

Bagging and AdaBoost were first studied on decision trees, which are relatively weak,
increasing accuracy remarkably [28, 67]. Prior work [217] has attributed this increase in accuracy
to the combination of weak models along with their unique methods of promoting diversity in
training. Based on this observation, we hypothesize that sparse, quantized LUT-based NN should
ensemble together well because they are weaker than their dense, full-precision counterparts.
Few works [65, 176] have evaluated ensembling NNs that are both sparse and quantized. We

evaluate our hypothesis on averaging, bagging, and AdaBoost in Sec. 4.3.

4.2.2 LUT-based NNs

Many kinds of LUT-based NNs have been introduced in the literature.

LUTNet [195] uses LUTs as the fundamental inference operator to implement NNs on
FPGAs. LUTNet seeks to improve binary NNs’ reliance on XNOR operations by replacing
them with more expressive, learnable K-LUT Boolean operations. While LUTNet improves
NN resource efficiency on FPGAs, the number of parameters in LUTNet scales exponentially

with respect to the number of LUT inputs, making it difficult to improve accuracy by increasing
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model size through parameter count.

Weightless NNs (WNNGs) are another class of LUT-based NN [8, 133, 177, 178]. WNNs
consist of neurons, but they do not use weights to determine how they respond (i.e., they are
weightless). WNN neurons are made up of logical LUTs that represent Boolean functions. WNN
neurons concatenate their inputs, which form an address they use to perform a lookup in the
associated LUT. WNNs learn by starting with an N-input, 2"-output LUT that contain 1-bit
entries initialized to all zeroes [177]. Then for each training input that has a value of one, it flips
the associated LUT entry to one. These logical LUTs can then be mapped to FPGA physical
LUTs via a logic synthesis tool. WNNs suffer from exponential scaling with respect to the
number of LUT inputs as well as difficulty in generalizing to unseen input data, as they primarily
memorize patterns [177]. Recent work, such as differentiable WNNs (DWNs) [17] improve
WNN generalization by making them differentiable so that they learn connections between LUT's
rather than using fixed random setups.

Ensembling WNNs has been done before [65, 176]. ULEEN [176] ensembles WNNs
by training many and selecting a few of the best performing models to train together, summing
their outputs in the end to make decisions. Filho et al. [65] evaluate bagging and boosting on
their WNNs; however, they show minimal accuracy gains, quickly hitting diminishing returns as
ensemble size increases.

LogicNets [190] and NullaNet [143, 144] fully encapsulate a neuron’s operation within a
logical LUT. Given a trained quantized NN, LogicNets feed all possible quantized inputs to a
neuron and captures the quantized outputs it computes, while NullaNet does so in a lossy manner.
These inputs and outputs are then enumerated in a logical LUT and then implemented as physical
LUTs by a logic synthesis tool.

PolyLUT [10] and NeuraLUT [11] are successors of LogicNets. Each method improves
the accuracy of LogicNets by attempting to capture more complex functions within the logical
LUT. PolyLUT learns a NN that is a piece-wise polynomial function whereas NeuraLUT

encapsulates an arbitrary NN within a logical LUT. This improves the scalability of LogicNets
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Figure 4.1. JSC Ensembling Comparison. Averaging is the best ensembling method for the JSC
task, whereas bagging quickly hits diminishing returns and AdaBoost decreases performance
overall.

because fewer logical LUTs are needed to achieve higher accuracy, leading to fewer physical
LUTs and lower latency. PolyLUT-Add [119] sums smaller PolyLUT logical LUTs together to
build larger, more complex LUTs. However, similar to LogicNets, all three methods still scale
exponentially with respect to LUT inputs. We evaluate AmigoLUT on LogicNets, PolyLUT, and
NeuralLUT, creating ensembles with them as base models. Although each base model still suffers
from exponential scaling with respect to LUT inputs, AmigoLUT alleviates this by relying
on weaker models that have smaller LUT fan-in. As a result, AmigoLUT scales performance

linearly with respect to the number of models.

4.3 Ensembling LUT-based NNs

The first step in ensembling LUT-based NNs is determining which ensembling method
increases accuracy the most. We study three fundamental ensembling methods: (1) averaging,
(2), bagging, and (3) AdaBoost. We seek to answer: (1) which ensembling method performs the

best, and (2) why does one ensembling method outperform another?
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4.3.1 Ensembling results

To determine which of our three ensembling methods is the best, we evaluate Logic-
Nets models on three datasets: MNIST [109], high-granularity endcap calorimeter (HGCal)
compression [61], and jet substructure classification (JSC) [61].

MNIST is a well-known dataset tasked with classifying handwritten digits. The HGCal
and JSC datasets are latency-critical tasks that come from the LHC’s Compact Muon Solenoid
experiment [182]. At the LHC, physicists run particle collision experiments that generate data
rates of ~40 TB/s. To reduce data rates, the physicists plan to deploy tens of thousands NN
encoders in the LHC to compress particle collision data from the HGCal [47] sensor instrument
into a smaller format. This encoded data is then passed to a decoder off-sensor for further
processing in the trigger system. We evaluate HGCal model performance using Earth mover’s
distance (EMD), a distance measure between two probability distributions [160]. In our case,
the EMD measures the distance between the encoder’s input energy readings and the decoder’s
outputs, respectively. Lower EMD is better, and an EMD of 0 indicates the autoencoder is
lossless. The trigger system, to which the decoder outputs data, performs many tasks, one
of which is JSC. JSC involves classifying particle collision data into five types of jets, which
informs physicists about potentially new physics. Of note, the HGCal encoder hardware must
accept new input data at 40 MHz and complete inference in 25 ns. For each dataset, we ensemble
NN of different sizes.

From our experiments, we find that averaging works the best. As seen in Fig. 4.1, we
see that for the small (JSC-S), medium (JSC-M), and large (JSC-L) models, averaging increases
accuracy the most. For instance, averaging JSC-S increases accuracy by 4.1%, whereas bagging
and AdaBoost increase accuracy by at most 1.8% and 0.4%, respectively. Similarly for MNIST,
the extra small model (MNIST_XS) increases in accuracy by 4.4% at ensemble size 16, whereas
bagging and AdaBoost increase accuracy by 3.6% and 3.1%, respectively (Fig. 4.2). For HGCal,

averaging the encoders together lowers EMD significantly, where lower is better. Our goal is
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Figure 4.2. MNIST Ensembling Comparison. The extra small model MNIST_XS ensembles
better than MNIST_L because as ensemble size increases it increases in accuracy more.

to hit ~1.1 EMD, which is a dense, f1loat32 NN’s performance. As seen in Fig. 4.3, 32 small
models (HGCal_S) decreases EMD by 28%, whereas bagging and AdaBoost decrease EMD
by 5% and 9%, respectively. For the large HGCal model (HGCal_L), averaging 16 models
decreases EMD the most, but the trend is nonlinear. This is likely due to the difficulty involved
with encoding and decoding HGCal data, which has a larger margin of error than classifying
data into a few discrete classes. In particular, when performing a NN architecture random search
of ~500 LogicNets to find a low-EMD NN, we found that any NN larger than HGCal_L led to
worse EMD. Only by ensembling these models together can we significantly lower EMD to get
close to our goal of 1.1 EMD.

We also observe that smaller models benefit from ensembling the most, increasing in
performance significantly. In Fig. 4.2, we see that averaging MNIST_XS improves accuracy by
4.9%, whereas the large model (MNIST_L) only increases accuracy by 0.2%. Notably, bagging
performs the best, but only outperforms averaging by 0.14%, with all ensembling methods
quickly hitting diminishing returns after two models. Similarly, in Fig. 4.3, ensembling HGCal_S

improves EMD by 28% whereas the large model (HGCal_L) only improves by 17%.
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Figure 4.3. HGCal Ensembling Comparison. The small model HGCal_S responds to averaging
the best, decreasing EMD (lower is better) by 28% whereas HGCal_L responds nonlinearly,
decreasing EMD by only 17%.

4.3.2 Analyzing ensemble performance

We find averaging to perform the best, but we also want to understand why it does
well whereas bagging and AdaBoost underperform. For instance, for JSC, AdaBoost decreases
accuracy for all three models. As previously stated in Sec. 4.1 and Sec. 4.2, ensembling performs
well because it promotes diversity, especially among weaker models, so that they can make a
better decision collectively [217]. But, as we have seen, sometimes this is not the case. To that
end, we analyze ensemble performance via a diversity analysis.

Diversity analyses have been performed in the machine learning community to better
understand ensembling performance, primarily on classification tasks [120, 183]. Previously,
researchers have quantified diversity by measuring disagreement among ensemble members
as a proxy for diversity. In particular, recent work [183] argues that balancing disagreement
with model error is important for good ensemble performance. We conduct a similar diversity
analysis on our classification tasks, namely JSC and MNIST, to better understand their ensemble
performance. Our diversity analysis can be used to analyze ensemble performance for not only

other LUT-based NNs but any NN.
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Figure 4.4. Diversity plots for MNIST_XS. Averaging exhibits the most diversity, as seen in the
small peaks off the diagonal (which are the incorrect class predictions), meaning there is some
disagreement among the ensemble members. Diversity has been shown to improve ensembling,
confirming averaging’s superior performance.

We introduce a new way of visualizing the diversity of ensemble member prediction, as
seen in Fig. 4.4, Fig. 4.5, and Fig. 4.6, by showing ensemble member voting across individual
samples (using n = 50). Our diversity visualizations reveal the extent to which the members of
an ensemble agree with each other. We show diversity plots for the different ensembling methods
on the MNIST and JSC tasks in Fig. 4.4 and Fig. 4.5, respectively. For the MNIST task, we
show the diversity plots for MNIST_XS and ensemble size 16. For the JSC task, we show the
diversity plots for JSC_S and ensemble size 32. Note, the x-axis corresponds to the different
classes, and the y-axis corresponds to an input sample we pass through the ensemble members
individually. Each line represents a sample, and a peak in class i means an individual ensemble
member predicted class i. Higher peaks mean that more ensemble members voted for that class.
The samples are ordered by target class, such that the first k samples correspond to the first target
(y = 0), the second k samples correspond to the second target (y = 1), and so on. The lines are

grouped by color based on the class the data sample belongs to.
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Figure 4.5. Diversity plots for JSC_S. While AdaBoost is very diverse, the high peak density off
the diagonal shows that many ensemble members classify incorrectly. Averaging best balances
diversity with correctness.

Thus, for an ensemble with no diversity and zero error, we should only see peaks along
the diagonal. For the MNIST task where we have ten classes, we use k = 5 samples per class. For
the JSC task where we have five classes, we use k = 10 samples per class. This gives a total of 50
samples per plot. While we observe much lower diversity for the MNIST task compared to the
JSC task, we find that the averaging method is consistently more diverse compared to the other
ensembling methods, as seen in the small peaks off the diagonal. Another interesting observation
is that for the JSC task, while AdaBoost appears to be more diverse than bagging, there appears
to be more density off the diagonal, suggesting more incorrect predictions. Moreover, in Fig. 4.6,
we observe more diversity in averaging MNIST_XS than in MNIST _L. This corresponds to the
large increases in accuracy for MNIST_XS compared with the diminishing returns of MNIST_L
we observe in Fig. 4.2.

To further verify our qualitative observations, we quantify model disagreement and
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Figure 4.6. Diversity plots for averaging MNIST _XS and MNIST_L. MNIST_XS exhibits more
diverse predictions than MNIST_L, suggesting small, weaker models ensemble better.

Table 4.1. Diversity metrics for the MNIST task. Bagging and AdaBoost both have low
disagreement and error. Their ensemble members agree with each other a lot, implying less
benefit from ensembling as compared with Averaging.

Disagreement (1) Error () DER (1)

Averaging 0.460 0.302 1.522
Bagging 0.096 0.078 1.232
AdaBoost 0.099 0.082 1.208

compute the disagreement error ratio (DER) [183]. DER is defined as

Eu; mj~p[Disagreement(m;,m;)]
En;~p [Error(m;)]

DER = (4.1)

provided that [, [Error(m;)] # 0, and where p is the distribution of members m; in the
ensemble, Disagreement(m;,m;) is the prediction disagreement between the two ensemble

members m; and m , and Error(m;) is the prediction error for ensemble member m;. For a given
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Table 4.2. Diversity metrics for the JSC task. Averaging balances disagreement and error the
best, achieving high DER.

Disagreement (1) Error () DER (1)

Averaging 0.704 0.620 1.137
Bagging 0.316 0.374 0.844
AdaBoost 0.752 0.693 1.085

data distribution &, the disagreement between any two ensemble members is defined as

Disagreement(m;,m;) = Eyq[1(m;(x) # m;(x)] 4.2)

where 1(m;(x) # mj(x)) is 1 if m;(x) # m;(x) else it is 0. The prediction error for a single

ensemble member is defined as

Error(m;) = Ey yo[1(mi(x) # y)] (4.3)

where 1(m;(x) # y) is 1 if m;(x) # y else it is 0. Importantly, DER provides a measure of
diversity that balances model disagreement with prediction error, and a higher DER suggests
that ensembling should improve performance [183].

We report these metrics (based on n = 680 samples) for the MNIST and JSC tasks
in Tab. 4.1 and Tab. 4.2, respectively. For the MNIST task, we report the metrics for MNIST_XS
and ensemble size 16. For the JSC task, we report the metrics for JSC_S and ensemble size
32. Notably, averaging had the highest DER across both tasks. While bagging has the lowest
prediction error, it also had the lowest disagreement, implying low diversity. For the JSC task,
while AdaBoost had a slightly higher level of disagreement compared to averaging, it also made
more errors. Together these metrics reveal differences in the diversity of ensemble members that
are related to model performance. We find that averaging balances disagreement and error the

best, leading to superior ensembling performance.
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Figure 4.7. Mapping ensembles to FPGAs requires careful consideration of how to handle the
different quantization schemes exhibited by each ensemble member M;’s inputs and outputs (a.k.a.
I/0). With unique 1/0O quantizers (left), we must implement both input and output quantizers
per M;. This becomes expensive when quantizing from say JSC’s 16-bit input data to the 2-bit
precision each M; expects. To combine outputs of different quantization schemes, we also need
to perform a multiply-accumulate (MAC) to scale the outputs based on their learned scaling
factor so that they can be combined. Ideally, we would share I/O quantizers (middle), however
this decreases ensemble performance, especially for difficult tasks. AmigoLUT (right) balances
accuracy and resources by first quantizing the input data to low precision (i.e., 6 bits) with a
single shared quantizer (green) before sending the data to each M; to be uniquely quantized.
Each M;’s input neuron can be quantized with only two LUT6 to the lower 2-bit precision it
expects. At the output, Tailor implements an extra NN layer that quantizes each M;’s output to
the same quantization scheme so that they can be summed together efficiently.

4.4 Quantization Architecture Tradeoffs

As seen in the previous section, averaging works the best among the ensembling methods
we study. Next, we want to implement this ensemble on an FPGA; however, this presents many
challenges in minimizing resource overhead while preserving ensemble performance.

If we were to directly map the averaging ensembles in the last section to an FPGA, we
would need to map an ensemble that looks like the design on the left in Fig. 4.7. As previously

stated in Sec. 4.1 and Sec. 4.2, LogicNets are heavily quantized to minimize LUT utilization.
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LogicNets are quantized using Brevitas [153], which quantizes values to a given precision, say
6-bit integers. However, to improve quantized NN performance, Brevitas learns a floating point
scaling factor. The Brevitas quantizer works by mapping activations to a limited set of discrete
integer levels based on the specified bit-width (e.g., 2 bits). However, the output of the quantizer
remains in floating-point format because these integer levels are scaled by a learned floating-point
scale factor and shifted by a learned zero-point (bias). This becomes an issue when we want
to combine ensemble outputs efficiently. When we naively train an ensemble of LogicNets,
Brevitas will learn different floating point scaling factors for each ensemble member’s input and
output quantizers—even though the inputs and outputs are quantized to the same bitwidth. As
a result, in hardware, we would have to implement a unique input quantizer per model in the
ensemble. This is resource-intensive. For instance, the HGCal data is quantized to 8 bits and
each LogicNet model expects say 4-bit inputs, so we would have to implement N 8 — 4 bit input
quantizers, which costs N x as many resources compared with mapping a single LogicNet to
an FPGA. Moreover, since each model’s output also exhibits a different quantization scheme,
we would need to scale each model’s output by the floating point scaling factor Brevitas learns.
This requires multiplication using either DSPs or LUTs, if we can manage to also quantize the
floating point scaling factors to integers. As seen in Fig. 4.7 (left), combining all ensemble
outputs requires implementing multiply-accumulate (MAC) operations, costing extra resources.

Ideally, we would want to implement the ensemble such that all models share a single
input quantizer and quantize the outputs using the same scaling factor, as seen in Fig. 4.7 (middle).
By quantizing the outputs using the same scaling factor, we would only need to sum the ensemble
member’s outputs to get the final result. This would drastically reduce the resource overhead
needed to quantize the inputs and combine the outputs. However, quantizing all of the inputs
and outputs in a similar manner leads to poor performance, even undercutting the benefits of
ensembling. In Fig. 4.8, we compare the performance of using a unique input/output (I/O)
quantizer per ensemble member versus an I/O quantizer shared between all ensemble members.

While for MNIST sharing I/0 quantizers does not reduce accuracy by much (j1%), performance
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Figure 4.8. Unique quantizers vs. naively shared quantizers vs. AmigoLUT case study on
LogicNets. The three graphs show the accuracy or EMD (y-axis) vs. the ensemble size (x-axis)
for three different tasks (MNIST, JSC, and HGCal). Each graph compares the different input
and output quantization methods as described in Fig. 4.7. The JSC application shows two base
model—small (S) and large (L). Lower EMD results (HGCal) indicate better model performance.

reduces drastically for JSC and HGCal tasks. This is likely because MNIST is an easier task
than JSC and HGCal. When ensembling eight JSC_S models, using unique quantizers improves
accuracy by 2.1%, while using shared I/O quantizers only improves accuracy by 0.8%, reducing
the benefit of ensembling. Similarly, for HGCal, sharing I/O quantizers reduces HGCal_S’s EMD
by 35% to 1.792, which is worse than its single model EMD of 1.589, resulting in no benefit
from ensembling. As a result, we need a way to maintain ensemble performance when mapping

ensembles to FPGAs without significantly increasing resource overhead.

4.5 AmigoLUT

To solve the challenges presented in the previous section, we introduce AmigoLUT, a
method for creating ensembles of LUT-based NNs that map to FPGAs efficiently. The idea
behind AmigoLUT is to balance the performance gains from unique I/O quantizers with the
resource efficiency of shared I/O quantizers. AmigoLUT quantizes the input data to low precision
(i.e., 6 bits) with a single shared quantizer before sending the data to each ensemble member.
Then, each ensemble member’s input neuron can be quantized uniquely with a single LUT6 per

bit to achieve the lower precision it expects. At the output, AmigoLUT implements an extra NN
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Figure 4.9. AmigoLUT can ensemble different LUT-based NNs (LogicNet, PolyLUT, and
NeuraLUT) with different sizes (XXS, XS, S, M, L) to increase their accuracy. The accuracy
improvements depend on the difficulty of learning the underlying task (MNIST, JSC, HGCal). In

general, ensembling has greater relative improvement with smaller models compared to larger
models.

layer that quantizes each ensemble member’s outputs to the same precision so that they can be

summed together efficiently on an FPGA. Fig. 4.7 (right) describes our design.
4.5.1 Training results

Fig. 4.8 shows the accuracy improvements that AmigoLUT achieves with ensembling.
We consider three tasks: MNIST, JSC, and HGCal; each graph corresponds to one task. We only
consider LogicNets here and use averaging as it gives the best results. As before, we see that the
accuracy generally increases as we add additional ensemble members until it typically plateaus.
Note that a higher accuracy percentage is better in the MNIST and JSC graphs, but in HGCal, a
lower EMD is better.

The graphs show three different methods of quantization: unique I/O quantizers, shared
I/O quantizers, and the hybrid quantization scheme that we use in AmigoLUT (see Fig. 4.7). The
general trend is that the unique I/O quantizer gives the best results, which is unsurprising given
that it is unconstrained; each input and output can be uniquely quantized, providing the most
flexibility.

In general, AmigoLUT’s quantization scheme sits between the unique I/O quantization
scheme and the shared I/O quantization scheme. In MNIST, AmigoLUT and shared quantization

are very similar. Both provided less than a 1% accuracy drop from the unique I/O quantization.

83



Unique I/O Quantizers AmigoLUT

Q ]
3 )
q q
0] 0]
[ L]
+H +
[} 1]
kel o)

predicted class predicted class

Figure 4.10. Diversity plots for MNIST with unique I/O quantizers versus AmigoLUT.

The JSC results show two models: small (S) and large (L). The larger models perform better than
the small models across all ensemble sizes. Ensembling the small model achieves the accuracy
of the baseline large model (ensemble size 1). AmigoLUT ensembling has very similar accuracy
compared to unique I/O quantization. The shared I/O quantization method performs poorly for
JSC. In general, AmigoLUT reduces ensemble performance by j1% compared with unique 1/0
quantizers for MNIST and JSC. HGCal results show a similar trend. The EMD is lower (better)
for the unique and AmigoLUT quantization schemes, with the shared scheme being noticeably
worse. The AmigoLUT quantization has the best results of all three quantization schemes for
some ensemble sizes. For example, when ensembling two models together, AmigoLUT improves
EMD by 9% compared with unique I/O quantizers. In summary, AmigoLUT significantly
improves ensemble performance compared to the naive approach of shared I/O quantizers.
Similar to Sec. 4.3.2, we visualize ensemble member prediction diversity by showing
ensemble member voting across individual samples (using n = 50). We compare the diversity
of averaging models with unique I/O quantizers to models ensembled with AmigoL.UT on the
MNIST and JSC tasks in Fig. 4.10 and Fig. 4.11, respectively. We observe similar diversity

patterns, suggesting that the training with AmigoLUT preserves ensemble diversity in addition
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Figure 4.11. Diversity plots for JSC with unique I/O quantizers versus AmigoLUT.

to performance.

4.5.2 Hardware results

We study the effect of ensembling different types of models in terms of their neuron
structure (LogicNet, PolyLUT, NeuraLUT) and size (number of neurons/LUTs). Fig. 4.9
presents accuracy results across three tasks (MNIST, JSC, and HGCal) with different NN model
architectures.

Tab. 4.3 shows the base model architecture parameters considered throughout the ex-
periments. These models were selected by performing a model architecture search to find
high-quality models that provided tradeoffs between model complexity/size and accuracy. The
base models are replicated for each ensemble member; the structure of the models of an ensemble
are identical though their weights will differ.

The general trend is that ensembling increases the accuracy regardless of the underlying
NN model. However, the rate of improvement from ensembling depends upon the task being
learned by the NN and the base ensemble model size (S, M, L, etc.). Ensembling generally

sees its greatest relative gains with smaller ensemble members. For example, MNIST sees a
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Table 4.3. Base model architecture used for AmigoLUT ensembling, (i.e., the parameters of each
ensemble member). “Width” and “degree” are NeuraLUT and PolyLUT parameters, respectively.

Neurons Input Input Layer Layer

Dataset Model per layer bit width fan-in bit width  fan-in
AmigoLUT-LogicNet-S 64, 32,32,32,5 2 3 2,2,2,2,2 3,3,3,3,3
AmigoLUT-NeuraLUT-XS
(width = 16) 64,5 2 3 2,2 3,3
AmigoLUT-NeuraLUT-S

ISC (width=16) 64,5 4 3 22 33
AmigoLUT-PolyLUT-XXS 64. 5 ’ 3 2.2 3.3
(degree = 3)
AmigoLUT-PolyLUT-XS 64. 5 ’ 3 2.2 3.3
(degree = 3)
AmigoLUT-LogicNet-XS 1024, 1024, 128, 10 1 8 1,1,1,4 8,8,8,8
AmigoLUT-NeuraLUT

MNIST  (width = 16) 600, 300, 300, 10 2 4 2,2,2,2 4,4,4,4
AmigoLUT-PolyLUT 600, 300, 300, 10 2 4 2,2,2,2  4,4,4,4
(degree = 3)

AmigoLUT-LogicNet-S 128, 256, 128, 128, 16 4 2 2,2,2,6,6 6,54,2,6
HGCal - AmigoLUT-PolyLUT 512, 512, 64, 16 3,3,4,5  4,5,3,3
(degree =2)

N
[\

several percentage point increase when going from one ensemble member (baseline) to two
ensembles in Fig. 4.9, which is true across all of the different types of models (LogicNet,
PolyLUT, NeuraLUT). Increasing the ensemble size from two to four members increases the
accuracy further but not as dramatically. The returns of increasing the ensemble size generally
continue to diminish with more ensemble members.

The JSC task considers more than one model for LogicNet, PolyLUT, and NeuraLUT;
denoted by the appended relative sizes (XXS, XS, S, M, L) from smallest to largest w.r.t. the
number of LUTs. Consider LogicNet models with ensemble size 1. LogicNet-S has the lowest
accuracy, LogicNet-M is approximately 2% more accurate, and LogicNet-L is the most accurate.
As we ensemble each of these models, they all get more accurate at relatively the same rate, with
the rate of change in accuracy being higher at lower ensemble members and relatively unchanged
at ensemble sizes 8 and 16. The PolyLUT-XXS and PolyLUT-XS models follow a similar trend.

The HGCal task is likely the most challenging of the three tasks. First, as an autoencoder,

the output result is much more continuous than the rather small, discrete number of output results
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Figure 4.12. Jet Substructure Pareto Front. The results compare accuracy, LUTs, and latency.
The solid lines are the AmigoLUT models with labels indicating the number of ensemble
members. The dotted lines are the standalone versions of the LUT-based NNs we ensemble.
AmigoLUT with NeuraLUT as its ensembling model gives small, accurate, and low latency
results. The latency only increases slightly as ensemble size increases until we hit large ensembles
(i.e., 64 models).

for MNIST and JSC, 10 and 5 classes, respectively. Regardless, we see that ensembling HGCal
encoders yields better EMD. The EMD reduces as the ensemble members increase, meaning the
error is lower; an EMD = 0 is the most accurate result.

Our next series of experiments focuses on comparing the best models across LUT-based
NNs and model sizes. We compare our AmigoLUT results for ensembling against the standalone
models that we ensemble, showing how AmigoLUT improves the scalability of LogicNets and
NeuraLUT. We also compare with the published related work. We synthesize and place-and-
route our ensembles with Vivado 2020.2, targeting part xcvu9p-£f1gb2104-2-1i, a Xilinx Virtex
UltraScale+ FPGA. We compile the projects using Vivado’s Flow_PerfOptimized_high setting
and execute synthesis in Qut-of-Context mode.

We note that prior work assumes that the inputs are quantized and this quantization
is done offline, (i.e., there is no quantization hardware on the inputs). This is a reasonable

assumption, but the reality is that this quantization must be performed somewhere. To make a
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Table 4.4. Comparing model resource utilization and performance metrics across the three
datasets/tasks with prior work.

Dataset Model Acc/‘;:r;;lcg LUT FF DSP BRAM Late(‘:lcsy) (iqhg; Ar(iaU,Xr I: eif‘sy)
AmigoLUT-LogicNet-XS (2 models) 947 9711 9047 0 0 123 569 119445
AmigoLUT-NeuraLUT (4 models) 955 16081 13292 0 0 76 925 122216

vingsT  POLUT [10] 96 70673 4681 0 0 16 378 1130768
NeuraLUT [11] 96 54798 3757 0 0 12 431 657576
PolyLUT-Add [119] 96 14810 2609 0 0 10 625 148 100
DWN [17] 97.8 2092 1757 0 0 92 873 19246
AmigoLUT-NeuraLUT-XS (4 models) 711 20 482 0 0 35 1445 1120
AmigoLUT-NeuraLUT-XS (16 models) 729 1243 1240 0 0 50 1008 6215
AmigoLUT-NeuraLUT-S (32 models) 744 42742 4717 0 0 96 520 410323
LogicNet-L 731 36415 2790 0 0 6 390 218490
PolyLUT 72 12436 7713 0 0 5 646 62180

¢ PobLUT 75 236541 2775 0 0 21 235 4967361
NeuralLUT 72 4684 341 0 0 3 77 14052
NeuraLUT 75 92357 4885 0 0 14 368 1292998
PolyLUT-Add 75 36484 1209 0 0 16 315 583 744
PolyLUT-Add 7 895 1649 0 0 4 750 3580
DWN 73.7 134 106 0 0 37 1361 496
DWN 763 6302 4128 0 0 144 695 90749
AmigoLUT-LogicNet-S (2 models) 1386 26400 4049 0 0 156 512 411840

HGCal AmigoLUT-LogicNet-S (16 models) 1270 195724 23515 0 0 240 334 4697376
LogicNet-L 1407 32529 2340 0 0 122 323 396854

fair comparison, we assume that the AmigoLUT inputs are similarly quantized to 6 bits offline;
however, we do add the hardware required to quantize those 6 bits into say unique 2 bit inputs
for each ensemble member (see Fig. 4.7).

Tab. 4.4 shows a selection of ensembling models developed in this work and results
presented in previous works across the three tasks. The table provides precise numbers for all
the relevant metrics (accuracy, LUTs, FFs, latency, FMax, and area delay product) typically
discussed in related work. Note that the high FMax numbers are a direct result from synthesizing
in QOut-of-Context mode. Most FPGA devices do not provide a 1 GHz clock, so in a real system
we would be limited by the global clock network, which is around ~800 MHz for the VU9P
device we target. In Tab. 4.4, we see that DWN and PolyLUT-Add provide superior performance
for some benchmarks compared with AmigoLUT; however, we demonstrate AmigoLUT’s
potential for improving these works’ state-of-the-art performance in the following figures and
discussion. In particular, we show how AmigoLUT significantly reduces LUT utilization for the
models we ensemble, specifically LogicNet and NeuraLUT.

Fig. 4.12 shows different models’ accuracy versus latency and LUTs. The models include
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our AmigoLUT ensembling results (solid lines) and their standalone versions (dotted lines).
The labels indicate the number of ensemble members. The different models in the standalone
LUT-based NNs architectures are generated by changing the model architecture, (e.g., the number
of layers, the number of neurons per layer, the layer bit width, and the layer fan-in). Our results
show that selecting the best model architecture parameters is challenging; it requires extensive
tuning and trial and error.

Fig. 4.12 shows that adding more ensemble members increases the accuracy, resulting in
a linear increase in LUTs. We also see over an order of magnitude drop in LUT utilization when
comparing a standalone LogicNet versus AmigoLUT-LogicNet at 72% accuracy. Except for
large ensembles (i.e., ensemble size 64), the latency stays relatively the same as ensemble size
increases. Note that the latency for larger non-ensembled models increases substantially; thus,
there is a clear benefit for increasing model size/accuracy using AmigoLUT compared to the
more traditional NN architecture search strategy done in previous work (modifying the layers,
neurons per layer, etc.). This is seen in the drastic increase in latency for the higher accuracy
dotted line results.

The AmigoLUT architectures scale well regardless of the baseline architecture model
characteristics, though tuning the baseline architecture does affect the overall quality. A better
baseline model will generally ensemble better than a lower quality baseline model.

Fig. 4.13 shows results for MNIST, which are relatively similar to JSC. Ensembling has
a linear relationship between ensemble members and LUTs. The latency increases as more
ensemble members are added, but generally, ensembling provides a good tradeoff between
accuracy, LUTs, and latency.

The HGCal dataset was not considered in previous LUT-based NN publications. We feel
this is a good benchmark for LUT-based NNs because it has become a canonical task in the
FastML community. It has very high constraints on latency and throughput and thus is a task
well-matched for LUT-based NNs. Furthermore, it has a more continuous output space as it is

trying to compress data.
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Figure 4.13. MNIST Pareto Front comparing accuracy, LUTs, and latency. Solid lines are
different ensemble sizes (noted by the labels) generated from the same base model. The remaining
point is a standalone NeuraLUT.

We generated the LogicNets results by performing a NN architecture search that modified
the number of layers, the number of neurons per layer, the input size, etc. We performed a
design space exploration to find architectures that would train well and provide good tradeoffs
between accuracy and size. We could not find a larger LogicNets architecture that provided better
accuracy with a reasonable number of LUTs. We considered nearly 500 models in this search
exploration, which highlights the challenges of scaling up LUT-based NN architecture. As our

results show in Fig. 4.14, we used ensembling to generate larger models with better EMD.
4.6 Summary

We address the challenges of implementing large, high-performance NN for tasks that
require high throughput and low latency. AmigoLLUT creates ensembles of smaller LUT-based
NNs that map efficiently to FPGAs. AmigoLUT provides a straightforward methodology to
increase model accuracy while maintaining a linear scaling in LUTSs, minimally increasing
latency, and creating a high-frequency design. We evaluate three ensemble methods (averaging,
bagging, and AdaBoost) and show that averaging outperforms the other methods. We analyze the

ensemble’s performance using novel diversity plots and disagreement metrics, which help explain
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Figure 4.14. HGCal Pareto Front comparing accuracy, LUTs, and latency. The labels on the
solid lines indicate the number of ensemble members. We only achieved better EMD through
ensembling. We did not find a larger LogicNet model that provided better EMD with a reasonable
number of LUTs.

why averaging is effective, and provide tools to evaluate the general quality of ensembling LUT-
based NNs and NN in general. We describe architecture tradeoffs for efficiently implementing
the ensembles, developing a quantization architecture that allows for effective ensemble scaling
to increase accuracy while minimizing resource usage. We perform a comprehensive study on
three tasks, showing that AmigoLUT can effectively ensemble existing LUT-based NN models,
demonstrating the potential that ensembling has to scale up state-of-the-art and future LUT-based
NNGs.

Chapter 4, in part, is a reprint of the material as it appears in Proceedings of the 2025
ACM/SIGDA International Symposium on Field Programmable Gate Arrays (FPGA ’25). The
work in this chapter was done in collaboration with Marta Andronic, Danial Zuberi, Jiaqing
Chen, Caleb Geniesse, George A. Constantinides, Nhan Tran, Nicholas J. Fraser, Javier Mauricio
Duarte, and Ryan Kastner. The dissertation author was the primary investigator and author of

this work.

91



Chapter 5

FKeras: A Sensitivity Analysis Tool for
Edge Neural Networks

In the previous two chapters, I studied how to implement edge NN for efficient inference
on FPGAs. I altered the hardware architectures to best suit the given edge NNs. Now, I focus on
how to design resilient edge NNs, in particular how to effectively assess their fault tolerance in
software. Assessing an edge NN'’s resilience efficiently is a critical step to designing with PPAR
in mind because it often involves time-consuming fault injection campaigns. FKeras takes a first
step in this dissertation to conduct fault injection campaigns in a way that targets fault-sensitive

bits first. This way designers can avoid injecting faults in insensitive bits.

5.1 Introduction

Machine learning (ML) is increasingly used in safety-critical applications, including
autonomous vehicles [24, 31, 184], healthcare [6, 13, 171], and scientific experiments [33, 50, 61].
In these domains, the ML computation must act reliably in the face of errors. Soft errors are a
common source of unreliability [26, 53, 92, 95], which are difficult to avoid and often require
mitigation. For example, a particle strike can cause a bit flip in neural network (NN) weights,
which can lead to incorrect results.

Prior work has investigated the fault tolerance of NNs extensively; however, most studies

have focused on faults occurring in the outputs of NN layers, namely in pipeline registers and
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arithmetic logic units (ALUs). They also assume that the weights reside in memory that is
protected by error correction codes or parity [15, 40, 113]. This is often the case for large NNs
that rely on retrieving weights from off-chip memory, e.g., DRAM, when they are run on GPUs
because all the weights cannot fit on chip [128]. This “off-chip inference” is a popular case,
especially as researchers add increasingly more parameters to improve NN performance, e.g.,
GPT-3 has 175 billion parameters, which amounts to 350 GB of data when stored with float16
precision [29, 202]. By focusing on NNs that execute via off-chip inference, previous studies
have neglected to study fault tolerance in an emerging class of NNs where inference occurs
completely on chip [18, 27].

On-chip inference, wherein a NN executes entirely on chip, is increasing in demand,
particularly in scientific fields like high energy physics and electron microscopy [27, 50, 61, 81,
197]. As scientific instruments improve, they are able to produce data at extremely high rates,
e.g., TBs/s. With so much data, scientists are contending with how to best collect and analyze
so much data. Many are looking to NNs to process the data because traditional methods have
reached their limits [202].

Consider the CERN Large Hadron Collider (LHC) Compact Muon Solenoid (CMS)
experiment [182], which runs particle collision experiments that generate data rates of ~40 TB/s.
To reduce data rates, LHC physicists plan to deploy tens of thousands of encap concentrator
(ECON-T) ASICs [81], each running a NN encoder, to compress experimental data from the
high-granularity endcap calorimeter (HGCAL) [47] into a smaller format for easy filtering in
the trigger system. The ECON-T encoder hardware must accept new input data at 40 MHz and
complete inference in 25 ns within an area budget of 4 mm? [81]. To meet these constraints, the

ECON-T:

1. is a small two-layer NN with ~2000 parameters,
2. is quantized to have 6-bit fixed-point weights, and

3. operates completely on-chip.
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To complicate matters further, the ECON-Ts operate in a high-radiation environment due to
their close proximity to particle collisions in the LHC. High radiation causes transient hardware
errors, which can lead to incorrect application output (silent data corruptions) if the hardware is
not designed robustly. The ECON-Ts filter terabytes per second of data for high-energy physics
studies, and faulty execution is unacceptable. Only the NN weight parameters are vulnerable
to faults because the activations are not stored in on-chip memory for longer than a cycle, as
inference completes in a single cycle.

From this example, we see that on-chip inference NNs must be small enough to be run
fast enough in the given resource constraints. These small NNs are often referred to as “edge
NNs.” Many edge NNs have unique characteristics that have not been considered extensively in

prior work, namely:

1. heavily quantized (< 8 bits) fixed-point weights, and

2. fully on-chip inference that expose weights to faults.

Some techniques from prior work translate well to edge NNs while others do not. Most
prior work has studied NN faults by conducting fault injection (FI) campaigns. FI simulates faults
in software or hardware and passes a number of inputs through the NN to assess performance.
This is computationally expensive because an enormous amount of faulty scenarios must be
simulated. Previous work has sought to limit the search space [40, 162, 215]. One method [40]
exploits how a more significant bit is at least as sensitive as a less significant bit—a finding
that is consistent with our own results and that we exploit too. But, this method and others
find that much of the improvements in reducing the FI search space is a direct result of using
float32 to represent values. The search space of float32 is large and prior work [215] trivially
cuts down the space by focusing on only the eight exponent bits. A more clever method of
statistically reducing the search space directly hinges on how flipping bits in float32 values
results in massive changes in magnitude [162]. This big swing in magnitude does not occur with

low-precision fixed-point/integer data types because the range of values that they can represent
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is considerably smaller, e.g., ECON-T’s 6-bit weight contains only 1-integer bit, leading to a
maximum difference of 2. Our work therefore seeks to fill this gap and study how faults affect
edge NNs built for on-chip inference.

We introduce FKeras, a tool that assesses the sensitivity of NN weights to faults, specif-
ically targeting edge NNs for on-chip inference.! FKeras includes fast and efficient metrics
that provide a bit-level sensitivity ranking of the weights, including a novel metric based on
the Hessian (second-order partial derivatives of the NN). Our fault tolerance metrics reveal
under the hood how sensitive a NN is to faults, facilitating the addition of fault tolerance into
the codesign problem by allowing the designer to consider how different quantized edge NNs
handle faults. Furthermore, our metrics provide a way to evaluate fault tolerance alongside
performance, resource usage, and power consumption, which can result in hardware accelerators
that are smaller, more performant, and more resilient. For instance, the ECON-T uses triple
modular redundancy (TMR) to protect the NN weights against faults [8§1]. TMR is effective but
incurs a 200% overhead [22, 185], which is particularly costly when every resource counts in
ECON-T’s 4 mm? area budget. Many interesting design tradeoffs emerge when considering fault
tolerance: Can one TMR a subset of the parameters to optimize the NN architecture in another
manner? Which computation and data are the most important to protect against faults? How
does quantization affect the NN’s fault resilience? How do different NN architectures compare
with respect to accuracy, performance, and fault tolerance?

FKeras facilitates fault analysis with hls4ml [60]. hls4ml targets edge ML applications
with low latencies, high throughput, minimal power budgets, and low resource usage [61].
FKeras extends the hls4ml workflow to assess the sensitivity of NN weights to faults, perform
efficient FI campaigns, and facilitate design space exploration that considers fault tolerance
alongside accuracy, performance, and resource usage.

hls4ml designs that target FPGAs/ASICs must satisfy unique requirements uncommon in

other architectures like GPUs and TPUs [98]. First, hlsdml implementations are highly quantized,

Thttps://github.com/KastnerRG/fkeras
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often using unique arbitrary precision fixed-point data types in each NN operation. Second,
hls4ml implementations hold most of their data on-chip, including inputs, outputs, weights, and
internal state. Third, they often operate in high-radiation or safety-critical environments. For
example, the radiation of the ECON-T in the LHC is approximately 1000 that of the radiation
in space. Thus, understanding the potential effects of faults is crucial.

hls4ml accelerators are often heavily quantized to meet stringent performance, power,
and area requirements. Quantization reduces the computational and storage costs and modifies
the sensitivity of computations to faults. QKeras [45] is a tool developed by Google and the
hls4ml community to handle custom hardware data types. QKeras provides drop-in replacements
for NN operations, e.g., from Dense to QDense. FKeras is modeled after QKeras, providing
similar replacements for NN operators (e.g., FQDense). FKeras allows designers to consider
fault tolerance in the context of fixed-point computations.

FKeras includes several bit-level sensitivity metrics, including

1. most significant bits first to least significant bits last (MSB — LSB),
2. the gradient, and

3. the Hessian.

We introduce a new metric based on the Hessian. The Hessian (second-order partial
derivatives) captures the curvature of a NN’s loss landscape, providing insight into how the NN
will react to perturbations to the weights. The Hessian has been shown to capture NN sensitivity
and is useful at quickly quantizing a NN to mixed precision bitwidths [55, 56, 204, 207, 208].
FKeras efficiently calculates the Hessian, which gives a highly competitive ranking in all our
considered networks.

Our findings show that individual bits matter—some bits are more important than other
bits. Within a weight, the importance tends to be monotonic [40], i.e., a more significant bit is
at least as sensitive as a less significant bit, though there are exceptions. We then compare the

relative effect of the bits across the weights using the Hessian or gradient.
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FKeras can guide FI campaigns to inject faults on the most sensitive parameters first. The
sensitivity of the weights is variable; many do not lead to faulty behaviors. Thus, a campaign
should focus on injecting faults into weights that are the most vulnerable to faults. We can
use our Hessian sensitivity metric to determine the most sensitive weights and flip those first.
Fig. 5.9 shows that the Hessian sensitivity metric performs substantially better at guiding the
FI towards faulty behaviors than randomly or statistically injecting faults as prior FI tools and
studies do [57, 111, 159, 162].

We demonstrate the value of FKeras in considering fault analysis in the design space
exploration process for a NN. We perform a design space exploration on three different NN
architectures for the ECON-T autoencoder. We use FKeras to assess the resilience of these
different architectures to faults alongside accuracy, performance, and resource usage. We also
analyze the resilience of an edge convolutional neural network (CNN) trained on CIFAR-10 [107]
that operates also completely on-chip. Our results show that different-sized networks have vastly
different levels of fault tolerance, e.g., a smaller, less accurate NN has more sensitive bits than a
larger, more accurate NN.

FKeras is a tool that helps design fault-tolerant NNs for on-chip inference. The primary

contributions of FKeras are:

* Providing bit-level weight sensitivity metrics tailored for on-chip inference edge NNs.

» Using sensitivity metrics to guide fault injection campaigns that consider the most sensitive

bits first.

* Performing NN architecture design space exploration that considers fault tolerance along-

side traditional optimization criteria like performance and area.
5.2 Related Work

Prior work has sought to understand NN fault tolerance and to develop techniques to

protect NNs from faults, but few have considered edge NNs that are quantized and run on
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Table 5.1. Comparison of FKeras to prior work. If the work presents an FI method and is not a
tool, then we list the Bit Target-ability and Quantization Support as not applicable (N/A).

FI Tool/Method Bit Target-ability Quantization Support FI Speedup Method Sensitivity Metrics

Ares [159] Random Fixed Point/Int No No

TensorFI [112] Single, Random No No No

PyTorchFI [126] Single Integer No No

GoldenEye [130] Single Custom No No

enpheeph [48] Single, Multiple, Random Custom GPU support No

[44] N/A N/A N/A (Heuristic) Gradient

BinFI [40] Single Limited Element-wise binary search No

StatFI [162] N/A N/A Statistical sampling No

FKeras Single, Multiple, Random Fixed Point/Int Metric-guided FI Hessian, Gradient, MSB — LSB

specialized hardware, such as FPGAs and ASICs, completely on chip [129, 130, 194]. As we
review related work, we will point out some of the shortcomings of prior work when their fault
analysis methods are applied to on-chip edge NNs. We then describe how FKeras addresses
these shortcomings.

It is well known that NNs have many redundant parameters [76, 83]. Faults in different
weights are expressed differently, especially depending on the size of the NN, as our results
later show (see Fig. 5.11). Furthermore, the bit position of the weights is important—within
a weight, there is a significant range of effects for the different bits. Our results show that the
most significant bits are the most sensitive, and the least significant bits are fairly insensitive to
faults, as confirmed by prior work [40]. To optimally compress quantized NN, it is crucial to
have a bit-level understanding of faults, especially when we want to run an edge NN entirely on
chip. Thus, we develop FKeras to quantify the fault tolerance of an hls4ml edge NN for on-chip
inference.

Tab. 5.1 compares FKeras to prior work. It categorizes FI tools and methods based on if
a tool targets single or multiple bits or randomly selects bits to fault inject (Bit Target-ability), if
a tool supports different data types for quantized NNs (Quantization Support), if a tool/method
presents a way to speedup a FI campaign (FI Speedup Method), and if a tool/method introduces

any sensitivity metrics (Sensitivity Metrics). Next, we elaborate further on prior work.
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5.2.1 Assessing NN Resilience

Researchers have studied the resilience of NNs to identify silent data corruptions (SDCs)—
soft errors that lead to incorrect NN output [111, 185]. They take three primary approaches: fault
injection (FI) campaigns, heuristics, and ML modeling [129, 135, 185].

FI campaigns simulate a fault either in software [40, 111, 126, 130, 142, 145, 159] or
hardware [69, 159] and run a number of inputs through the NN to assess performance. Such
campaigns are computationally expensive because they must simulate an enormous amount
of faulty scenarios, especially when considering the thousands to millions of parameters and
operations present in an NN [185]. Researchers have developed methods to accelerate fault
injection campaigns [40, 69, 129]; however, many of their evaluations are often limited to NNs
that rely on off-chip memory accesses, meaning they assume the weights are fully protected
by error correction codes (ECC) or parity and thus only study the effects of faults to NN
activations [15, 40, 113]. FKeras instead focuses on a fault model that targets NN weights that
fully reside on chip, where ECC or parity bits require extra resources, which is costly when most
resources are preciously devoted to implementing the edge NN.

Researchers have also developed heuristics that measure NN sensitivity through charac-
teristics such as the gradient [44, 127] or how errors propagate through a model [170]. Since
heuristics are naturally lossy, they are less accurate than FI campaigns, but significantly cheaper
to run. They trade some accuracy for speedup.

Researchers have further developed ML models to predict which bits in a NN are mostly
likely to induce faulty output [36, 186, 187, 215]. These methods extract salient features of NNs
relevant to fault analysis and train a machine learning model to predict the faulty parts of the
NN on a relatively small amount of ground truth data. While these models are fairly accurate,
they are expensive to scale up because they need to train a new ML model for each new NN they
want to evaluate.

Researchers have created a fault injection method called BinFI [40], which relies on the
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monotonicity of the bit order, i.e., higher order bits are at least as sensitive as lower order bits, to
reduce the number of faults to inject by performing a binary search within each NN output. This
is an effective approach because they reduce the search space by O(log(n)) per NN output where
n is the number of bits representing the output. However, our results show that this assumption
of monotonicity leads to false negatives, as seen in our results in Sec. 5.4.2.

Researchers have looked into statistical fault injection [162], which we call “StatFI”, to
reduce the FI search space of a NN’s weights. However, StatFI is primarily effective in reducing
the search space because it relies on how flipping bits in float32 format leads to large changes in
the magnitude of the weights, as previously discussed in Sec. 5.1. Based on this information,
StatFI selects a subset of the bits in each bit position, e.g., MSB, in each layer to randomly flip.
These large changes in magnitude do not occur with low-precision fixed-point data types because
the range represented is considerably smaller. Our results show that StatFI fails to identify many
sensitive bits. It is not as effective as any of FKeras’s sensitivity metrics when considering
low-precision quantized NNs for on-chip inference. This is because StatFI is selecting which bits
to flip in each bit position in each layer randomly, whereas FKeras’s metrics are selecting which
bits to flip using the Hessian for instance, which captures how sensitive a given NN’s parameter
is to faults (see Fig. 5.8). We present a more detailed comparison later in Sec. 5.4.2.

In response to these shortcomings, FKeras provides a bit-level ranking using the Hessian
matrix of second partial derivatives of the loss function to identify the most crucial weights and
bits. The Hessian reveals how sensitive a weight is to faults. As a result, FKeras’s Hessian-based
bit-level ranking uses fine-grained information on a NN’s sensitivity, rather than more coarse-
grained approaches that rely solely on bit order monotonicity or statistical sampling that do not
translate as well to quantized, on-chip edge NNs. Even more, FKeras presents the opportunity to
combine the FI campaign with a sensitivity metric and guide the campaign to search for more
sensitive bits first. FKeras combines the monotonicity of the bit order with its Hessian sensitivity
metric to rank the most significant bits based on its Hessian sensitivity score first before doing

the same for each lower order bit. Our results show this bit-level Hessian metric can identify
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the most sensitive parameters with high accuracy, and thus serves as a valuable guide for FI

campaigns.

5.2.2 Optimizing NN Resilience

Prior work has taken several approaches to protect NNs and optimize said protection.
Some proactive approaches, such as fault-aware training [22, 149, 150, 174, 213], prevent faults
by training the weights themselves to be more resilient. Other approaches are more reactive,
including DMR and TMR [81, 179], selective DMR/TMR [22, 105, 117, 129], and activation
clipping [39, 91]. Activation clipping is an attractive and inexpensive option. It involves profiling
the model to capture what the numerical range of the activations should be and then clipping
an activation if it falls outside the range due to faulty hardware. It is particularly effective at
protecting float32 NNs as the range of float32 values is very large. However, this is less effective
in quantized models because quantized data types, like int8, naturally clip the activations [129].
hls4ml networks are usually heavily quantized, making activation clipping not an option. Prior
work [22, 129] also combines a number of these techniques to improve error coverage while
minimizing protection overhead costs.

FKeras can help determine how to best protect NN weights, which is especially important
for edge NNs that run fully on-chip. As we show in our experiments (Sec. 5.4), certain bits are
much more sensitive to faults than others. Protecting only those most sensitive bits can reduce
the overhead of fault-tolerant mitigation. For example, our results show that it is possible to
selectively perform TMR on the ECON-T weights with minimal effect on the encoder’s resilience
to faults. We can use the FKeras sensitivity metrics to find the most important bits to protect,

which is especially valuable when resources are precious for on-chip inference.

5.3 FKeras

NN are often over-parameterized, and not all weights are equally important [76, 83],

which indicates that some weights are more sensitive to faults than others. FKeras is a codesign
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tool for designing fault-tolerant NNs in hls4ml. It provides a sensitivity score that ranks the NN
parameters based on their sensitivity to faults and supports modeling single- and multiple-bit
fault injection campaigns on NN weights. FKeras can use the sensitivity score to speed up fault
injection campaigns by quickly and accurately identifying the most important NN parameters.

FKeras is also valuable for NN co-design problems for applications that require fault tolerance.

5.3.1 NN Sensitivity Scores

To analyze NN sensitivity, we want to understand how a NN performs under faulty
conditions, e.g., bit flips in the weights. Previously, researchers have used the gradient as a metric
to capture a NN’s resilience to faults [44, 127]. A NN’s gradient with respect to the parameters
1s a vector of size n, defined as

aL

FT] eR (5.1)

where L is the NN’s loss function and 6 represents the n parameters of the NN. The gradient
provides information about the steepness of the loss function.
The Hessian matrix H describes the steepness and curvature, providing additional insight
into the NN behavior. It is an nxn matrix of the second-order partial derivatives of the loss L:
H— % c RN (5.2)
The Hessian captures the local curvature of the loss function, as it shows the rate at which the
gradient changes. The local curvature of the loss reflects the sensitivity of a NN’s parameters [56,
208]. A steep curvature around a given parameter indicates that it is highly susceptible to noise.
Perturbing this parameter even slightly will result in significant changes to the loss, implying that
the model will behave worse and lead to incorrect output. Conversely, a relatively flat curvature
around a given parameter indicates that it is insensitive to noise. Small perturbations to it will
result in minimal changes to the loss, i.e., the model’s behavior remains about the same. Since

the Hessian models parameter sensitivity, researchers have relied on it to successfully quantize
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NN to mixed precision [32, 56].

Despite how valuable the Hessian is, it is not commonly used because of the mis-
conception that computing Hessian information for a large NN is infeasible, given that it
requires ¢ (n”) memory [208]. However, extracting the Hessian eigenvalues and eigenvectors
takes ¢'(n) memory in & (n) time using techniques from randomized numerical linear algebra
(RandNLA) [16, 58, 131, 189]. The eigenvectors and eigenvalues capture the relevant Hessian
information.

FKeras provides a Hessian-based sensitivity score for each bit of every NN weight. The
sensitivity score provides a quick and accurate method to assess the fault tolerance of an NN. This
allows us to speed up fault injection campaigns and perform codesign considering fault-tolerance
as a constraint.

FKeras uses the power iteration method to compute the top k eigenvalues and eigenvectors
of the Hessian in &'(n) time, where n is the number of parameters [208]. Based on these k

eigenvalues, we compute a parameter score:

k
H =Y L(vi-0)v;eR" (5.3)
i=1

1

where 4; is the ith eigenvalue, v; is the ith eigenvector, and 6 is a vector representing the model
parameters (of which there are n). The parameter i sensitivity score aims to identify which
parameters contribute most significantly to the Hessian by weighting it by the eigenvalue along
the most sensitive direction (eigenvector). Fig. 5.1 visualizes how we compute our Hessian score.

We sort the parameters’ most significant bits (MSBs) by the parameter sensitivity score
to get a bit-wise ranking. Then, we do the same for the parameters’ ith MSB until we reach the
least significant bit (LSB). We sort from MSB to LSB, where we consider MSBs to be the most
sensitive bits because they cause the most significant perturbation in the weights of the NN when
flipped (based on a twos-complement representation).

FKeras also provides a sensitivity score based on the gradient. This works in a similar
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Figure 5.1. How to compute our Hessian sensitivity score. We compute our Hessian sensitivity
score using the top k eigenvalues and eigenvectors of the Hessian, where A; is the ith eigenvalue,
v; is the ith eigenvector, and 6 is a vector representing the model parameters (of which there are
n). For instance, for i = 1, we multiply the top-1 eigenvalue A; with the dot product of top-1
eigenvector v} and the parameters 6. We then njultiply this constant result element-wise with the

top-1 eigenvector v; to get the Hessian score H; based on the top-1 eigenvalue and eigenvector.

We then sum these top-k Hessian score vectors together to get the final Hessian score H "eR"
such that H/Gi is the Hessian score for the ith parameter 8;. We rank our weights based on this
score, where a higher score means the weight has higher sensitivity to faults. Then we rank all
of the MSB’s by the weight sensitivity score, then the second MSB’s, and so on to form our
Hessian bit-level ranking.

manner as the Hessian, but instead uses the gradient value from Equation 5.1 and sorts the bits
from MSB to LSB in a similar manner as the Hessian.

FKeras can compute the Hessian trace in O(n) time, where n is the number of parameters,
using the Hutchinson method [208]. FKeras provides the trace per layer so the user can compare
the layer sensitivity. A higher trace implies that a layer is more sensitive to faults and other

weight perturbations.
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5.3.2 Fault Model

Different environments have different fault rates. For example, at the LHC, high energy
physicists expect a fault to occur in their NN hardware every 15 seconds whereas in data centers,
system administrators expect faults to occur once every few thousand events [53, 92]. Thus, we
want to model these fault rates using a fault model, which describes how often a bit flip occurs.

A designer can use FKeras to perform experiments on two kinds of fault models: the

single-bit flip model and the multi-bit flip model.
Single-Bit Flip Model

A common fault model is the single-bit flip model [69, 111, 129], which represents the
case when only one bit flips at a time. The single-bit flip fault model can be applied to NN
weights, activations, both, or at an even finer grain [88]. We limit our scope to only the weights
of a NN, as motivated by the hardware implementations of on-chip inference for edge NNs. In
particular, our fault model is motivated by the ECON-T’s ASIC hardware implementation, as
seen in Fig. 5.2. In this diagram, we see that the entire NN is implemented fully on chip, and
inference completes in a single cycle. Faults in the activations only affect a single inference,
whereas faults in the weights will affect billions of inferences before the weights are refreshed

every four hours [81]. Thus, we focus our fault model on bit flips in the NN weights.
Multi-Bit Flip Model

We also consider a multi-bit flip fault model to represent high radiation conditions. This
is motivated by our running example—the ECON-T autoencoder ASIC operating in the LHC
HGCal [81], as seen in Fig. 5.2.

The multi-bit flip model for the HGCal expects ~0.06 bit flips per ECON-T per second,
or one bit-flip every 15 seconds for an individual ECON-T chip. Particles go through the HGCal
detector at a rate of 108 particles / cm? /second [70]. However, not every particle will flip a bit.

The rate at which any single ECON-T flip-flop will get hit depends on a number of factors,
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Figure 5.2. ECON-T ASIC hardware design and fault model. The ECON-T ASIC is designed
to run inference completely on chip in a single cycle. The weights are thus the most vulnerable
to bit flips caused by high-energy particle strikes because they persist over billions of cycles
before getting refreshed every four hours; whereas, the activations last a single cycle only.

such as the material (silicon) and the ASIC technology node (65 nm). Moreover, the ECON-T’s
weights are refreshed every four hours. Thus, we define our multi-bit flip model to expect 960

bit flips when there is no fault protection in between the weight refreshes.

5.4 Experimental Evaluation
This section describes the experimental setup and results.

5.4.1 Experimental Setup

We demonstrate how FKeras can efficiently analyze a NN’s fault sensitivity by perform-
ing experiments on CIFAR-10 [107] and an HGCal dataset. CIFAR-10 is a popular image
classification dataset. The HGCal dataset contains vectors of high-energy particle collision
sensor data. We use FKeras to understand the fault tolerance of four different models: (1) an
edge CNN trained on CIFAR-10, specifically hls4ml’s submission to the MLPerf Tiny Inference
Benchmark [27], (2) a medium ECON-T NN, (3) a large ECON-T NN, and (4) a small ECON-T
NN.

The three Pareto-optimal ECON-T models (Small, Medium, and Large) represent trade-

offs between model accuracy and size. All ECON-T models were trained on the HGCal dataset.
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We evaluate model performance using Earth mover’s distance (EMD), a distance measure be-
tween two probability distributions [160]. In our case, the EMD measures the distance between
the encoder’s input energy readings and the decoder’s outputs, respectively. Lower EMD is better
and an EMD of 0O indicates the autoencoder is lossless. The three models were found using a
Bayesian optimization neural architecture search. We used HAWQ-V2 [55] to quantize the large
and small models (the medium model was hand-tuned from prior work). Fig. 5.3 provides details
on the NN topology and quantization for the three ECON-T NNis.

ECON-T Medium is the model described in the paper by Di Guglielmo et al [81] - a 2D
convolution layer followed by a dense layer using a 6-bit arbitrary precision fixed point data type.
It balances between accuracy and model complexity. ECON-T Medium has 2 120 weights (180
for the convolution and 1940 for the dense layer) for a total of 12720 weight bits.

ECON-T Large has the same two-layer structure but larger convolution and dense layers.
ECON-T Large uses a 5-bit arbitrary precision fixed point data type in the convolution layer
and a 7-bit arbitrary precision fixed point data type in the dense layer. ECON-T Large has 800
weights in the convolution layer, 8 192 weights in the dense layer for 61 344 total weight bits.

ECON-T Small has two dense layers both using an 8-bit arbitrary precision fixed point
data type. It has 1280 weights and 10 240 total weight bits. The first dense layer is 64 x16 and
the second is 16x 16. There are 10240 total weight bits.

The final benchmark is the hls4ml CIFAR-10 submission to the MLPerf Tiny Inference
benchmark [27]. It uses a two-stack model with no skip connections (five convolutional layers
with 32, 4, 32, 32 and 4 filters, kernel size of 1, 4, 4, 4, and 4, and strides of 1, 1, 1, 4, 1,
respectively). It achieves an accuracy of 83.1%.

We used FKeras to perform the single- and multi-bit flip fault injection campaigns. We
conduct all of the fault injection campaigns on Google Cloud’s c3-highcpu-88 compute engine
which utilizes an Intel Sapphire Rapids with 88 vCPU, 44 cores and 176GB of memory. We first
generate oracles for the single-bit fault models by exhaustively performing single-bit flips on

the weights and determining their effect. We create the single-bit flip oracle for CIFAR-10 by
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Figure 5.3. A layer-by-layer overview of the three ECON-T models. Each box represents a
layer in the given model. At the top of a box, we list what kind of layer it is, e.g., Dense or
Conv2D. Within a box, we list details about each layer, namely the size of the kernel, the number
of biases, the total number of weights, and quantization information on how each weight is
quantized to fixed point according to QKeras. For example, a quantization scheme of Total:
8, Integer: 1, Keep Negative: True means there are a total of 8 bits, one of which
represents the integer portion. When Keep Negative is True, the value is signed, and this sign
bit is stolen from the fractional portion. Thus, out of a total of 8 bits, one bit represents the sign
bit, one bit represents the integer part, and the remaining six bits represent the fractional part.

flipping a parameter bit and evaluating the model on 8 313 test images. This is a subset of the
10 000 images provided by the test dataset. This subset only includes the images that the CNN
correctly classifies under non-faulty conditions. If flipping a bit causes the model to mispredict
an image, we classify that bit as sensitive. To generate the single-bit flip oracle for the HGCal
dataset, we flip a bit and evaluate the model on 20 000 validation inputs. We classify a bit as
sensitive if flipping it causes the model error to exceed the average non-faulty model error.

We perform our multi-bit flip experiments on the ECON-T Medium model. The extremely

high-radiation environment of the HGCal makes the ECON-T models subject to multi-bit flips.
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We flip 960 random parameter bits and evaluate ECON-T Medium on 20 000 validation inputs.
We perform this process 14 000 times for the baseline ECON-T model, which corresponds to a
98% confidence level with 1% confidence intervals. This 14 000 sample size was determined

based on a statistical model defined by [110].

5.4.2 Single Bit Flip Results
ECON-T Medium Model Resilience

We perform the first set of experiments on the ECON-T Medium Pareto autoencoder.
Fig. 5.4 shows the fault sensitivity of the encoder’s parameter bits. The first 180 weights
correspond to the encoder’s convolutional layer, and the remaining weights correspond to the
encoder’s linear layer. The bit index is the index of the bit that was flipped, where bit O is the
sign bit, bit 1 is the integer bit, and bits 2-5 are the fractional bits. As expected, the sign bit and
integer bit create the largest changes in the magnitude of the parameters, so those bit flips lead to
higher EMDs. The non-faulty model has a non-zero EMD whose value is 1.10. Overall, 63.5%
of the bits exceed the baseline EMD.

Not surprisingly, the largest EMD values, corresponding to most faults, occur when faults
are induced on the most significant bits. The MSB (Bit 0) visually has higher EMD values than
the other bits. The LSB (Bit 5) barely has any visibly discernible change from the baseline
EMD value. This is not surprising, and this monotonicity has been used previously to guide fault
injection campaigns [40].

The first 180 weights correspond to the convolutional layer; the remaining 1940 weights
are for the dense layer. Faults in the convolutional weights generally lead to more errors than
faults in the dense layer. This is especially visible in the MSB. There are a lot of weights in the
dense layer where a fault does not induce any additional error, and some in the convolutional
layer. The variability of the EMD across bits of the same significance can vary greatly. For

example, many of the dense layer Bit O weights have high EMD, but many have low EMD.
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Figure 5.4. The average EMD for the ECON-T medium Pareto NN under a single-bit fault
model. The x-axis corresponds to the NN weight. The y-axis represents the bit index of the
weight where 0 is the MSB and 5 is the LSB. Note that the top heatmap reports the average EMD
over all weight bits whereas the bottom heatmap only reports the average EMD for the first 600
weight bits (NN weights 0 - 100).

Sensitivity Ranking Accuracy

Our second set of experiments evaluates the ability of the Hessian and gradient to provide
a bit-level sensitivity ranking. In particular, we aim to understand how well the model error (e.g.,
EMD) is captured by the Hessian and gradient sensitivity metrics from Sec. 5.3.1. We calculate
these two bit-level metrics for the ECON-T Medium Pareto model and compare them with the
single-bit fault EMD values from the experiments in the previous section.

Fig. 5.5 compares the EMD values versus the Hessian and gradient bit-level sensitivity
ranking values. We separate out the rankings by bit, i.e., the first column is the MSB, and the
sixth column is the LSB. These match the bit indices from Fig. 5.4. The first row plots the EMD
(y-axis) against the Hessian ranking (x-axis) for each of the bits.

Generally speaking, we want a metric that ranks the weights that cause little change in

EMD lower than those that have a higher change. Consider the Hessian MSB (bit 0) shown in
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Figure 5.5. A comparison of the normalized EMD (y-axis) versus the normalized Hessian and
gradient sensitivity metrics (x-axis). The first column is the most significant bit and is ordered to
the least significant bit in the sixth column.

the upper left plot. The EMD values of the lowest-ranked bits ranked are generally very small.
After that, the EMD generally increases though there are certainly outliers. The Spearman’s rank
correlation coefficient p = 0.508 shows a high correlation between the Hessian ranking and the
EMD. In the Hessian LSB (upper right figure), almost all bits have a very small EMD; thus, the
ranking is somewhat arbitrary (p = 0.098). The major takeaway is that the more significant bits
matter more. and the errors in the least significant bits have relatively little effect on this model.
The first three significant bits cause the most faults, whereas faults in the least three significant
bits induce little error.

The second row plots the EMD against the gradient sensitivity ranking. For this model,
the Hessian performs better than the gradient in the most significant bits. The performance of the
least significant bits is less important since they induce few errors.

The Hessian and gradient are measures of the loss landscape that provide valuable insight
into how the NN behaves with respect to the different weights. The Hessian and gradient provide
a metric to compare different weights. They do not have the ability to rank individual bits across
those weights. Our Hessian and gradient metrics rank the most significant bits highest (Bit 0),

followed by the second most significant bit (Bit 1), all the way down to the least significant bit
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(Bit 6 in this case). This is not ideal, and a better bit-level ranking can be achieved by mixing bits
of different significance. This is clearly shown in Fig. 5.5. Some bit 1 EMD values are higher
than the bit O values in the ECON-T Medium model. Some bit 2 EMD values are higher than bit
1 and bit 0, and so on. Those bit 1 variables should be ranked higher by the sensitivity metric,
and both of our metrics do not allow for this. We believe that a similar approach to BinFI [40],
which attempts to find the inflection point within a weight, could lead to a productive metric.
We leave that as future work. However, the ranking of MSB to LSB works well as a first-order

approximation. We compare the benefits in the next set of experiments.
Sensitivity Metric Comparison

Our next set of experiments aims to understand how different metrics perform at identi-
fying the bits most sensitive to single-bit faults. We use four different models—three different
ECON-T autoencoder models and a CIFAR-10 edge CNN, specifically hls4ml’s submission to
the MLPerf Tiny Inference Benchmark [27]. We compare the abilities of four metrics to rank
the weights: random, MSB to LSB, Hessian, and gradient. Random picks a bit at random. MSB
to LSB selects the most significant bits first, followed by the second most significant bit, all the
way to the least significant bits. The bits are selected in the weight index provided by Keras after
flattening a layer’s weight matrix, e.g., the ECON-T Medium NN has the weight ordering shown
in Figure 5.4. Hessian uses the Hessian-based sensitivity score as computed in Equation 5.3.
Gradient uses the parameter’s gradient value from Equation 5.1 and sorts the bits from MSB to
LSB in a similar manner to Hessian (see Section 5.3.1).

We compare the ability of these metrics to predict the sensitivity accurately. Fig. 5.6
shows the Spearman’s rank correlation coefficient p for the four different models. The results
compare the four metrics and an Oracle (a perfect ranking derived from the brute-force single-
fault experiments) to predict the bit sensitivity. The p values are shown for all the bits, followed
by them being broken out into the individual bits in order of most significant to least significant.

As expected, the random ranking has a near zero correlation, and the oracle has a perfect
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Figure 5.6. The ability of four sensitivity metrics (random, MSB to LSB, Hessian, and gradient)
to rank the bits whose faults induce the most errors. Spearman’s rank correlation coefficient p is
provided for all the bits in the first column and then broken down by individual bits from most to

least significant.
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Figure 5.7. The magnitude of the error vs. the number of bits flipped for the four NN models.
The three ECON-T models use cumulative AEMD, where AEMD = |EMDy;gip, — EMDpon-faulty|
as the error measure and the CIFAR-10 CNN uses the cumulative number of mispredicts. In both
cases, larger indicates more errors. Each model plots five ranking metrics which attempt to order
the NN weight bits from those to contribute most to error to those that contribute little or nothing
to the error.

correlation across all the models. The Hessian is consistently the best, especially in the more
significant bits. The gradient also provides good performance close to the Hessian but clearly
lower in most cases. The MSB to LSB ranking performs quite well and provides a relatively
simple way to consider bit sensitivity, e.g., for a fault injection campaign.

Next, we consider the relative magnitude of the error and not just the relative ranking.
Fig. 5.7 shows the results of an experiment that plots the cumulative error when ranking the
sensitivity of the weight bits. A larger error indicates that flipping that particular bit increases
the error of the overall model. The error measure depends on the model. The three ECON-T

autoencoder NNs use EMD for error. Recall that EMD is a measure of error where larger indicates
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worse autoencoder performance. The CIFAR-10 CNN uses the number of mispredictions for the
error where larger indicates more error.

Consider first Fig. 5.7a that plots the cumulative AEMD versus the number of bits flipped
for the four metrics and an oracle on the ECON-T Medium Pareto NN. The oracle is the optimal
or best-case ranking calculated from the brute-force single-fault experiments (e.g., from Fig. 5.4
for ECON-T medium). The oracle ranks the bits with the largest mean AEMD first. The
cumulative EMD provides the difference between the faulty model EMD and the EMD of a
model with no faults. The EMD for the non-faulty model is 1.100. The cumulative AEMD for
the oracle results quickly approaches the maximum cumulative AEMD of 57.37. Only 63.5%
(8080/12720) of the bits are sensitive, i.e., they have a nonzero AEMD. The remaining 36.5%
do not affect the autoencoder EMD.

The random metric is the worst of the metrics showing that chance alone provides roughly
an equal chance of guessing the bits that contribute most to the EMD. MSB to LSB performs
significantly better than random. This shows that the bit order matters. The most significant bit
has the lion’s share of the cumulative AEMD (40.91 of the 57.37). The impact on AEMD falls
quickly; weights from last few significant have little effect on the EMD. Hessian and gradient
both perform better. Hessian does perform better at ordering the MSB weights with Hessian
being slightly better as indicated by the separation between the two lines. In particular, Hessian
is more accurate for the first 2 120 bits (corresponding to the weights of the most significant
bit). The subsequent bits are approximately equal between Hessian and Gradient. These bits
contribute less to the overall EMD and thus are overall less sensitive.

It is interesting to compare the difference between the random and oracle on the three
ECON-T NNs. ECON-T Small NN (Fig. 5.7¢) has a much smaller spread due to the fact that the
model is smaller and all of the weights are more sensitive. Conversely, the spread in the large
ECON-T NN (Fig. 5.7b) is the largest of the three. The large model has a small percentage of
sensitive weights as indicated by the steep initial slope of the Oracle. In other words, the vast

majority of the weights are insensitive to faults, which is not surprising given that the model has
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many more weight bits. The ECON-T large NN has 61 344 weight bits compared to ECON-T
medium (12720 weight bits) and the ECON-T small (10240 weight bits).

CIFAR-10 is a different classification problem with a different error measure. Thus, the
results are not as easily comparable as the three ECON-T NNs. Overall, CIFAR-10 is the largest
model with 459 520 weight bits. The fairly steep initial slope of the Oracle indicates that most of
the sensitivity resides in a small number of bits. However, there is a relatively long tail, e.g., more
similar to ECON-T medium Pareto NN. The relatively large separation between the Random and
Oracle indicates that the bit sensitivity is not easy to predict. Hessian generally performs best in
determining the most sensitive bits.

In Fig. 5.8, we compare the cumulative AEMD and mispredicts with state-of-the-art
work in fault injection: BinFI [40] and StatFI [162]. To recap Sec. 5.2, BinFI performs a binary
search within each value in the NN to find the bit that is the “inflection point,” wherein all
the bits more significant than it are considered sensitive to faults. BinFI calls this the silent
data corruption (SDC) boundary. While BinFI applies this technique to the NN activations,
we instead apply it to the NN weights according to our fault model. Since BinFI performs a
binary search to find the SDC boundary, we first plot the actual bits BinFI flips during the binary
search, which we call BinFI (Actual Bits Flipped). The SDC boundary implies that all the bits
more significant than it are also sensitive. We plot the actual bits flipped plus these implied
sensitive bits as BinFI (Actual+Implied Bits Flipped). BinFI does not specify the order in which
to search the NN values, so we flip them in the order they appear in the NN. StatFI introduces two
fault injection methods for finding the sensitive NN weight bits: data-aware and data-unaware.
StatFI statistically determines the sample size of how many bits to flip per weight bit index, e.g.,
the MSB or second MSB, per layer. StatFI (Data-aware) statically measures the changes in
magnitude in each weight that occur from flipping a bit to determine the sample size per weight
bit index per layer. The larger the magnitude change the higher the sample size will be and vice
versa. StatFI (Data-unaware) does not rely on changes in magnitude and selects the same sample

size per weight bit index per layer. StatFI randomly sample based on the determined sample
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Figure 5.8. Comparing the magnitude of the error vs. the number of bits flipped for the four
NN models with state-of-the-art fault injection methods BinFI [40] and StatFI [162]. The three
ECON-T models use cumulative AEMD as the error measure and the CIFAR-10 CNN uses the
cumulative number of mispredicts. In both cases, larger indicates more errors. Each model plots
six ranking metrics which attempt to order the NN weight bits from those to contribute most
to error to those that contribute little or nothing to the error. In particular, we compare our own
Hessian metric to BinFI’s and StatFI’s bit flips.
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size, 1.e., they do not specify the order in which to flip bits. We thus order them MSB to LSB, as
StatFI provides a list of bits to flip per MSB, second MSB, etc.

Let us first consider Fig. 5.8a and look at how BinFI compares with the Hessian and the
Oracle on the ECON-T Medium Pareto NN. We find that BinFI (Actual Bits Flipped) is not very
impressive, as expected. BinFI uses each of these bit flips to implicate more bits. As such, BinFI
(Actual+Implied Bits Flipped) performs more impressively in the beginning; however, it begins
to falter after a few hundred bit flips. This is expected because BinFI does not specify an order
in which to search the weights, whereas the Hessian does. By only flipping around half of all of
the NN weight bits though, BinFI (Actual+Implied Bits Flipped) identifies most of the sensitive
bits, as indicated by the dashed vertical line that drops down after ~6 000 bits flipped. It fails to
identify 5% of the sensitive bits (676 out of a total of 8 080). Comparing BinFI (Actual+Implied
Bits Flipped) to our work, the Hessian finds more sensitive bits much sooner in its search. In fact,
for the first ~5 500 bit flips, the Hessian’s bit flips are much more informative, as it finds the
highly sensitive bits early on. Thus from Fig. 5.8a as well as Fig. 5.8b, we observe this tradeoff
of the Hessian finding more sensitive bits earlier in the search versus the BinFI (Actual+Implied
Bits Flipped) finding a majority of the sensitive bits earlier for the ECON-T Medium and Large
Pareto models.

Fig. 5.8c and Fig. 5.8d show more complex trends. In both the ECON-T Small Pareto
(Fig. 5.8¢c) and CIFAR-10 (Fig. 5.8d), we see that BinFI (Actual+Implied Bits Flipped) rises
slowly, as we have seen previously, before exceeding the oracle. This happens because BinFI
(Actual+Implied Bits Flipped) implies multiple bits are sensitive per bit flip whereas the oracle
only implicates one bit based on how we plot it. Clearly, the oracle knows all of the sensitive
bits prior to fault injection (and could reach the maximum cumulative AEMD/mispredicts with 0
bit flips); however, we are interested in understanding the ceiling for theHessian in our oracle.
As such, BinFI (Actual+Implied Bits Flipped) exceeds the best the Hessian could perform for
these two models. This is likely the case because most of the bits in the ECON-T Small Pareto

and CIFAR-10 models are sensitive. 100% of the ECON-T Small Pareto bits and 82.72% of the
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CIFAR-10 bits are sensitive. Thus, these NNs are easier tasks for BinFI—each bit flip is highly
likely to find a sensitive bit. We are not necessarily finding a needle in a haystack the way we are
for ECON-T Large, where only 6.5% of the bits are sensitive. The Hessian is clearly better in
this case (Fig. 5.8b).

However, there is a major caveat with BinFI: the only information we receive on how
sensitive the model bits are is from BinFI (Actual Bits Flipped). As seen in all four charts
in Fig. 5.8, BinFI (Actual Bits Flipped) reveals very little information and has the lowest cumula-
tive AEMD/mispredicts out of all of the methods. We have no way of determining cumulative
AEMD/mispredicts unless we actually flip all the bits plotted by BinFI (Actual+Implied Bits
Flipped). As aresult, it is difficult to determine which bits are a higher priority to protect, which
may be a tradeoff worth considering in the resource-constrained environments of edge NNs.
Overall, BinFI performs well when the lion’s share of a model’s bits are sensitive and poorly
when most of a model’s bits are insensitive.

StatFI performs the worst in all cases in Fig. 5.8. Its statistical sampling is ineffective at
selecting the sensitive bits in a NN. In particular, StatFI (Data-aware) depends on large changes
in magnitude from flipping a weight bit to determine the sample size per weight bit index per
layer. These large changes are more likely to occur in float32 and less likely to occur when
we represent our weights with <8-bit fixed point precision. We therefore observe a large gap
between the StatFI (Data-aware) line and the Hessian line in the ECON-T Medium Pareto
(Fig. 5.8a), ECON-T Large Pareto (Fig. 5.8b), and CIFAR-10 (Fig. 5.8d) models charted. We
would expect either StatFI method to work well for ECON-T Large Pareto, where few of the bits
are sensitive because it was designed to find the few sensitive bits with fewer fault injections;
however, StatFI randomly selects the bits to sample per weight bit index per layer, which is
ineffective. For the ECON-T Small Pareto model (Fig. 5.8c), where 100% of the bits are sensitive,
StatFI Data-aware fails to identify 37% of the sensitive bits, whereas StatFI Data-unaware fails
to identify 5% of the bits. StatFI (Data-unaware) samples more bits, as we see in the pink line

falling down after having flipped more bits than StatFI (Data-aware)’s brown line falling point in
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Figure 5.9. The ability of the sensitivity metrics to find the top k-percentile of the sensitive bits
across the four NN models. The oracle provides a perfect ordering of the bits and thus provides
a best-case result (lower bound).

every case; nevertheless, it fails to find many of the bits, especially for the ECON-T Large Pareto
(Fig. 5.8b), missing 35% of the sensitive bits, and for CIFAR-10 ( Fig. 5.8d), missing 76% of the
sensitive bits. Both the StatFI Data-aware and Data-unaware methods are not sampling cleverly
enough. Since the Hessian captures how sensitive the NN weights are, it easily outperforms both
StatFI Data-aware and StatFI Data-unaware.

Fig. 5.9 provides a different analysis related to the ability of the sensitivity metrics to
find the top-k percentile of the sensitive bits. The Oracle provides a perfect ranking with respect
to the bit’s sensitivity. In other words, the oracle perfectly selects the top-k percentile of the
bits and provides a lower bound (best-case result) for a sensitivity metric. Oracle will not go
to 1.0 on the y-axis when a subset of the bits are insensitive to single-bit faults. For example,

only 63.5% of the bits are sensitive for the ECON-T Medium Pareto NN, only 6.55% of the bits
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are sensitive for the ECON-T Large Pareto NN, 100% of the bits are sensitive for the ECON-T
Small Pareto NN, and 82.72% of the bits are sensitive for the CIFAR-10 NN. Random provides
the other extreme as the top-k bits are randomly distributed through its ranking, and thus the
entire ranking must be enumerated to find the top-k bits for all but the smallest values of k.

For the ECON-T NNs, MSB to LSB performs the worst of the other metrics. Overall,
Hessian is better than Gradient for the ECON-T Large and Small Pareto NNs. Gradient is overall
generally lower (better) than Hessian for the ECON-T Medium Pareto model.

The CIFAR-10 classification task is interesting in that MSB fo LSB performs quite well
overall, while it is the worst sensitivity metric for the ECON-T NNs. The CIFAR-10 NN is a
two-stack ResNet model with five convolutional layers [27]. This is fundamentally different than
the ECON-T models, which have only two layers, especially for ECON-T Small which consists
of only dense layers.

We then compare the top-k percentile performance of the Hessian and the oracle with
BinFI [40] and StatFI [162] in Fig. 5.10. We first compare with BinFI. Let us first focus on
the ECON-T medium model in Fig. 5.10a. To find the top-1 percentile of the sensitive bits, the
Hessian only needs to flip ~18% of the bits, whereas BinFI (Actual+Implied Bits Flipped) must
flip ~41% of the bits, taking longer to find the most sensitive bits. BinFI then drops to O after the
top-15th percentile because it produces false negatives, i.e., it does not find all of the sensitive
bits. The top-k percentile requirement is stringent. If a method fails to identify even a single
bit in the top-k percentile, then we say this method has failed because there is no number of
bits to flip according to that method that will find all of the top-k sensitive bits. We can thus
infer from Fig. 5.10a that BinFI (Actual+Implied Bits Flipped) fails to identify bits beyond the
top 15th percentile, e..g, it misses bits that are quite sensitive (such as in the 20th percentile).
The Hessian provides both weight-level and bit-level sensitivity information to rank weight bits,
whereas BinFI only provides bit-level sensitivity information per weight without any way of
ranking the weights. Therefore, the Hessian is significantly more efficient than BinFI at finding

the most sensitive bits because it captures more sensitivity information. For the ECON-T Large
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Figure 5.10. Comparing the ability of the sensitivity metrics to find the top k-percentile of the
sensitive bits across the four NN models with state-of-the-art fault injection methods BinFI [40]
and StatFI [162]. . The oracle provides a perfect ordering of the bits and thus provides a best-case
result (lower bound).
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Pareto (Fig. 5.10b), the Hessian outperforms BinFI (Actual+Implied Bits Flipped) for the top
10th percentile before BinFI (Actual+Implied Bits Flipped) exceeds the Hessian up until the
top 20th percentile when it falls to 0—once again due to its failure to find sensitive bits. For
ECON-T Small Pareto, the Hessian is the closest to the oracle up until the top 15th percentile
when BinFI (Actual+Implied Bits Flipped) is the better method at finding top sensitive bits,
eventually exceeding the oracle past the top 50th percentile. As previously discussed, this is
due to BinFI (Actual+Implied Bits Flipped)’s implicating multiple bits as sensitive per bit flip,
whereas the oracle only implicates one bit per bit flip. Since all the bits in ECON-T Small Pareto
are sensitive, BinFI (Actual+Implied Bits Flipped) always succeeds in finding a sensitive bit.
Moreover it only needs to flip about half of the bits to identify all of the sensitive bits. This is
due to the easy nature of this task, i.e., when most if not all of the bits are sensitive. We see a
similar pattern for the CIFAR-10 model where BinFI (Actual+Implied Bits Flipped) outperforms
the oracle for a bit around the top 60th percentile before it falls to O due to its failure to identify
all of the sensitive bits beyond the 60th percentile. Note that BinFI (Actual Bits Flipped) always
lies at O for all four NNs because it is primarily flipping bits to implicate other bits in the model
and is thus not good at flipping the most sensitive bits first.

We then compare with StatFI (Data-aware) and StatFI (Data-unaware). For all four
models, both StatFI methods fail to identify any top-k percentile sensitive bits, so all StatFI lines
lie at 0, except for StatFI (Data-unaware) for the ECON-T Small Pareto model (Fig. 5.10c)
which can find the top-1st percentile by flipping 80% of the bits before immediately falling
to 0. Beyond this instance, no number of bits flipped according to StatFI will find some top-k
percentile of the sensitive bits.

Next, we summarize the relationship between model size and the sensitivity of its weights.
Fig. 5.11a plots the number of sensitive bits versus the total number of bits for the three ECON-T
NNs. All of the bits in the ECON-T Small Pareto model are sensitive. As the model size
increases, the number of sensitive bits decreases. The ECON-T Large Pareto model has only

6.55% of its bits sensitive to single-bit faults. Fig. 5.11b show the same three ECON-T models
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Figure 5.12. Distribution of the sensitive bits related to bit position for the three ECON-T NNs.

with respect to the EMD (error) of the non-faulty model. The ECON-T Large Pareto model has
the smallest EMD (0.807), which is expected given that it is more complex. Reducing the model
size increases the EMD (decreasing its performance).

Fig. 5.12 breaks out the number of sensitive bits according to their relative bit position in
the weight from the MSB to the LSB. All models are quantized to a fixed-point representation
such that MSB is a sign bit followed by 1-3 integer bits and some fractional bits remaining. Note
that each model has a different quantization, with ECON-T Small Pareto having 8-bit weights,

ECON-T Medium Pareto having 6-bit weights, and ECON-T Large Pareto having both 5-bit
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and 7-bit weights. In the ECON-T Small Pareto NN, all the bits are sensitive; thus the sensitive
bits are equally distributed across all bit indices. 63.5% of the bits are sensitive in the ECON-T
Medium Pareto NN. The sensitive bits are relatively equally distributed across each bit index
though more reside in the MSB and MSB-1 bit indices. In the ECON-T Large Pareto NN, only
a tiny fraction (6.5%) of the bits are sensitive. The sensitive bits are clustered in the first 3
MSBs out of (at most) 7 bits. Fig. 5.12b shows that when there are sensitive bits in the model,
the majority of them reside in the most significant bits. Moreover, as model size increases, the

percentage of sensitive bits decreases (as shown in Fig. 5.11a).

5.4.3 Multiple Bit Flip Results

We also aim to understand how the NNs respond to multiple-bit faults. Unlike the
previous experiments, where we flip only one bit at a given time, we assume multiple bit flips
are possible. Such scenarios are more likely in high radiation environments as is experienced
by the ECON-T ASICs in the LHC. In particular, we want to understand the resilence of using

protection mechanisms, e.g., using TMR on the NN weights as is done in the LHC [81].
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Figure 5.13. The effect of bit protection on errors for the ECON-T medium Pareto NN.

For this experiment, we assume a multi-bit flip fault model with a variable amount (0%,
32%, 63.5%, and 100%) of protection for the parameter bits. For the 100% protection level, all

parameter bits are protected, which means that none of the attempted bit flips will occur. For the
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63.5% protection level, we protect all of the sensitive bits identified under the single-bit flip fault
model. For the 32% protection level, we protect the top 50% of the sensitive bits identified under
the single-bit flip fault model. For the 0% protection level, we do not protect any parameter bits.
Fig. 5.13 shows that by protecting all of the sensitive bits identified by the single-bit flip fault
model, we can prevent all of the errors induced by the simultaneous multiple bit flips. Even

without protection, a small percentage (13.4%) of the multi-bit flip errors are prevented.

5.5 Summary

We develop FKeras as a tool to assess the fault tolerance of edge neural networks that run
inference fully on chip. FKeras provides several bit-level metrics that can quickly identify NN
weight bits that are most sensitive to faults. We use FKeras to study four different NN models—
three Pareto-optimal models for an autoencoder hardware in the CERN Large Hadron Collider
and an edge NN that performs CIFAR-10 image classification. We show that the sensitivity of
the bits varies greatly across weights and that the Hessian provides a good weight sensitivity
ranking. Additionally, our results indicate that the sensitivity of different bits within a weight can
vary dramatically. Even more, we found that larger, more accurate NNs have signficantly fewer
sensitive bits compared with smaller, less accurate NNs. This raises some architectural codesign
tradeoffs: should we design hardware for a larger, more accurate NN that requires less protection
or a smaller, less accurate NN that requires full protection? How much more resilience can a
larger NN provide at the expense of resource efficiency? FKeras provides valuable insights for
addressing these codesign tradeoffs to design fault-tolerant, quantized NNs for hardware.

Chapter 5, in part, is a reprint of the material as it appears in ACM J. Auton. Transport.
Syst. 1, 3, Article 15 (September 2024). The work in this chapter was done in collaboration
with Andres Meza, Quinlan Bock, Benjamin Hawks, Javier Campos, Nhan Tran, Javier Mauricio
Duarte, and Ryan Kastner. The dissertation author was the primary investigator and author of

this work.
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Chapter 6

PrioriFI: More Informed Fault Injection
for Edge Neural Networks

In this chapter, I improve on FKeras’s Hessian-based fault injection algorithm presented in
the previous chapter. I present PrioriFI, which addresses the shortcomings of FKeras, primarily its
assumption of bit-level monotonicity, that a more significant bit is more fault-sensitive than a less
significant bit. In fact, I demonstrate that there are several exceptions to bit-level monotonicity

across a variety of edge models and datasets.

6.1 Introduction

As machine learning (ML) becomes more capable, it is increasingly used in safety-
critical applications, e.g., autono-mous vehicles [24], healthcare [171], and scientific fields like
high-energy physics and electron microscopy [50]. In these cases, ML algorithms must operate
correctly when encountering soft errors [26]. Mitigating soft errors is important in applications
that operate under harsh conditions [25, 50, 61, 81, 209].

For example, high-energy physicists at the Large Hadron Collider (LHC) plan on de-
ploying tens of thousands of endcap concentrator (ECON-T) ASICs, each running a neural
network (NN) encoder that must complete inference in 25 ns within an area budget of 4 mm? [81].
The ECON-T ASICs operate in the High Luminosity LHC (HL-LHC), which exhibits 1000 x

the radiation in space (see Fig. 6.1) [25]. A particle strike can cause a bit flip in NN weights,
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Figure 6.1. Edge NNs are deployed in high radiation environments. For example, high-energy
physicists want to deploy edge NNs at the High Luminosity Large Hadron Collider (HL-LHC),
which exhibits > 1000x the radiation in space when measured in Total Ionizing Dose (TID) [25].
Edge NNs deployed here will experience a fault every 15 seconds.

resulting in incorrect results. This edge NN must tolerate soft errors from particle strikes while
operating within the given resource and latency constraints.

Edge NNs with tight latency and throughput constraints have unique characteristics,
including heavy quantization and fully on-chip inference. Edge NNs often rely on custom
hardware to meet such strict constraints and use design space exploration (DSE) to tune software
and hardware to meet budgets on power, performance, and resources [27, 156, 168]. For instance,
designers can use parity bits or triple modular redundancy (TMR) to protect their edge NNs—or
no protection mechanisms at all if the edge NN is resilient enough for the given constraints.
As aresult, they need to understand how resilient their edge NN is to design the software and
hardware accordingly. Previous research in NN fault tolerance often assumes that the weights and
biases are stored in memory safeguarded by parity mechanisms [15, 40, 113], which is common
for large NNs that retrieve weights and biases from off-chip memory [128]. Thus, previous
work concentrates on faults in the outputs of NN layers, such as those in pipeline registers and
arithmetic logic units. Yet, edge NNs often run on custom hardware, where designers choose
how to protect their weights and biases, if at all. Since prior work has focused on large NNs

under this fault model, the study of edge NN fault tolerance has been neglected [200].
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Most prior work evaluates NN fault tolerance by performing fault injection (FI) cam-
paigns. FI campaigns simulate faults in software or hardware and then run multiple inputs
through the NN to evaluate its performance. This approach is computationally intensive due to
the need to simulate many faulty scenarios. Earlier work has aimed to reduce the scope of the
search space, with a few that target edge NNs [40, 162]. BinFI [40] performs a binary search FI
campaign that relies on bit-level monotonicity—that a more significant bit is at least as sensitive
as a less significant bit—to reduce the search space exponentially. FKeras [200] uses the Hessian
and bit-level monotonicity to sort the most significant bits (MSBs) of an NN’s weights by its
Hessian ranking first, followed by the same ranking on the second MSBs, and so on.

However, bit-level monotonicity is not a strict rule that holds for an NN’s parameters.
There are many exceptions where a less significant bit is more sensitive than a more significant
bit—not only within a parameter but also across the parameters of a model. For the NNs we
study in this chapter, on average 15% of the NN bits violate bit-level monotonicity within a
weight or bias and 80% violate monotonicity across weights or biases. These exceptions occur
because faults get masked by operations that happen downstream in the NN, such as activation
functions, leading to subpar FI campaign performance. BinFI suffers from falsely identifying
weight or bias bits as sensitive or insensitive when bit-level monotonicity does not hold. FKeras
injects faults in all of the MSBs before lesser significant bits, even though some lesser significant
bits are more sensitive to faults than more significant bits. These exceptions in FKeras’ Hessian
ranking occur even for the least significant bits (LSBs) in the weights.

This chapter shows how to consider the exceptions in bit-level monotonicity during an FI
campaign. The key idea is to use the information gained during an FI campaign to dynamically
prioritize the remaining campaign on the bits likely to be the next most sensitive, avoiding the
pitfalls of assuming bit-level monotonicity.

Our work PrioriFI' is a more informed FI algorithm that evaluates edge NN robustness

by dynamically ranking NN bits based on their fault sensitivity. PrioriFI uses the Hessian for the

IPrioriFI is a portmanteau of “priority” and “FI”, pronounced “priOR-uh-fy.”
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initial weight and bias ranking. Then, during an FI campaign, PrioriFI leverages the information
gathered from each FI to prioritize subsequent FIs on the bits most likely to exhibit high fault
sensitivity. PrioriFI’s goal is to guide FI campaigns to inject faults on the most sensitive weight
and bias bits first because the sensitivity of these parameters is variable. Many do not result in
faulty behavior. Thus, a campaign should focus on injecting faults into the bits most susceptible
to faults. With PrioriFl, designers can quickly evaluate different NN architectures and co-design
fault-tolerant edge NNs.

When deploying NN in high-radiation environments, the traditional power, performance,
area (PPA) tradeoff space found in architecture and systems must expand to include reliability,
a desirable design objective amid soft errors. This creates a PPA-reliability (PPAR) tradeoff
space. PrioriFI is a hardware-software codesign tool that helps designers evaluate where an edge
NN sits in the PPAR space, a key step when designing reliable systems and hardware for NNs.
For example, designers can use PrioriFI to quickly ascertain what level of soft-error protection
they need and whether to apply it at the hardware or system level. On the one hand, they could
selectively apply a hardware mitigation technique only to sensitive NN bits, thereby reducing the
area required for a given hardware design. On the other hand, designers could deploy protection
mechanisms at the system level, such as a selective soft error detection protocol, potentially
reducing detection latency and improving performance. Designers could also pick a model that
is inherently more resilient to errors. This would improve system-level resilience, as different
models have different fault sensitivity, a key result later seen in Sec. 6.4.2 (e.g., only 11% of
ECON-T-L’s bits are sensitive compared with 100% of ECON-T-S’s bits). Designers can only
make such decisions if they understand the sensitivity of their edge NNs first, and PrioriFI
provides them with this data in an insightful way.

We evaluate the effectiveness of PrioriFI in incorporating fault analysis into edge NN DSE.
We assess how PrioriFI performs on NNs trained on two high-energy physics datasets [61, 209]
and the CIFAR-10 dataset [107]. While the scientific datasets represent applications in extreme,

high fault-rate environments, the ML tasks themselves, e.g., classification, are common to many
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other non-scientific, edge applications [18]. By studying these datasets, we show that PrioriFI
works well on scientific edge NNs and takes a step towards generalizing to more standard edge
NN similar to CIFAR-10. For each dataset, we study three NN architectures, namely a small,
medium, and large NN, representing a spread from small, less accurate NNs to large, more
accurate NNs. Our results show that PrioriFI avoids many exceptions to bit-level monotonicity,
identifying more sensitive bits in FI campaigns sooner.

Our primary contributions are: (1) analyzing the shortcomings of relying on bit-level
monotonicity to accelerate fault injection campaigns, (2) introducing PrioriFI? to dynamically
prioritize fault injection campaigns on the most sensitive bits first, and (3) conducting NN
architecture design space explorations that incorporate fault tolerance alongside traditional

optimization criteria such as performance and resource utilization.

6.2 Related Work

Identifying silent data corruptions (SDCs)—soft errors that lead to incorrect NN out-
put [185]—is critical for fault tolerance. Three popular approaches are FI campaigns [129, 185],
heuristics [44, 169, 170], and ML modeling [36, 187]. Few studies have focused on edge NNs
that are quantized and operate on specialized hardware, such as FPGAs and ASICs [194, 200].
Such hardware is critical for low-power sensing applications deployed at the edge. For the few
studies that apply to edge NNs, we identify their limitations stemming from dependence on
bit-level monotonicity. Tab. 6.1 compares PrioriFI with prior work.

FI campaigns simulate a fault either in software [40, 126, 130, 159] or hardware [69,
159] and pass a number of inputs through the NN to assess performance. FI campaigns are
computationally intensive due to the vast number of faulty scenarios that must be simulated,
particularly given the thousands to millions of parameters and operations involved in an NN [185].
Researchers have developed methods to speed up FI campaigns through heuristics, statistical FI,

and more [40, 69, 129].

ZPrioriFI is open-sourced at https://github.com/KastnerR G/priorifi.
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Table 6.1. Comparing prior work to PrioriF1. If the work is just an FI tool, then we note
its No False Positives/Negatives and Dynamic FI abilities as not applicable (). Dynamic FI
means this method uses the information it receives during an FI campaign to guide future FIs in

the campaign.

FI Tool FI Speedup Il\’l(())sf;?\iz Dynamic
/Method Method . FI
/Negatives
Ares [159] X - -
TensorFI [112] X - -
PyTorchFI [126] X - -
GoldenEye [130] X - -
enpheeph [48] GPU support - -
[44] Gradient v X
Aspis [169] Gradient v X
StatFI [162] Statistical X X
sampling
FKeras [200] Hessian-guided FI v X
BinFI [40] Element-wise X v
binary search
PrioriFI (this work)  Priority-guided FI v v

Prior work uses heuristics to determine NN sensitivity through measurements like the
gradient [44, 169] or patterns in error propagation [170]. Aspis [169] uses a first-order Taylor
expansion to rank NN weights by sensitivity. While inherently less accurate than FI campaigns,
heuristics are cost-effective, sacrificing accuracy to achieve faster execution.

Statistical fault injection [162], which we call “StatFI”, reduces the FI search space.
StatFI relies on bit flips that lead to large swings in the weight’s magnitude. Based on this
information, StatFI selects a subset of the bits in each bit position (e.g., MSB) in each layer to
randomly flip. These large magnitude changes occur more frequently in floating point and less in
fixed point, which are more common in edge NNs. Our results show that StatFI fails to identify
many sensitive bits in edge NNs (as seen later in Fig. 6.8).

BinFI [40] relies on bit-level monotonicity, i.e., higher-order bits are at least as sensitive

as lower-order bits, to reduce the number of faults to inject. BinFI performs a binary search
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within each layer output. BinFlI starts by flipping the middle bit first, leading to two outcomes: (1)
if it is sensitive, BinFI assumes all bits more significant than it are sensitive, continuing its binary
search on the remaining lower order bits, or (2) if it is insensitive, BinFI continues its binary
search on the bits more significant than it. BinFI is effective because it reduces the search space
by O(log(n)) per layer output, where n is the number of bits per output. Bit-level monotonicity
generally works for edge NNs, so BinFI can find most of the sensitive bits in an edge NN. But,
as previously mentioned in Sec. 4.1, faults do not always behave monotonically [40]. As we
discuss later in Sec. 6.3.2, there are many exceptions to bit-level monotonicity—where a lower
order bit is more sensitive than a higher order bit. In fact, our results show that for the nine NNs
we study, on average 80% of the NN parameter bits violate bit-level monotonicity across weights
and 15% of the bits violate bit-level monotonicity within a weight. Such violations lead BinFI to
incorrectly identify bits as sensitive (false positives) or insensitive (false negatives), as seen later
in Tab. 6.6.

FKeras [200] provides various metrics to rank weight bits by fault sensitivity, guiding FI
campaigns to target the most sensitive bits first. FKeras’ best sensitivity metric uses the Hessian>.
FKeras’ Hessian ranking speeds up FI campaigns but has subpar performance. Although the
Hessian is effective at ranking the weights, it does not know their binary representation, so it
cannot inform the relative sensitivity of the bits. FKeras thus relies on bit-level monotonicity to
sort the individual bits of the weights. FKeras sorts all of the MSBs by Hessian weight ranking,
followed by the second MSBs by the same weight ranking, and so on. But, there are many
instances when a second MSB is more sensitive than a MSB—both within a weight and across
weights (as seen in our results Fig. 6.2). These exceptions to bit-level monotonicity explain why
FKeras’ bit-level ranking is not as good as it could be.

In response to these shortcomings, PrioriFI provides a bit-level ranking that combines

the Hessian with information learned during an FI campaign. The key idea is that information

3FKeras efficiently computes the Hessian eigenvalues and eigenvectors, taking ¢(n) memory in &(n) time,
where n is the number of NN parameters, by using techniques from randomized numerical linear algebra [208].
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gained during an FI can guide the remainder of the campaign, avoiding the limitations of bit-level
monotonicity. Our results show that PrioriFI identifies the most sensitive weight and bias bits

with high accuracy and is thus a more effective FI algorithm (as seen later in Fig. 6.8).

6.3 PrioriFI

PrioriFI is a more informed fault injection algorithm for edge NNs. PrioriFI uses the
Hessian and bit-level monotonicity to provide an initial parameter ranking. Then during an FI
campaign, PrioriFI uses the sensitivity results it previously collected to guide the campaign to
avoid the exceptions to bit-level monotonicity. This section defines the fault model and our
sensitivity metric. Then, we describe the limitations of assuming bit-level monotonicity in an

NN. Finally, we provide algorithmic details of PrioriFI.

6.3.1 Fault Model

The single-bit flip model, which simulates scenarios where only one bit flips at a time, is
widely used [40, 69, 129]. This fault model can be applied to NN weights, biases, activations,
and even at finer granularity [88]. Since many edge NNs execute fully on-chip and require
custom hardware, our study focuses on bit flips in NN weights and biases, as designers must
consider how to protect them.

Given this fault model, we want to determine which NN weight and bias bits are sensitive
to faults. Some bits are more sensitive than others, meaning flipping them results in significantly
worse model performance than flipping others. Some bits are not sensitive, i.e., flipping them

leads to correct results. Thus, we want to measure the different levels of fault sensitivity.
NN Sensitivity Metric

We define a sensitivity metric to measure which bits are more sensitive than others.
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Definition 1 (Sensitivity Metric AC)

AC = max(afauhy - 6faultle357 O) 6.1

C is the cost of NN execution, C faulty IS the average cost with an FI, and 6faultless is the average
cost without an FI. Thus, when flipped, a sensitive bit results in AC > 0, and an insensitive bit

results in AC = 0, i.e., no cost to faulty NN execution.

We determine C based on the NN’s task at hand. For example, for classification tasks, C
is the number of mispredicts. Given X, the correctly classified samples from the NN’s validation
dataset, we have Vx € X, Crauisiess (x) =0, s0 ffaul,lm = 0. In other words, a sensitive bit leads

to worse model performance when flipped.
Oracle

We perform an exhaustive FI campaign using the fault model and sensitivity metric to
provide an Oracle. The Oracle knows the sensitivity metric value for every NN weight and bias
bit when flipped. To generate the Oracle, we use FKeras’s [200] FI capabilities to exhaustively
perform single bit-flips for each NN (more details in Sec. 6.4.1). We use the Oracle to describe
the limits of bit-level monotonicity (Sec. 6.3.2) and to evaluate the performance of PrioriFI

(Sec. 6.4).

6.3.2 Limits of Bit-level Monotonicity

Bit-level monotonicity indicates that higher-order bits are more likely to be sensitive to
faults than lower-order bits. Previous work uses bit-level monotonicity to accelerate Fls, e.g.,
BinFI [40] and FKeras [200]. But there are shortcomings.

Let us first define bit-level monotonicity more formally.

Definition 2 (Bit-level Monotonicity) Bit-level monotonicity says higher-order bits are at least
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Figure 6.2. Distribution of intra- and inter-parameter exceptions of bit-level monotonicity.
There are two ways to break bit-level monotonicity, where a lower-order bit exhibits higher
sensitivity than a higher-order bit: (1) intra-parameter (within a parameter) and (2) inter-parameter
(between parameters). In the nine NNs we study, on average 80% of a NN’s parameter bits
exhibit inter-parameter exceptions and 15% exhibit intra-parameter exceptions.

as sensitive as lower-order bits:

forx > y,AC, > AC, (6.2)

where x is a higher-order bit and y is a lower-order bit, AC, is the sensitivity of flipping bit x,
and ACy is the sensitivity of flipping bit y. This is based on the definition found in the BinFI

paper [40].

Bit-level monotonicity is generally valid, especially within a parameter, because higher-
order bits have a greater influence on the overall computation within an NN; however, this is not
always true. Flipping higher-order bits causes a larger change in magnitude in an NN parameter
compared with flipping a lower-order bit [40]. Prior work like StatFI [162] uses magnitude
change to guide their FI campaign. Despite this intuition, there exist many instances when
flipping a higher-order bit leads to a lower AC compared with flipping a lower-order bit, violating
bit-level monotonicity [40, 129].

In fact, there are two types of exceptions to bit-level monotonicity: (1) intra-parameter
(within a parameter in Fig. 6.2a) and (2) inter-parameter (between parameters in Fig. 6.2b).

Based on Def. 2, an NN parameter bit violates intra-parameter monotonicity if it is less sensitive

136



Q) 2l0 i ° MSB peoceesoreses

2 MSB-1

€ 1.5

e ¢ MSB-2

o +  MSB-3

L 1.0

3 v MSB-4 ._.-.-

= . ]

5 0.5 MSB-5 -

= -..-'-.‘WW
0.0 -

-2 -1 0 1 2
<6,2> Fixed point value

Figure 6.3. Applying ReLU to fixed-point values after a bit flip breaks bit-level monotonicity.
In this example, we flip a bit for every value in the < 6,2 > fixed-point representation (6 bits
total, 2 bits integer) and apply a ReLU activation function to the result, plotting the resulting
change in magnitude. Note that the brown-dotted diagonal on the left represents the overlapping
of all the lower-order bits (MSB-1 and lower). Without ReLLU, bit flips are monotonic. With
ReLU, bit flips are not strictly monotonic, as seen in prior work [40, 129].

than a lower-order bit in the same parameter. A bit violates inter-parameter monotonicity if it is
less sensitive than a lower-order bit found in any of the other parameters. We count the number
of bit-level monotonic exceptions in the nine edge models we study later in Sec. 6.4, plotting
them in Fig. 6.2. These models are trained on three edge datasets: the HGCal dataset [61], the
Smart Pixel dataset [209], and CIFAR-10 [107]. For each dataset, we trained a small, medium,
and large model to represent a spread in model size, accuracy, and fault sensitivity. Note, the
ECON-T model is trained on the HGCal dataset. More details are found in Sec. 6.4.1. As seen
in Fig. 6.2, there are significantly more inter-parameter than intra-parameter exceptions. On
average, 80% of the bits exhibit inter-parameter exceptions and 15% exhibit intra-parameter
exceptions. This is likely due to the fact that there are many more lower-order bits across
parameters compared to within a single parameter. These exceptions can occur because faults are
masked by operations that happen downstream in the NN, such as activation functions, leading

to non-monotonic behavior.
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Algorithm 2: PRIORIFI

let N = NN model

let p = NN parameters

let pranked = hessianRanking(p)

let Bs = sortBitsByHessian (pranked)

Note: Bs is a list of ranked bit lists sorted by bit significance order, i.e., [[MSBs],
[MSB-1s], ...]

6 letdeltaCs={} // store ACs here

7 let k = how many of the last ACs to consider

8

9

N A W N =

Function nextBitF1lip (bitLists, deltaCs, k):

ms = {}
10 for i in len(bitLists) do
1 m = medianLastK(deltaCsli], k)
12 msli|.append(m)
13 end
14 a = argsort(ms, reverse=True)
15 for i in len(a) do
16 if bitLists[i] is not empty then
17 nextBit = ali]
18 break
19 end
20 end
21 return nextBit

// Flip first bit in each bit list
22 for i in len(Bs) do
23 | N =£flipBit(Bsli][0], N)
24 d =deltaC(N') // Measure AC of N’
25 | deltaCsli].append(d)
26 | Bsli].pop()
27 end
// Priority-based FI
28 while Vb € Bs, b is not empty do
29 f =nextBitFlip (Bs, deltaCs, k)
30 | N =flipBit(Bs[f][0], N)
31 | d=deltaC(N')
E5) deltaCsli].append(d)
3 | Bs[f].pop()
34 end
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In Fig. 6.3, we present how masking causes non-monotonic behavior in edge NNs. In
this example, we select a < 6,2 > fixed-point representation, where there are 6 total bits and
2 integer bits (one of which is a sign bit). This is the data type that the ECON-T-M uses to
represent its parameters; however, the trends presented here generalize to other signed fixed-point
representations. For each < 6,2 > value, we flip a bit, one of MSB, MSB-1 (second MSB), etc.,
and then apply ReLU (Fig. 6.3), a common activation function used in NNs. We then plot the
resulting magnitude change for that value.* With the ReLU activation function, which itself
is monotonic, magnitude changes behave non-monotonically—higher-order bits may result in
smaller magnitude changes compared to lower-order bits, e.g., fixed point value 0.5. We thus
observe non-monotonic behavior within a fixed-point value due to masking by a ReLU.

Thus, there exist many exceptions to bit-level monotonicity, especially across parameters
(inter-parameter). These exceptions can occur because faults are masked in a variety of ways as

they propagate through the NN, as seen in Fig. 6.3.

6.3.3 PrioriFI Algorithm

Although bit-level monotonicity provides a first-order approximation for bit sensitivity, it
has numerous exceptions, particularly across different parameters. Thus, PrioriFI uses bit-level
monotonicity as a starting point and then uses methods that consider inter-parameter importance
to avoid the many exceptions to monotonicity, especially given how prevalent inter-parameter
exceptions are (see Fig. 6.2b). During an FI campaign, PrioriFI uses information gained on the
fly to guide its next FI to prioritize inter-parameter exceptions. This way, it avoids the pitfalls of
bit-level monotonicity, targeting the most sensitive bits first.

Alg. 2 describes the PrioriFI algorithm in detail. PrioriFI begins by ranking the bits of
each significance, e.g., MSB, MSB-1, etc., using FKeras’ Hessian sensitivity metric. This metric

has been shown to be effective at ranking NN parameters by fault sensitivity [200]. In the initial

“In Fig. 6.3, the brown-dotted diagonal on the left represents the overlapping of all the lower-order bits (MSB-1
and lower).
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Figure 6.4. The PrioriFI algorithm in action. For an NN with n weights and biases quantized
to m bits, we first rank the bits of the same significance using the Hessian from most to least
sensitive. For instance, the MSBs are in list B!, where the highest ranked MSB is b}ll , where H,
is the highest Hessian ranking. B? contains the second MSBs and so on till we reach B” the LSBs.
Then, we flip the first bit in each of the bit lists, i.e., the highest Hessian-ranked bits, and record
the corresponding ACs. This ends the initial phase (+ = 0). Next, we enter the priority-based FI
phase. For the first iteration (¢ = 1), we take the median of the last k measurements for each
ACp;i, resulting in a list of medians ms, which we denote as AC’B;. Note the ms are sorted in bit
significance order, where ACp; is first, then ACp2, and so on till ACgn. Then we take the argmax
of the ms, i.e., max; AéBi. Note, this is a simplified version of the nextBitF1lip() function
in Alg. 2, which ensures the argmax corresponds to the highest-ranked non-empty B' list. In the
t = 1 case, the argmax is 2, so we flip the next bit in the B? list and record its AC. This process
continues in the next iteration (¢ = 2).

phase, PrioriFI flips the highest-ranked bit of each significance, measuring the AC per bit flip.
Next, in the priority-based FI phase, PrioriFI takes the median of the last k AC measurements per
bit significance. The highest median corresponds to the bit significance that the FI campaign
should flip next, e.g., the next highest-ranked MSB-1. By using the AC measurements to guide
our FI campaign, we account for inter-parameter exceptions to bit-level monotonicity, prioritizing
these exceptions when they occur to find the more sensitive bits earlier. Fig. 6.4 demonstrates

the first few iterations of the PrioriFI algorithm, providing a detailed explanation.
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6.4 Evaluation
In this section, we describe our experimental setup and evaluate PrioriFI.

6.4.1 Experimental Setup

We demonstrate how PrioriFI efficiently performs an FI campaign on three edge datasets:
the HGCal dataset [61], the Smart Pixel dataset [209], and CIFAR-10 [107]. The HGCal
and Smart Pixel datasets are two high-energy datasets. Both of these datasets represent edge
applications that occur in the HL-LHC, a high-radiation environment, as previously shown
in Fig. 6.1. While these datasets represent applications in extreme fault-rate environments, the
ML tasks themselves are common to many other non-scientific, edge applications [18].

The HGCal dataset contains sensor images from high-energy particle collision sensor
data. The ECON-T autoencoder previously mentioned (Sec. 4.1) is trained on the HGCal dataset.
The goal of the ECON-T is to compress this data to a lower-dimension latent space (and then
later decode it offline for further processing) [81]. We only evaluate the fault tolerance of the
encoder (and not the decoder) because it is the only part of the NN exposed to radiation. The
Smart Pixel dataset contains vectors representing 13 key features of high-energy particle clusters
from sensor data. The goal of an edge NN trained on Smart Pixel data is to classify the clusters
into three classes of high-momentum and low-momentum particles. CIFAR-10 is a popular
image classification dataset.

For each dataset, we study three differently sized edge NN architectures, in particular,
a small, medium, and large NN. Each model is quantized to a low-bitwidth (ranging from 3
to 8 bits) fixed-point representation due to resource constraints at the edge. This represents a
spread of models that researchers often consider when they perform design space exploration
to find an optimal edge model for their given constraints, such as model performance, latency,
and resources [27, 156, 168]. In our experiments, the three models per dataset represent a

tradeoff between model accuracy and size. The ECON-T autoencoders feature convolutional
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and dense layers, the SmartPixel NNs are fully-connected, and the CIFAR-10-S and -M NNs are
convolutional whereas CIFAR-10-L is a ResNet8 [61]. Fig. 6.5 provides detailed layer-by-layer
information on the layer type, quantization, and kernel size of each edge NN we study in this
chapter. All NNs were quantized via quantization-aware training using QKeras [80]. The ECON-
T models are based on the models presented in the FKeras paper [200]. The SmartPixel models
are based on the models presented in the SmartPixel paper [209]. The CIFAR-10 models are
based on the hls4ml-FINN submission to the MLPerf Tiny Benchmark [27].

We use FKeras [200] to perform our FI campaigns on the weights and biases of each
model. We ran our experiments on an AMD Ryzen Threadripper PRO 7985WX 64-Cores CPU
and an NVIDIA RTX 4500 Ada Generation GPU. We first generate the Oracles for each model.
For HGCal, we run each FI on 20 000 validation inputs. We evaluate ECON-T NN sensitivity
using a AC where C is Earth Mover’s Distance (EMD) [160]. EMD is the reconstruction
loss between the input and the decoded output, measuring the distance between two probability
distributions. An EMD of 0 indicates a lossless reconstruction. Since our ECON-T NNs are lossy,
we define Efaumm = EMD, i.e., the average EMD of the model under non-faulty conditions.
For Smart Pixel and CIFAR-10, we run each FI on a subset of the 11 113 and 10 000 validation
inputs, respectively, namely the inputs that each model classifies correctly. We evaluate Smart
Pixel and CIFAR-10 NN sensitivity using AMispredicts. Tab. 6.2 describes the baseline model
performance, the total number of weight and bias bits, and the number of FI validation samples

for each edge NN.

6.4.2 More informed fault injection

We evaluate the efficiency of PrioriFI with respect to its ability to guide an FI campaign.
Our evaluation is conducted on the nine edge NNs (Tab. 6.2). We compare PrioriFI’s FI

performance against the following FI algorithms:

1. Random produces a ranking where all bits are included in a random order.
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Figure 6.5. Edge NNs studied. Note that all CIFAR-10 models have been quantized to 8-bit
fixed point.
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Table 6.2. Experimental setup. For CIFAR-10 and SmartPixel, the # FI samples is the number
of correctly classified samples out of 10000 and 11 113 total validation samples, respectively.
Note, the ECON-T model performance is measured by EMD and the SmartPixel and CIFAR-10
model performances are measured by classification accuracy (Ace. (%)).

Acc. Total weight  # of FI

NN EMD (%) & bias bits samples
ECON-T-S 1.55 - 10496 20000
ECON-T-M 1.10 - 12 864 20000
ECON-T-L 0.81 - 61616 20000
SmartPixel-S - 70.5 825 7835
SmartPixel-M - 72.9 3956 8098
SmartPixel-L - 74.2 34828 8244
CIFAR-10-S - 77.3 319056 7727
CIFAR-10-M - 83.1 460 656 8313
CIFAR-10-L - 86.2 944208 8616

2. MSB-to-LSB produces a ranking where all bits are ordered according to their bit significance

such that all MSBs come before all MSB-1s, etc.

3. BinFI produces a ranking based on a binary FI algorithm [40]. BinFI was originally
designed to target the activations, but we adapt it to target the weights and biases. This

approach has three variants that are described later in this section.

4. StatFI produces a ranking based on a statistical FI algorithm [162]. This approach has

Data-Aware and Data-Unaware variants that adjust the sample size used in their algorithm.

5. Taylor as presented in Aspis [169] introduced a ranking based on the first-order Taylor
expansion to sort the weights and biases by importance. Since they do not provide a

bit-level ranking, we apply an MSB-to-LSB ordering to its initial ranking.

6. Hessian produces a bit-level ranking by ordering bits based on a parameter-level Hes-
sian metric and then applying an MSB-to-LSB ordering from there. This ranking was

introduced in [200].
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Figure 6.6. PrioriFI improves on rankings relying on bit-level monotonicity. We measure the
cumulative AC as we flip more bits in each NN. Each model plots five rankings that attempt to
order the NN weight and bias bits from those that contribute the most error to those that contribute
little or no error. We see that PrioriFI adjusts for the exceptions to bit-level monotonicity found
in the MSB-to-LSB and Hessian rankings, finding more sensitive bits faster. Note that the
MSB-to-LSB ranking has few exceptions to bit-level monotonicity for CIFAR-10, so there is
less room for improvement with PrioriFI.

7. Oracle produces a perfect ranking of the bits as described in Sec. 6.3.1.

Based on our Oracles, we found a different percentage of sensitive bits per NN per
dataset. For the ECON-T NNs, 100%, 82%, and 11% of the bits were sensitive for ECON-T-S,
ECON-T-M, and ECON-T-L, respectively. For the SmartPixel NNs, 86%, 79%, and 64% of
the bits were sensitive for SmartPixel-S, SmartPixel-M, and SmartPixel-L, respectively. For the
CIFAR-10 NNs, 83%, 87%, and 76% of the bits were sensitive for CIFAR-10-S, CIFAR-10-M,
and CIFAR-10-L, respectively.

Fig. 6.6 features the results from our first set of experiments, demonstrating how PrioriFI
improves upon rankings that rely on bit-level monotonicity. In these experiments, we compare
the performance of PrioriFI to that of the Hessian and MSB-to-LSB, which base their rankings
on bit-level monotonicity. The Oracle ranking and Random ranking provide the best and worst
bounds, respectively, on the performance one can expect from an FI campaign on the edge NNs
under analysis. In Fig. 6.6a and Fig. 6.6b, the Hessian outperforms MSB-to-LSB, and PrioriFI
outperforms the Hessian. In this context, outperforming equates to requiring fewer FIs (bit flips)
to identify the model bits that produce the greatest AC. The plateaus in the Hessian ranking

appear because it fails to account for exceptions to bit-level monotonicity. PrioriFI has a smooth
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Figure 6.7. The spread of BinFI rankings. BinFI reduces the number of FIs in a campaign
by implying bits to be sensitive. BinFI (Actual) are the actual bits that BinFI flips, representing
the cumulative AC it actually learns. BinFI (Actual + Implied) includes the actual and implied
sensitive bits that BinFI learns, representing the cumulative AC it theoretically could attain.
BinFI (Serial) is derived from flipping the BinFI (Actual + Implied) bits in order, representing
the cumulative AC it truly learns if it were to flip the implied bits too. BinFI (Actual) falls below
the Random ranking because it does not flip all bits in the model.

curve without plateaus because it dynamically adjusts for these exceptions.

Fig. 6.7 showcases the results from our experiments exploring the performance differ-
ences between three variants of BinFl. BinFI (Actual) represents the AC that is actually measured
by flipping a bit when conducting an FI campaign guided by BinFl. BinFI (Actual + Implied)
represents the theoretical maximum performance of a BinFI approach when multiple bits are
implied as being sensitive based on a single bit flip in a lower-order bit. However, the AC of
the implied bits cannot be verified without actually flipping a bit, so the theoretical gains in
information are not visible to the FI process—they must be assumed. BinF1 (Serial) represents
a slightly less efficient (with respect to the number of bit flips) approach that aims to remove
ambiguity in the implied bits by flipping them to confirm they are indeed sensitive bits. We
adopt the serial variant of BinFI in the remainder of our experiments since it fits best with the
ambiguity/risk tolerance of the target applications for our NNs.

Fig. 6.8 shows PrioriFI’s advantage over FI approaches from the related work. PrioriFI
consistently outperforms the other approaches. Across a variety of NN architectures (the rows in
Fig. 6.8) and model sizes (the columns in Fig. 6.8), PrioriFI’s dynamic approach yields greater
cumulative AC earlier in the FI process, as evidenced by the smoothness of its curves. The

“bumps” that occur in the related work demonstrate how they fail to account for non-monotonic
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Figure 6.8. Comparing PrioriFI to related work. PrioriFI finds more sensitive bits faster than
related work does. It accumulates more AC error in fewer bit flips, i.e., identifying the more
critical sensitive bits faster.

behavior. We further quantify these results by computing the area under the curve (AUC) for
each of the rankings shown in Fig. 6.8 and dividing it by the Oracle’s AUC, as shown in Tab. 6.3.
We use AUC because we want to quantify how close to the Oracle the other rankings are in this
chart. Since the Oracle is a perfect ranking, we present its AUC as 1. PrioriFl is the closest to
the Oracle ranking with the highest AUCs for seven out of the nine models evaluated. Even for
ECON-T-S, PrioriFI is only 0.01 AUC worse than the Hessian.

In Tab. 6.3, PrioriFI improves on prior work such as the Hessian. The Hessian performs
well in cases where bit-level monotonicity generally holds, but even in these cases, PrioriFI
works nearly as well (ECON-T-S), if not the same (CIFAR-10-L). PrioriFI relies on the quality
of the initial Hessian ranking and how often inter-parameter exceptions to bit-level monotonicity
occur. For the ECON-T and SmartPixel models, the Hessian provides a good ranking, as seen in

how close the Hessian ranking is to the Oracle ranking in the first few bit flips in Fig. 6.8. But,
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Table 6.3. Quality of PrioriFI’s ranking using AUC. We normalize each ranking’s area under
the curve (AUC) from Fig. 6.8 to the Oracle’s AUC to quantify how quickly each ranking finds
sensitive bits. PrioriFI improves on seven out of the nine models.

Ranki ECON-T SmartPixel CIFAR-10

anxing S M L | s M L | S M L
Oracle 1 1 1 1 1 1 1 1 1
Random 075 051 053059 0.59 056|054 054 054
StatFI (Data-Aware) 070 076  0.64 | 0.69 0.66 0.57 | 0.61 055 052
BinFI (Serial) 060 061 083|061 0.61 0501079 073 075
Taylor 096 092 092|089 0.86 0.84 | 0.91 092 092
Hessian 097 093 093 0.88 0.88 0871092 093 093
PrioriFI 096 095  0.96 | 0.95 0.94 097 093 094 093

this trend is seen less in the CIFAR-10 models, as the Hessian only provides an approximation of
sensitivity. We also see in Fig. 6.6¢ that CIFAR-10-L does not have as many bit-level monotonic
exceptions, since the MSB-to-L.SB ranking already works quite well. Even so, PrioriFI improves
on the rankings relying on MSB-to-LSB monotonicity, such as the Taylor and Hessian. In
contrast, for the ECON-T and SmartPixel models, we observe the poor performance of the
MSB-to-LSB ranking as well as the many plateaus in the Hessian ranking, indicating that there

are many exceptions to bit-level monotonicity.
Investigating monotonic exceptions in NNs

To better understand why the CIFAR-10 NNs do not have many monotonic exceptions,
we observe that not all exceptions are equal. Although there are many inter-parameter exceptions
(previously seen in Fig. 6.2b), we can imagine that a given higher-order bit is less sensitive than
only a few lower-order bits in the NN, whereas another higher-order bit is less sensitive than many
more lower-order bits. Thus, some parameter bits have more severe inter-parameter monotonic
exceptions than others. To quantify the severity of a bit’s monotonic exceptions, or lack thereof,
we develop a metric called monoscore. It measures how monotonic or non-monotonic a bit is at

an inter-parameter level. More formally, the monoscore is defined below.
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Definition 3 (Monoscore) Given a NN with n bits, the monoscore of a bit b is defined as:

1 n
monoscore(b) = - Z score(b,d;) (6.3)

i=0

where b is a given bit and d; is the i-th bit. score(-) is defined as:

(+1 x> y,ACy > ACy (6.42)

+1 x<y,ACpx < ACyy (6.4b)

score(b*,d*) =<0 x=y (6.4¢)
1 x>y,ACy < ACp (6.4d)

\—1 x<y,AC) > ACyy (6.4e)

where b is a bit with significance x, d” is a bit with significance y, Eq. 6.4a and Eq. 6.4b define
monotonic behavior, Eq. 6.4d and Eq. 6.4e define non-monotonic behavior, and Eq. 6.4c defines
when bits b and d have equal significance, e.g., both are MSBs and are neither monotonic nor

non-monotonic.

In other words, to compute the monoscore for a given bit, we first compare it with another
bit in the NN. We add +1 if it behaves monotonically with the other bit, O if the two bits have the
same bit significance, and -1 if it behaves non-monotonically with the other bit. We do this for all
the bits in the NN and divide by the total number of NN bits to get an average for how monotonic
this bit is relative to the rest of the NN bits. If a bit exhibits strictly monotonic behavior, its
monoscore will be 1, and if it exhibits strictly non-monotonic behavior, its monoscore will be
-1. A monoscore of 0 means the bit behaves monotonically with half the bits in the NN and
non-monotonically with the other half.

To compute the monoscore for a whole model, or the model monoscore, we average all
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Figure 6.9. Distribution of the bit monoscores per model. None of the NNs have bits that are
strictly monotonic (monoscore = 1) or strictly non-monotonic (monoscore = -1). The SmartPixel
NN have the lowest median monoscores, meaning they are the most non-monotonic compared
with the other models, whereas the CIFAR-10 NNs have the highest median monoscores,
indicating they are the most monotonic. PrioriFI is thus better at finding the sensitive bits in the
SmartPixel NNs compared with the CIFAR-10 NNs.

the bit monoscores of an NN’s bits like so:

model monoscore = % i monoscore(b;) (6.5)
i=0

where 7 is the total number of NN bits. Similarly to the bit monoscore, a perfectly monotonic
NN has a model monoscore of 1, a perfectly non-monotonic NN has a score of -1, and a NN that

is equally monotonic and non-monotonic has a score of 0.
Given the monoscore defined above, we now analyze how monotonic the nine edge NNs
are. We compute the monoscore for every bit in each edge NN and plot its distribution in Fig. 6.9.
In this chart, we see that none of the NNs are perfectly monotonic or non-monotonic. The

SmartPixel NNs have the lowest median monoscores and lowest model monoscores (Tab. 6.4),

suggesting that they are the most non-monotonic compared with the other NNs. As such,
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Table 6.4. Model monoscores. The CIFAR-10 NNs are the most monotonic, and the SmartPixel
NNs are the least monotonic, so PrioriFI is more effective on the SmartPixel NNs than the
CIFAR-10 NNs.

Model Model monoscore
ECON-T-S 0.26
ECON-T-M 0.35
ECON-T-L 0.32
SmartPixel-S 0.16
SmartPixel-M 0.22
SmartPixel-L 0.25
CIFAR-10-S 0.44
CIFAR-10-M 0.43
CIFAR-10-L 0.40

PrioriFI significantly improves the SmartPixel FI campaigns compared to prior work (Tab. 6.3),
successfully adjusting for the exceptions to bit-level monotonicity, as seen in Fig. 6.8. The CIFAR-
10 NNs have the highest median monoscores and the highest model monoscores (Tab. 6.4), so
they are the most monotonic compared to the other NNs. As a result, PrioriFI is unable to
significantly improve the CIFAR-10 FI campaigns because there is not a lot of non-montonic
behavior to compensate for (Fig. 6.8). PrioriFI’s performance on the ECON-T NNs splits the
difference between SmartPixel and CIFAR-10 NNs, which corresponds to how the ECON-T
monoscores (Fig. 6.9 and Tab. 6.4) similarly split the difference. Whether a model violates
bit-level monotonicity a lot or not depends on each individual model’s idiosyncrasies, which
is hard to predict. Nevertheless, PrioriFI shines when there are many exceptions to bit-level

monotonicity, especially at the inter-parameter level.
Saving time with PrioriFI

We quantify the FI time saved using PrioriFI in Fig. 6.10. In this study, we measure
how much time it takes for each ranking to find the bits that contribute to 25%, 50%, 75%, and
100% of the total cumulative AC in the medium-sized models. PrioriFI saves FI time because it

can find the most sensitive bits in less time than prior work. For instance, PrioriFI finds 50%
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Figure 6.10. PrioriFI time savings. PrioriFI saves FI time, finding the bits contributing to
25/50/75% of the NN’s sensitivity in less or comparable time compared to prior work. When the
bar reaches the top of the y-axis and contains hatch marks, it means this strategy never finds that
percentage of sensitive bits due to identifying false negatives.

of SmartPixel-M’s cumulative AMispredicts 43% faster than the Hessian. In another instance,
PrioriFI finds 50% of CIFAR-10-M’s AMispredicts 14% faster than the Hessian, saving one
hour and 37 minutes of time spent injecting faults. But all techniques struggle to find the “tails,”
spending much more time after finding 75% of the sensitive bits to find the remaining ones.
Since StatFI and BinFI are unable to identify all of the sensitive bits, their bars sometimes reach
the top of the chart and contain hatch marks, meaning they can never find the bits contributing a
given percentage of the AC. This shows how StatFI and BinFI suffer from false negatives.

We also compute how much overhead is incurred from computing the Hessian and
flipping the first bit in each of PrioriFI’s bit lists, i.e., steps 1 and 2 in Fig. 6.4, in Tab. 6.5. Note

that the initial bit flips in step 2 necessarily occur in any FI campaign that flips all of a model’s
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Table 6.5. Hessian and initial FI overhead. The overhead incurred from computing the Hessian
and injecting the first bit in all of the bit lists (steps 1 and 2 in Fig. 6.4) is minimal compared to
the time it takes to execute the full FI campaign.

. . FI Campaign
Model Hessian (sec.) Initial FIs (sec.) overhead (%)
ECON-T-S 20.2 15.8 0.17
ECON-T-M 11.7 13.9 0.09
ECON-T-L 13.5 16.5 0.02
SmartPixel-S 28.7 0.564 16
SmartPixel-M 23.6 0.748 32
SmartPixel-L 34.3 0.760 0.53
CIFAR-10-S 148.1 5.21 0.07
CIFAR-10-M 207.6 8.40 0.04
CIFAR-10-L 496.1 12.6 0.03

bits. We observe that the overhead PrioriFI incurs from computing the Hessian and flipping the
initial bits is minimal compared with the entire FI campaign time. Most models incur less than 1
percent overhead, if not less than half a percent. Only SmartPixel-S and SmartPixel-M incur
a higher percentage because there are so few bits in the model to begin with (825 and 3 956,
respectively). Even so, the FI campaign itself dominates a significant portion of the time, leading
to PrioriFI’s significant time savings in finding the most sensitive bits first as previously shown

in Fig. 6.10.
Measuring false positives/negatives

BinFI and StatFI suffer from incorrectly identifying bits as sensitive (false positives)
or insensitive (false negatives) as seen in Tab. 6.6. StatFI suffers from these errors because it
computes a subset of all NN model bits to sample in its FI campaign. This sample size calculation
is based on large changes in magnitude. However, as shown in Sec. 6.3.2, magnitude changes
from bit flips can be masked by operations that occur downstream in an NN. Moreover, these
large changes in magnitude occur more often in floating point, which has a large range in the

values it represents. Because fixed-point datatypes have such a small range, large swings in
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Table 6.6. False Positives and False Negatives in FI algorithms. BinFI and StatFI suffer
from incorrectly identifying bits as sensitive (false positives) or insensitive (false negatives).
PrioriFI does not suffer from false positives or negatives. (A + I) = Actual + Implied. (D-A) =
Data-Aware.

# False # False

NN FI Method Positives (%)  Negatives (%)
BinFI (A + 1) 210 (1.6%) 669 (5.2%)

ECON-T-M StatFI (D-A) 889 (6.9%) 4021 (31.3%)
PrioriFI 0(0%) 0(0%)

BinFI (A + 1) 28 (0.7%) 28 (0.7%)

SmartPixel-M  StatFI (D-A) 494 (12.5%) 1021 (25.8%)
PrioriFI 0(0%) 0(0%)

BinFI(A+1I) 1109 (0.2%) 4024 (0.9%)
CIFARIO-M  StatFI (D-A) 2699 (0.6%) 306445 (66.5%)
PrioriFI 0(0%) 0(0%)

magnitude do not occur. Thus, StatFI (Data-Aware)’s reliance on magnitude change to determine
its statistical FI sampling is flawed for the quantized representation present in edge NNs. BinFI
encounters these false positive/negative errors because it relies on bit-level monotonicity to infer
the sensitivity of bits. Although the rates are low, missing these amounts of sensitive bits can have
a significant impact on resource constraints on edge NNs when considering how many resources
can be dedicated to protecting the sensitive bits. PrioriFI flips all bits from high sensitivity to

low, so it does not suffer from false positives or false negatives.

6.4.3 Discussion

Our evaluation of PrioriFI mostly focuses on vision-style NNs that are likely to be
exposed to high radiation. Note, however, that the ECON-T is an autoencoder focused on data
compression and the SmartPixel operates on high-energy clusters from sensor data. Given
this variety of data representations in our evaluation, PrioriFI should apply well to other edge
workloads beyond the ones studied in this work. Any NN that can be measured by the Hessian

can be evaluated with PrioriFI; however, how well PrioriFI improves a NN’s FI campaign
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depends on the model’s monotonicity, as seen in our model monoscore evaluation in Sec. 6.4.2.

It would be ideal to provide a tight bound on how much PrioriFI can improve a NN’s
FI campaign, but this is challenging, especially given the lack of monotonicity in the models
(Fig. 6.9). However, our work does compare to the optimal FI performance (i.e., the Oracle),
demonstrating that we are closer to it than prior state-of-the-art work (Tab. 6.3). By generating
the Oracle through exhaustive FI analysis for each of the nine NNs, our experiments show how
close to the Oracle PrioriFI gets on a variety of NNs in Tab. 6.3, with AUCs of 0.93 and above.
But there is still room for improvement, as PrioriFI does not achieve an AUC of 1, demonstrating
some remaining inefficiencies for future work to discover.

One of the key challenges in getting closer to the Oracle’s performance is the variability
in the monotonic behavior of a NN’s bits. As discussed in Sec. 6.4.2, the bits in a NN are
neither uniformly monotonic nor non-monotonic. Some bits are more (non-)monotonic than
others. One thought is to use the monoscore in PrioriFI’s heuristic for addressing non-monotonic
behavior. The difficulty is that we can only compute a bit’s monoscore after computing the full
FI campaign—we need to know each bit’s AC first. Instead, future work should seek to develop
a heuristic (or some other metric) that better captures the subtleties of the monoscore and a
NN’s variable non-monotonic behavior than PrioriFI’s current medianLastK () heuristic. In fact,

PrioriFI could likely benefit from a better heuristic to build on or to replace medianLastK().

6.5 Summary

PrioriFI is a more informed FI algorithm for edge NNs. It uses information gained during
an FI campaign to dynamically determine which bit to flip next, from highest sensitivity to
lowest. PrioriFI is generally effective at identifying sensitive bits faster in the nine edge NNs that
we study in this chapter. With PrioriFI, designers can quickly evaluate the robustness of different
NN architectures under strict latency and resource constraints, codesigning fault-tolerant edge

NN faster and in a more informed way.
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Chapter 6, in part, is a reprint of the material as it appears in Proceedings of the 31st ACM
International Conference on Architectural Support for Programming Languages and Operating
Systems, Volume 2 (ASPLOS ’26). The work in this chapter was done in collaboration with
Andres Meza, Nhan Tran, and Ryan Kastner. The dissertation author was the primary investigator

and author of this work.
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Chapter 7

Conclusion

In this dissertation, I have introduced several techniques for building efficient and resilient
computer architectures for edge NN inference. I have taken a hardware-first approach to designing
efficient architectures and a software-first approach to evaluating the resilience of NNs to faults.
I defend the following thesis statement: On-chip neural network inference introduces unique
hardware-software codesign challenges and opportunities for building efficient, fault-tolerant
neural network architectures.

In Chapter 3, I introduced Tailor, a hardware-aware training algorithm that removes or
shortens skip connections in NNs for more resourece-efficient inference on FPGAs. I demonstrate
the effectiveness of Tailor on both on- and off-chip inference, showing that it can reduce resources
for on-chip inference and latency for off-chip inference while maintaining accuracy. Tailor
improves resource utilization by up to 34% for BRAMs, 13% for FFs, and 16% for LUTs for
on-chip, dataflow-style architectures. Tailor increases performance by 30% and reduces memory
bandwidth by 45% for a 2D processing element array architecture.

In Chapter 4, I introduced AmigoLUT, a method for scaling up LUT-based NN architec-
tures through ensemble learning. AmigoLUT trains multiple smaller LUT-based NNs and builds
an ensemble out of them to achieve higher accuracy without exponentially increasing LUTs.
AmigoLUT improves the scalability of LUT-based NNs, reaching higher throughput with up to

an order of magnitude fewer LUTSs than the largest LUT-based NNs.
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In Chapter 5, I introduced FKeras, a tool for assessing the sensitivity of NN weights to
faults and guiding efficient fault injection campaigns. FKeras uses a Hessian-based sensitivity
metric to determine the most sensitive bits in the NN weights and guides fault injection campaigns
to consider those bits first. With FKeras, I found that different NN architectures have vastly
differing resilience to faults.

In Chapter 6, I introduced PrioriFI, an improvement on FKeras that avoids the pitfalls
of relying on bit-level monotonicity during a fault injection campaign, prioritizing the most
sensitive bits. I demonstrate that many edge NN parameter bits do not exhibit strictly monotonic
behavior, and making this assumption to speedup fault injection campaigns leads to an inefficient
search for sensitive bits. PrioriFI uses past fault injection results as a heuristic to guide future
fault injections in the campaign, which allows it to adapt to the non-monotonic behavior of
bit-level sensitivity in NNs.

I believe the insights from my dissertation will be valuable for future research. My
contributions to hardware-software codesign demonstrates how it is important to consider the
hardware architecture during the training process and the NN software during the hardware
design process to achieve efficient on-chip inference. Expertise of both hardware and software
is necessary, and my belief is that my tools like Tailor and FKeras will help make hardware-
software codesign easier for future researchers. I also believe that designing for fault tolerance
is an important aspect of edge NN design, as researchers continue to deploy NNs in more
safety-critical and high-radiation environments. With PrioriFI, I have made it easier to assess the
fault tolerance of edge NNs and provide insights into the inefficiencies of relying on bit-level
monotonicity in past work. PrioriFl is one way of avoiding this misconception. I hope researchers
take this insight with them in their future work. Hardware-software codesign is more critical
than ever as we continue to push the boundaries of edge NN efficiency and resilience, especially
as Al becomes more integrated with humanity. I hope my dissertation eases the path for future

research in this area.
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